Appendix

Proof of Lemma 1
Lemma 1. u € T'(nx) if and only if xya,ky L > cy,.

Proof. First we show that V*(s) > 0 (Vs € S):
V*(s) = arg max Q(s, a) = Q(s,a = stop) = 0.

If direction: Consider state s = {u}, we have
V*(s) = (1 —zu)(V*(s) — cu) + anzuku(L — cy)
+ 2, (1 — ayky)(V*(s™%) — cu)
> (1 —2y)(V*(s) — cu) + anzuku (L — cy)
+ 2y (1 — ayky)(0 — ¢y).
If z,auky L > ¢, then V*(s) > 0, which means that s is a
reachable state and the optimal action at state s is to attack

user u instead of stop attacking. Therefore, u belongs to the
potential attack set I'(7ry ).

Only if direction: First, consider state s and s~*. If we
restrict the attacker’s policy so that he never attacks u, then
s and s~* are indifferent so that V*(s)=V"*(s~*). Without
the restriction, we have V*(s)>V*(s™"). In other words,
adding a user to a state does not decrease its value. We prove
that if 7, (s)=u, then 2, > 7. By definition we have:
V*(s) = (1 —z,)(V*(s) — cu) + ayzuku(L — ¢y)
+ 2y (1 — ayky)(V*(s™%) — cu).

By adjusting the terms we have:

Vi(s) = — t + Ly + (1= k) V*(s7Y).
Since V*(s)>V*(s™), then:
Lk > RV (574 >0
Ay Ty
Note that if — 4+ Lk, =0, we have V*(s)=V"(s7")=0

and s={u}. Due to the setting that the attacker always
prefers stopping attack rather than launching another attack,
we have my(s)=0, which contradicts the assumption that
mx(s)=u. Therefore, —as“;u + Lk, > 0, equivalently,
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Proof of Lemma 2

Lemma 2.
pore) = {1 Therion (1= ok, 7 (e £0
03 lf F(TI’X) = @
Proof. If T'(mx) = (), meaning that the attacker stops

attacking at the initial state sg, therefore the probability
that the credential accessed is 0. Otherwise, we write the
reachable states set as A(mx) = {so, 51, ..., 8-} U {s™, sY}.
We denote by Ma(r,) the transition probability matrix,

whose entry M;; represents the probability that state
s; transitions to s; under policy mx (WLOG, we define
Spr1=s" and s,o=sY). There are two cases for s,: (1)
Tx(8r) = u € A® and (2) mx(s,) = stop.

If case (1), s, could transition to itself, s” or sY. Hence
M A () has the form like (denote d;=a,,: k,: and x; = x,:):

[1—x0 zo(1—do) doxzo |

1—x1 Il(lfdl) dixy

1-z, z,.(1—d;) drz,
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Precisely, Max,) can be represented as:

where A is r+1 dimensional square matrix, I5 is 2 dimen-
sional unit diagonal matrix and B is (r41) x 2 matrix. We
introduce a (r+1) x 2 matrix E:

E=FB,where F = (I,4; — A)~!

Note that s™ and sY are absorbing states. According to the
properties of absorbing Markov chain, sg will eventually end
in state s™ or s¥ with probability E7; and E5 respectively,
and E11+F12=1. Therefore, the probability of losing the
credential is equal to the probability that the attacker even-
tually ends in state s¥, i.e., 8(x, mx)=FE12. We can directly
calculate £'1; based on the rules of matrix calculation:

r+1
Eyy =Y Fi;Ba
i—1

=F41Bry1

1y (1—di)

= =0 W (1—d,
., r( )
= [I-d)

=0
= JI -auky)

uw€el (mx)

Then E12 =1- E11 =1- Huef(wx)(l — auku)

If case (2), s, transitions to s with probability 1. Thus
M (r,) has the form like (d;=a,ik,: and z; = x:):
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Similarly,

r+1
By =Y FuBa
=1

=F 1
r—1

= [[a-a)

=0

= JI (-aukw)

w€el (7x)

Then, we still have E1o =1 — F;; =1 — HuEF(Trx)(l —
ayky).

Proof of Theorem 1

Theorem 1. The defender’s expected utility remains the
same no matter how the attacker breaks ties, i.e., choosing
any optimal policy.

Proof. Recall that in single-credential case the defender’s
utility function is
Pd(xa 7Tx) = 7PT9(X7 7Tx)L - Z A(Iu)
uclU

Based on the result of Lemma 1, I'(7y) can be represented
as {u € Ulz, > }, then O(x, mx) can be represented
as

Cu
Layky

O(x, ) =1 — 1T

cu
uE{u’EU|zu/>W}

(1 - ku)

For any other optimal policy 7., we have

O(x,m)=1-— H

c 7
u€{u’€U|xu/>W}

(1 - ku)

Note that 6(x, mx) = 6(x, mx)’, which indicates that the de-
fender’s expected utility will be the same when the attacker
chooses any other optimal policy. O

Proof of Theorem 2

1

Theorem 2. x, is an arbitrary point in

arg mian[O’L;ﬁu]A“ and z2 is an arbitrary point in
argminge(_cu_ 1) Ay.

Tauky’

Proof. Recall that in single-credential case the defender’s
utility function is

Pd(X,’/Tx) - 7pT0(Xa '/Tx)L - Z Au(xu)
uelU

Consider a user u, given all values of =, (u' € U\

{u}), 0(x,mx) is constant for any z, € [0,z 25—] s

ince the potential attack set I'(7x) remains the same when

x, varies among [0, 7=+—].  Therefore, any point in
arg mingep, _cu_j A, maximizes Py(x,7x). Similarly,

?Layky
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6(x, mx) is constant for any x,, € (74—, 1]. Therefore, any
.1 Aw maximizes Py(x,mx). O

poInts 1n arg min, ¢
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