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Abstract
Multi-agent reinforcement learning (MARL) is a prevalent learning paradigm for solving 
stochastic games. In most MARL studies, agents in a game are defined as teammates or 
enemies beforehand, and the relationships among the agents (i.e., their identities) remain 
fixed throughout the game. However, in real-world problems, the agent relationships are 
commonly unknown in advance or dynamically changing. Many multi-party interactions 
start off by asking: who is on my team? This question arises whether it is the first day at the 
stock exchange or the kindergarten. Therefore, training policies for such situations in the 
face of imperfect information and ambiguous identities is an important problem that needs 
to be addressed. In this work, we develop a novel identity detection reinforcement learning 
(IDRL) framework that allows an agent to dynamically infer the identities of nearby agents 
and select an appropriate policy to accomplish the task. In the IDRL framework, a relation 
network is constructed to deduce the identities of other agents by observing the behaviors 
of the agents. A danger network is optimized to estimate the risk of false-positive identi-
fications. Beyond that, we propose an intrinsic reward that balances the need to maximize 
external rewards and accurate identification. After identifying the cooperation-competition 
pattern among the agents, IDRL applies one of the off-the-shelf MARL methods to learn 
the policy. To evaluate the proposed method, we conduct experiments on Red-10 card-
shedding game, and the results show that IDRL achieves superior performance over other 
state-of-the-art MARL methods. Impressively, the relation network has the par perfor-
mance to identify the identities of agents with top human players; the danger network rea-
sonably avoids the risk of imperfect identification. The code to reproduce all the reported 
results is available online at https:// github. com/ MR- BENjie/ IDRL.

Keywords Multi-agent reinforcement learning · Game theory · Imperfect information · 
Cooperation-competition · Ambiguous identities

1 Introduction

Most real tasks involve more than one agent, and those agents closely interact with each 
other. In a diverse multi-agent world, figuring out who to cooperate with and how to coop-
erate with them is a fundamental challenge for any agent and also is a key challenge for 
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artificial intelligence today [1–4]. In some artificial tasks, the identities of agents (i.e., com-
petitors or cooperators) are public and fixed during the game. Notably, significant achieve-
ments have been made in developing machine learning models to handle such tasks, e.g., 
Go [5–7], Moba [8, 9], Doudizhu (the most popular card game in China [10–12]), and 
football [13, 14]. However, in real life, there are more tasks where the agents’ identities 
are ambiguous, and they may even dynamically change over time. For example, the ques-
tion that who is on my team, often arises on the first day at the kindergarten or the stock 
exchange. Besides, the drivers also need to identify the intentions of surrounding vehicles. 
This implies that the agents in the hidden-role environments have to decide to either com-
pete or cooperate with others, and endowing the agent with the ability to accurately iden-
tify the intentions of other agents is a critical research problem in the multi-agent reinforce-
ment learning (MARL) domain [15].

MARL is a prevalent learning paradigm for stochastic games. There are three typical 
environments explored in MARL: completely cooperative, completely competitive, and 
mixed. In a completely cooperative setting, all agents share the same global reward, and 
they have to learn to cooperate to the maximum extent so that they can maximize their indi-
vidual rewards. There is rich literature on dealing with cooperative MARL problems (e.g., 
credit assignments [16–20] and communications [21–24]). For completely competitive 
tasks (e.g., zero-sum games), agents have the opposite goal, which is to get more rewards 
than others. Hence, they must learn to compete with and outmaneuver other agents. The 
challenges in this situation include creating a meaningful opponent via self-play [25, 26] 
and modeling the opponents [27]. For mixed tasks, each agent is given (or develops) its 
own identity, which compels it to either cooperate or compete with the other agents. Most 
research in this area assumes that the identities of these agents are known to all and remain 
fixed for the duration of the task [8, 9]. As a relaxation of this assumption, recent works 
[28–30] propose to learn to play the Diplomacy game, characterized by dynamic alliances 
among players while their identities are clear. Hence, there has been scant research explor-
ing games in which the identities of agents are ambiguous. Notably, this is a common case 
in most real-world scenarios. The core challenge in the problem lies in that the informa-
tion about the agents’ identities is ambiguous and noisy. It is challenging to figure out the 
opponents and teammates only via the local imperfect information. Moreover, there may be 
deception in these hidden-role environments.

To solve the above challenges, we propose a novel identity detection reinforcement 
learning (IDRL) framework that dynamically identifies the agents’ ambiguous identities 
and selects the corresponding policies from the policy module for completing the tasks. In 
the IDRL framework, we have developed an identification module consisting of a relation 
network and a danger network. The relation network assigns a confidence value indicating 
the probability of the other agent being cooperative or competitive, and the danger network 
learns to generate a risk ratio representing the cost of mistaking the other agent’s inten-
tions. As shown in Fig. 1, the identification module detects the identity of the agent, so 
that each agent knows whom to cooperate with. Then, a policy module selects the policy 
to cooperate with teammates or compete with opponents respectively. Beyond that, we pro-
pose an intrinsic reward for seeking the trade-off between maximizing external rewards 
and reducing the risk of incorrect identification. Note that the proposed policy module is 
generic and compatible with any standard MARL method.

We evaluate the performance of IDRL in the Red-10 card-shedding game environ-
ment, where the identities of agents are ambiguous. Experiment results show that IDRL 
significantly outperforms other MARL methods, including mean-field multi-agent rein-
forcement learning (MFRL), Off-Policy Adversarial Inverse Reinforcement Learning 
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(Off-policy-AIRL), Douzero (i.e., a reinforcement learning framework for the DouDizhu 
card game), and CQL. We also find that IDRL performs on par with the top human Red-10 
players. In particular, ablation studies and additional experiments demonstrate the remark-
able efficacy of the identification module and the danger network. Our contributions are 
threefold. First, we propose a novel MARL framework, IDRL, to learn policies with iden-
tification capability in the scene where agents’ identities are ambiguous. Such hidden-role 
environment is quite general, e.g., Avalon [31] and Werewolf [32]. Second, we develop an 
identification module consisting of a relation network and a danger network to detect iden-
tities accurately. Third, we propose an intrinsic reward for policy learning which balances 
the need to maximize external rewards and the need to reduce risks.

In Sect. 2, we introduce the notations of this work. After that, we describe the details of 
the proposed framework IDRL in Sect. 3. The identification module is composed of a rela-
tion network and a danger network. Next, we explain the proposed intrinsic rewards and the 
Monte Carlo-based [33] policy module. In Sect. 4, we discuss the related works. In Sect. 5, 
we first provide the implementation details of IDRL, and then show the comparison experi-
ment results. Furthermore, we analyze the effects of the different parts of the IDRL frame-
work and provide interpretations and discussions. Finally, Sect. 6 offers the conclusion of 
this work and points out some future directions.

2  Background

We consider the MARL problem to be a partially observable Markov decision pro-
cess, which is defined by a tuple (N,O, S,A,P,R, �) . Here, N = {1, 2,… , n} is the set of 
agents, O = {O1,O2,… ,On} is the set of the agents’ local state probability functions, 
S is the global state space, ∀s ∈ S , si ∼ Oi(⋅ ∣ s) is the local state of agent i. The joint 
action space ( A = A1 × A2 …× An ) is the cross product of all agents’ finite action spaces, 
P ∶ S × A × S → ℝ is the transition probability, R ∶ S × A → ℝ is the reward function, 
ri(s, a) ∈ R(s, a) , for ∀s ∈ S,∀a ∈ A is the individual reward of agent i, and � ∈ [0, 1) is 
a discount factor. The goal of the agent i is to learn the optimal policy, u∗

i
∶ S → Ai , and 

under the optimal policy u∗
i
 , the expected cumulative discounted reward, Vu

i
(s) could be 

maximized,

Fig. 1  The blocks in identity detection reinforcement learning (IDRL) framework. The input of the IDRL 
is the state of the agent who is represented by a blue circle positioned downward while the identities of 
other agents remain unknown and are depicted using black circles positioned upward. In the IDRL, the 
identification module detects the identities of other agents, decides who to cooperate with, and confirms the 
Cooperation-Competition Pattern. Specifically, the chosen cooperative partner is signified by a blue circle, 
whereas a red circle signifies the selected competitor. The policy module selects the corresponding policy, 
and decides what action to take
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where u = (u1, u2,… , un) is the product of all agents’ policies, and ( st, at ) is the global 
state and action at time step t ∈ ℕ . The optimal policy of agent i can be obtained by maxi-
mizing the Q action-value function as follows:

and u∗
i
(s) = argmaxai maxa−iQ

∗(s, a) , a−i is the joint action set of all agents except agent i, 
for whom Q∗(s, a) = max

u
Qu(s, a).

Sre, Sdan are two sub-sets of S. Sre is the global state of the relation network, and Sdan is 
the global state of the danger network. ∀st

re
∈ Sre , s

ti
re ∼ Oi(⋅ ∣ s

t
re
) is the local state input 

to agent i’s relation network at time step t, and ∀st
dan

∈ Sdan , s
ti
dan

∼ Oi(⋅ ∣ s
t
dan

) is the local 
state input of agent i’s danger network at time step t.

3  Method

To solve the challenging multi-agent games with ambiguous identities, we introduce a 
novel identity detection reinforcement learning (IDRL) framework, which is composed of 
an identification module and a policy module. In Sect.  3.2, the relation and danger net-
works in the identification module are described. Beyond those two networks, we further 
develop an intrinsic reward function to facilitate the optimization of the proposed networks. 
In Sect. 3.3, the Monte Carlo-based policy module is discussed, which is used to do the 
decision-making after identification. In Sect.  3.4, we provide the parallel training method 
used in IDRL training.

3.1  The IDRL framework

The core concept of the IDRL framework is to transform a setting with ambiguous agent 
identities into one with less ambiguous identities. That is, agents are empowered to intui-
tively infer the identity of a cooperating agent and then act upon the assumption.

Figure 2 visualizes the IDRL framework, which consists of two modules: identification 
and policy. The input to the IDRL framework includes the encoded local observation (and 
legal action set). The output is the chosen policy (action set). The identification module 
processes information first; then, the policy module, which is pretrained with appropriate 
action sets, generates operational rule sets. Recall that the identification module comprises 
relation and danger networks. The relation network assigns each agent a confidence level 
reflecting the perceived probability of the agent under consideration being a teammate. The 
danger network then generates a risk ratio by perceiving the task at hand and analyzing the 
potential loss if a mistake in identification judgment is made. The confidence level and risk 
ratio are then combined to select a corresponding policy from the policy module. Then, the 
agent acts upon the selected policy.

(1)Vu

i
(s) = �

a
t=u(st),st+1∼P

[
∞∑

t=0

� tri(s
t, at)|s0 = s

]
,

Qu(s, a) = �
at=u(st),st∼P

[
ri(s

0, a0) +

∞∑

t=1

� tri(s
t, at)|s0 = s, a0 = a

]
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Here, we describe the notation of the IDRL framework. R�(s
ti
re) is the relation net-

work with parameter � , stire is the local state input of the relation network of agent i at time 
step t. The output of the network is a vector, c ∈ ℝ

n−1 , and each value inside the vector 
is a confidence level corresponding to another agent. D�(s

ti
dan

) is the danger network with 
parameter � , and the local state input to the danger network of agent i at time step t is 
s
ti
dan

 . The output of the network is the risk ratio, d ∈ ℝ . When the agents’ identities are 
ambiguous, the action at

i
 taken by agent i in state st

i
 at time step t is specified by the policy, 

��i (s
t
i
,R�(s

ti
re),D�(s

ti
dan

)) , where �i is agent i’s policy parameter. The policy combines the 
state, confidence level, and risk ratio to decide upon an action that should result in the larg-
est cumulative reward based on the given state.

3.2  Identification module

Here, we discuss the relation and danger networks and elaborate upon their training method 
and loss function. Finally, we propose a novel intrinsic reward function to facilitate the 
learning of both networks.

3.2.1  Relation network

The relation network predicts the confidence levels of other agents being a teammate. It is 
the primary part of the identification module. The network’s input is the state information, 
including historical agent actions and local observations. The output is a n − 1-element 
vector, and each value in the vector reflects the confidence level of an agent.

The relation network is important for games with hidden or ambiguous identities and 
imperfect information environments, such as Red-10, Avalon, and Werewolf. Naturally, the 

Fig. 2  Overview of the identity detection reinforcement learning (IDRL) framework. “>” indicates the 
comparison of confidence level and risk rate. There are m cooperation-competition pattern types, and the 
red arrows represent the flow of gradients. MSE: mean squared error



 Autonomous Agents and Multi-Agent Systems           (2023) 37:35 

1 3

   35  Page 6 of 27

information acquired by each agent quickly becomes asymmetric, and the agent’s perceived 
identities of others differ from agent to agent. The relation network is designed for such an 
asymmetry information setting, which observes the behaviors of other agents and predicts 
the probability of the agent being a teammate.

3.2.2  Danger network

In an imperfect information environment, an agent needs to estimate the importance of 
action taken at a time step in terms of the potential reward, and compare it to the risk 
of trusting another entity with ambiguous identities. The danger network derives this risk 
ratio from the input of the state information, including the historical actions and local 
observations of other agents. A larger risk ratio indicates more danger of making an incor-
rect guess.

The core concept of the danger network is to cooperate as possible when the risk is low 
and to compete as much as possible when the risk is high. At the beginning of a new round, 
it is natural to find that less risk exists; hence, agents cooperate with others at a high rate, 
which results in choosing more reasonable and beneficial actions to get more reward, not 
considering the actions just for suppression. In contrast, over time, the risk continues to 
grow, and it is risky to cooperate with an agent whose identity is much ambiguous, so a 
better strategy is to compete with such agents to avoid the opponents winning finally.

Next, we present how the identification module uses the outputs of the relation and dan-
ger networks to identify a teammate. At each time step, the relation network predicts a 
confidence level vector for every agent, and the danger network outputs a risk ratio. Then, 
each agent, i, compares the confidence level of another agent with the risk ratio. If the con-
fidence level of another agent, j (j ∈ ℕ and j ≠ i) , is bigger than the respective risk ratio, 
agent i tends to cooperate with agent j. Otherwise, competition is warranted. During the 
same time step, each agent finally forms the intention to either cooperate or compete with 
all other agents. After the identification, the corresponding cooperation–competition policy 
can be used just as in the setting where the identities of the agents are public.

Fig. 3  Architecture of the relation and danger networks. LSTM: long short-term memory; MLP: multilayer 
perceptron
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3.2.3  Loss function

The relation network and the danger network use the same network architecture, as shown 
in Fig. 3. A long short-term memory (LSTM) is used to encode the historical actions, and 
the output is concatenated with local observations as state information. A six-layer mul-
tilayer perceptron (MLP) is then used to predict the confidence level or risk ratio. During 
training, as the global information is made available, the identity of each agent becomes 
known, and we use the ground-truth relationship vector, targeti

r
 , as the target output of the 

relation network for agent i. targeti
r
[j] = 1 or targeti

r
[j] = 0 signify if the agent j is a team-

mate or an opponent, respectively. At the end of a round, the task completes with time T, 
and targett

d
=

t

T
 is set as the target of the output of the danger network at time step t. The 

loss function of the relation and danger networks is shown in Eq. (2), where we first use 
the mean-square-error (MSE) loss function (MSELoss) to update the networks via gradient 
descent operations. Then, we use the intrinsic reward of Eq. (3) to further update the two 
networks via gradient ascent operations, which leads to a trade-off assessment between the 
need to maximize the external reward and the accuracy of identification.

3.2.4  Intrinsic rewards

Considering that the goal of identification is to maximize the expected cumulative external 
reward, we develop the intrinsic reward as Eq. (3) to further update the relation network 
and the danger network via gradient ascent operation, so that the agent can obtain a larger 
reward if the accuracy of identification is satisfactory.

where the LossRD is the identification loss in Eq. (2). Qi is the state-action value function of 
agent i, and the action is decided by policy ��i , based on both the local state and the outputs 
of the relation network and danger network. � is a hyper-parameter used to balance external 
rewards and identification accuracy.

3.3  Policy module

Based on the identification results, one agent regards others as teammates or opponents, 
and the policy module provides a range of actions that can be applied during their coopera-
tive or competitive interactions. As the diversity of the identification result, we prepare sets 

(2)

LossRD =

T∑

t=0

n∑

i=0

MSELoss(R�(s
ti
re
) − targeti

r
)

+

T∑

t=0

n∑

i=0

MSELoss(D�(s
ti
dan

) − targett
d
)

(3)rint =

T∑

t=0

n∑

i=0

Qi

(
st
i
,��i

(
st
i
,R�

(
sti
re

)
,D�

(
s
ti
dan

)))
− �LossRD,



 Autonomous Agents and Multi-Agent Systems           (2023) 37:35 

1 3

   35  Page 8 of 27

of policies in the policy module for different cooperation–competition patterns to cooper-
ate or compete with different agents. Our policy module is generic and ready to be applied 
with existing MARL methods such as [34–39]. In this work, we use the deep Monte Carlo 
method to obtain the policy sets. For more complicated tasks, we can apply other advanced 
MARL methods in the policy module.

The Monte Carlo method is a traditional reinforcement learning method [33] 
designed for tasks that require rounds of activities. Figure 4 shows the three main iter-
ative steps toward estimating a Qi action-value function for agent i to optimize its pol-
icy, ui . In step one, we employ the �-greedy strategy (Eq.(4)) to balance exploration 
and exploitation. In step two, the action-value function directly approximates the 
actual cumulative discounted reward. Then, in step three, we update the policy as 
ui(si) = argmax

ai

Qi(si, ai) . In deep Monte Carlo, we create a neural network to approxi-
mate the action-value function and MSE to update the network.

3.4  Parallel training

We divide IDRL model training into three parts. The policy module is trained to obtain 
the policy set first. Then, the relation and danger networks are trained together. Finally, 
all the networks are updated with the proposed intrinsic rewards.

Expecting to get more interacting data, and, inspired by [40], we use a parallel net-
work training method with actors and learners. Each actor process constantly plays the 
task using the local network and generates new behaviors, the local network is then 
updated with information from the global network in the learner process at the begin-
ning of each round, and experiences are saved to the shared buffer at the end of each 
round. The learner process maintains the global network and constantly updates using 
the data in the shared buffer. The details of the actors’ and learners’ Q action-value 
network updates are provided in Algorithms 1 and 2, respectively. Note that in every 
GPU, we can run several parallel actors per learner.

(4)ai =

{
choose action randomly, with probability �

ui(si), with probability 1 − �

Fig. 4  Steps of the Monte-Carlo method
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4  Related work

This section reviews the related works about multi-agent reinforcement learning and ad hoc 
teamwork.

4.1  Multi‑agent reinforcement learning (MARL)

Investigates the learning problem containing multiple autonomous agents. Typically, the 
learning scenarios in MARL could be divided into three categories: fully cooperative 
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games, fully competitive games, and mixed games. In fully cooperative learning environ-
ments, existing research focuses on the problems of multi-agent communication [21–24], 
collaborative exploration [41–43], and credit assignment [16–20]. In cases where individu-
als possess limited knowledge pertaining to their teammates, for better collaboration, based 
on the inverse reinforcement learning method, some works [44, 45] infer the teammates’ 
reward functions given the team’s behavioral trajectories to understand how people inter-
act with each other. In fully competitive games, e.g. zero-sum games, the agents aim to 
obtain more rewards than others, so that their relationships are competitive. To conquer 
other agents, previous works propose to learn competitive policies with self-play [25, 26] 
or opponent modeling [27, 46, 47]. In mixed games, each agent either cooperates or com-
petes with others based on its inherent property (identity). Most previous works in this 
domain assume that the identities of these agents are public and remain fixed during the 
game [8, 9]. Implementing this assumption more flexibly, the Diplomacy game, which is 
known for its dynamic alliances among players who maintain transparent identities, is been 
learned to play by recent works [28–30] . The board game Stratego [48] conceals the type 
of the opponent’s pieces while maintaining fixed and public alliances. However, a more 
general case is that the agents do not know who is a friend and who is a foe, for example, 
on the first day of kindergarten or the stock exchange. Given the circumstances, access to 
the theory of mind [49, 50] by the agent would be highly advantageous, which refers to the 
ability to represent the mental states of others, including their desires, thoughts, and inten-
tions. There is seldom research work dealing with this challenging problem of detecting the 
identities of other agents in mixed games. This work tries to solve this challenge by learn-
ing an identification module composed of a relation network and a danger network.

4.2  Ad Hoc teamwork

Aims to improve the adaptation ability of the agents to collaborate with diverse and 
unknown teammates [51, 52], which also involves inferring the types of teammates. Spe-
cifically, PLASTIC [53] computes the Bayesian posteriors over all the types of teammates. 
ConvCPD [54] allows the changing of teammate types, which introduces a mechanism to 
detect the change point of the current type. AATEAM [55] develops an attention-based 
structure to infer teammate types from the state histories. ODITS [56] proposes a multi-
modal representation framework to encode teamwork situations. GPL [57] learns the mod-
els based on graph neural network architectures to handle dynamic team sizes. The previ-
ous ad hoc teamwork methods mostly work in a fully collaborative setting and focus on 
fast adaptation to varying teammates. In contrast, our work detects relationships among the 
agents in hidden-role scenarios with mixed collaboration and competition.

5  Experiments

Based on the toolkit for reinforcement learning in card games [58], we develop a Red-10 
game environment and provide corresponding evaluation and visualization tools. In this 
section, we first introduce the rules of Red-10, and then provide the implementation details 
of IDRL. After that, we show the experiment results. The experiments are designed to 
answer the following questions. 

1. How does IDRL compare with existing SOTA MARL methods? (Sect. 5.3)
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2. Can the relation network accurately identify the cooperation and competition intention 
of the agents? How does the inference capability of the relation network compare with 
that of a human? (subsection 5.4)

3. Does the danger network reduce the risk of acting upon no-perfect identifications gener-
ated by the relation network? (Sect.  5.5)

4. Does the identification module enhance the capacity of decision-making? (Sect.  5.6.2)
5. Does the identification module robust to perturbations in network architecture? 

(Sect. 5.7)

Evaluation Metrics: To evaluate our model performance, we followed [59] by compar-
ing the win rate of our algorithm with that of other methods. To compare the perfor-
mance of algorithm X with algorithm Y, X controls agent 0 (the agent whose id is 0), 
and Y controls the other three to play 50000 decks in the Red-10 game environment. 
To reduce the variance, X and Y switched agents and played another 50000 decks. The 
entire process was repeated four times; then, we calculated the normalized win rates of 
X and Y.

5.1  Rules of Red‑10

Red-10 is a variation of Doudizhu and has recently grown in popularity. Like most card-
shedding games, the goal of players is to play all their cards before the others do. In Red-
10, four players use a standard card deck, shuffled, and the full deck is dealt so that each 
player has an equal number of cards. Players are then divided into “Landlord” and “Peas-
ant” teams, where the players with the red-suited (hearts or diamonds) “10” cards (red 10 

Fig. 5  Card representations
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card) are on the Landlord team. Note that there are only two red 10 cards in a standard 
deck, and each player either has a red 10 and does not know which of the other three has 
the other or lacks a red 10 and does not know which two or one of the other three players 
have them. Hence, each agent lacks knowledge of the identity of their teammate. The four 
players then compete by taking turns playing a card and observing the others’ actions in 
order to build a framework for identifying their teammates, because teammates can cooper-
ate with one another while competing with members of the other team. The game finishes 
when a player runs out of cards (wins). Hence, that player’s team also wins. Additional 
rules are provided in “Appendix A”.

Red-10 provides an imperfect information environment in which agents can only make 
local observations of their own cards while compiling knowledge about the actions of the 
other agents. The interplay is further complicated by behavioral “noise” (e.g., bluffing) and 
the large action space in which there are about 27,400 possible combinations. Various sub-
sets of these combinations are legal action sets for different hands.

5.2  Agent settings

Four agents participate, and each is with a unique ID in 0, 1, 2, 3. They formed a circle as 
illustrated in Fig. 7. The agents played cards in turn counterclockwise recurrently around 
the circle. For convenience, from an agent’s perspective, we deemed the player on its left as 
“up” the opposite player as “front” and the player on the right as “down”. For example, for 
agent 0, the up player is agent 3, the front player is agent 2 and the down player is agent 1.

5.3  Implementation details

In this section, we describe the implementation details of IDRL in the Red-10 game.

Fig. 6  Q network in the policy module. LSTM: long short-term memory; MLP: multilayer perceptron
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5.3.1  Observations and network architectures

Based on the card representation in [12], in the Red-10 game, the observations are encoded 
by the way shown in Fig. 5. We encode the cards in one hand, the union of cards in the 
other hand, and the action into 4 × 13 matrices. We encode the information about the color 
of card 10 into 1 × 4 one-hot vectors.

Figure  6 shows the architecture of the Q network in the policy module. The input 
includes the state and the action. The state consists of the encoded local observation and 
historical card-playing information using the LSTM encoder. We concatenate the encoded 
state and action as input to the multi-layer perceptrons. The output is the Q value. The 
details of the input data could be found in “Appendix B”.

The architectures of the relation network and the danger network are described in 
Sect. 3.2.3. As the information about the color of card 10 is vital for identification, we add 
several encoded suit sets of card 10 to the input except for the encoded local observation 
and historical actions. Details of the data input into the relation and danger networks are 
found in “Appendix B”.

5.3.2  Training details

As shown in Fig.  7, there are four cooperation–competition patterns, including three 
types of agent location distributions in the Red-10 game and the situation the agent 
wants to cooperate with the other three agents (i.e., the agent’s cooperation decisions). 

Fig. 7  Different agent patterns

Table 1  Baseline algorithms Alg Description

Douzero Master in Doudizhu game [12]
CQL Master in Doudizhu game [60]
MFRL Mean-filed Q-learning [34]
Off-policy-AIRL Inverse reinforcement learning [61]
Random Choose action randomly
RLcard RLcard rule [58]
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The four cooperation–competition patterns are “1100”, “1010”, “1000” and “0000” 
respectively, where the “1” and “0” represent “Landlord” and “Peasant” respectively. 
Thus, we must train four corresponding policy sets in the policy module. For exam-
ple, with the distribution shown in Fig. 7b, there are two landlords and two peasants, 
and teammates sit opposite one another (i.e., “1010”). The policy for this coopera-
tion–competition pattern is designed to help an agent cooperate with the teammate 
agent across the table while competing with the two to the left and right. Then, the 
relation and danger networks are trained together. Finally, the intrinsic reward is used 
to further update the identification module.

5.4  Experiment results

We compared IDRL to the following state-of-the-art MARL methods. Table 1 summarizes 
the baseline algorithms used. The hyper-parameters of all the methods are finetuned to give 
the best performance, which are listed in “Appendix C”.

• Douzero [12]: Douzero is one of the most powerful MARL models designed to han-
dle the classic three-person Doudizhu game, and it has demonstrated par performances 
with the top human players. Because Red-10 game is a variation of Doudizhu, the 
action, and state spaces overlap. Therefore, it is appropriate to compare IDRL with 
Douzero.

• Combinational Q-learning (CQL) [60]: This is another reliable three-person Doudizhu-
playing system that uses the MARL method. A two-stage network is employed to 
reduce the action space and leverage order-invariant max-pooling operations to extract 
relationships between primitive actions. We modified its code to adapt it to Red-10.

• Mean Filed Reinforcement Learning (MFRL) [34]: MFRL is the baseline MARL 
method used to solve mixed cooperative and competitive tasks. It approximates interac-
tions within a population of agents via single agent-to-agent interactions and the aver-
age effects from neighboring agents or the overall population. We trained the MFRL for 
optimal policy performance using the mean-field Q-learning algorithm.

• Off-Policy Adversarial Inverse Reinforcement Learning (Off-policy-AIRL) [61]: Off-
policy-AIRL is an inverse reinforcement learning method that is sample efficient as 

Table 2  IDRL Win Rate

Method MFRL Off-policy-AIRL CQL Douzero Random RLcard

Win Rate(%) 54.8 57.5 65.0 71.9 72.1 85.2

Table 3  IDRL vs. MFRL with 
different cooperation-competition 
patterns. The table shows IDRL’s 
win rates versus MFRL (landlord 
and peasant) in three Red-10 
gaming patterns (see Fig. 7a–c)

Identity Pattern

1100 1010 1000

Win rate (%) Win rate (%) Win rate (%)

Overall 54.84 47.83 64.02
Peasant 57.73 52.41 87.71
Landlord 51.95 43.25 40.33
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well as gives good imitation performance. This approach integrates a reward function 
approximation into the policy learning process and subsequently leverages the acquired 
reward function to retrain the policy. Using the Policy module of IDRL to generate 
expert data, where the identities of four agents are public, we train the Off-policy-AIRL 
model to obtain the desired policy.

• Rule-based RLcard [58] and Random: These models determine card-playing tactics 
using naive fixed rule sets or sampling the legal action space uniformly.

Table  2 shows the normalized winning probability of IDRL against all baselines. 
IDRL’s win rate was the highest; it achieved the best performance overall and decided 
card playing appropriately in the Red-10 game environment, where the agents’ identities 
are ambiguous. Comparing with the rule-based methods, IDRL got the dominant perfor-
mance, demonstrating that adopting reinforcement learning in IDRL is effective. Even 
though the policy module relied on the traditional Monte-Carlo method, IDRL outper-
formed the baseline MARL, Off-policy-AIRL, CQL, Douzero, and MFRL owing to the 
benefits of its identification module. The expert data used to train Off-policy-AIRL is 
rooted in the data acquisition process facilitated by the policy module of IDRL within 
the public identity environment. This results in a dataset that is enriched with additional 
information. Consequently, the Off-policy-AIRL method demonstrates superior perfor-
mance when compared to the baseline. However, it still falls short in comparison to the 
IDRL approach.

Considering the MFRL method got the best performance in baseline, we further 
compared IDRL with MFRL method in three Red-10 cooperation–competition patterns. 
We set the IDRL and MFRL as landlord and peasant, respectively. Later, they switched. 
IDRL’s win rates are summarized in Table 3, where it clearly outperformed MFRL in all 
patterns, except when IDRL was the landlord in patterns “1010” and “1000”. In the first 
case, IDRL was at a disadvantage because MFRL went first. In the second, IDRL had 
no teammate. In both cases, the identification module provided no advantages, because 

Table 4  Confidence level Agent location Up Front Down

Confidence Level(%) 0.456 0.451 0.029

Fig. 8  Agents 0 and 2 hold a red 10 card, making them the Landlord team. Each subfigure shows the curve 
of an agent’s confidence level during a round. The title of a subfigure is the agent’s ID, and there is a tag as 
‘(red)’ behind the ID if the agent ever holds a red 10 card. In a subfigure, the blue, orange, and green lines 
represent the confidence-level curves of the agent in question to the upper player (up_p), the front player 
(front_p), and the down player (down_p), respectively. The vertical signifies the time step a landlord agent 
plays the red 10 card. The following confidence-level curves are also with partially public identities (Color 
figure online)
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they can’t or have no person to cooperate with. And also in pattern “1000”, the MFRL 
agent as the landlord receives a far lower win rate than the IDRL as the landlord, which 
further demonstrates the powerfulness of IDRL. Comparing the win rate of IDRL as a 
peasant with IDRL as a landlord, we find the landlord identity limits the performance 
of IDRL: for all patterns, the win rate of IDRL as a landlord is lower than as a peasant, 
because some agents in the Landlord team get more specific information about red card 
10 than agents in the Peasant team, what results in the less effectiveness of the identifi-
cation module work in Landlord team, and the win rate descend. It further demonstrates 
the promotion of the identification module to the IDRL.

5.5  Analysis of the relation network

In this section, we analyze the performance of the relation network in different rounds, 
which were classified based on whether agents received explicit information about the 
location of a red 10 card. If so, the round was labeled “partially public identities”; oth-
erwise, it was labeled “partially ambiguous identities”.

Fig. 9  Confidence level curves during a round where a single agent holds two red 10 cards (agent 1 = land-
lord team) (Color figure online)

Fig. 10  Confidence level curves 
of agent 2 (peasant). The red 
vertical represents the time step 
agent 0 plays the black card 10 
(Color figure online)
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5.5.1  Partially public identities

This occurs when both red 10 cards are known by at least one agent or some agent plays 
the red 10 card; hence, the relation networks of some agents learn some or all of the team 
assignments. The following situations indicate this status: 

1. When two red 10 cards belong to a single agent (which can only occur during the 
first round), the agent is clearly aware that it has no teammate. Accordingly, its con-
fidence level regarding the probability that the other three agents are teammates rap-
idly approaches zero. To verify this, IDRL played 1,000 decks with both red 10 cards 
assigned to a single agent each time. We then summarized the agent’s mean confidence 
levels of other three agents. The results shown in Table 4 validate this conclusion.

2. During any game (deck), if an agent (agent 0) plays a red 10 card, that agent’s teammate 
(agent 2) immediately comprehends all agents’ identities; hence, agent 2’s confidence 
regarding agent 0 being a teammate rapidly approaches one. For the other two (agent 
1 and agent 3), agent 2’s confidence levels rapidly approach zero. The confidence level 
curves during a round are illustrated in Fig. 8 (between the red and purple vertical lines).

3. After both red 10 cards are played, the identities of all agents are exposed. Hence, all 
agents can identify their teammates with a confidence level that approaches one. Their 
confidence levels for their non-teammate approach zero naturally. As this is also illus-
trated in Fig. 8 (right side of the purple vertical).

5.5.2  Partially ambiguous identities

When the information about the red 10 card is not perfect, agents are unsure of the teams. 
Hence, the relation network must infer teammate identities by combining the information on 
historical actions and agents’ card-playing characteristics to observe other agents’ levels of 
cooperation and competition intention and make inferences. 

1. As shown in Fig. 8, referring to scene 2 in the “partially public identities” section, agent 
0 still does not know the status of the other three agents. Therefore, the relation network 
must be invoked so that agent 0 can infer its teammate’s identity by compiling informa-
tion on the other three agents’ cooperative and competitive behaviors. Over time, agent 
0 will notice that agent 2 is behaving cooperatively, agent 1 and agent 3 are behaving 

Fig. 11  Confidence level and risk rate curves in a round where two agents (0 and 2) each hold one red 10 
card (Color figure online)
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competitively. Then, agent 0’s confidence level of agent 2 increases, and the confidence 
level of agent 1 and agent 3 decreases with time gradually.

2. Referring to scene 1 in the “partially public identities” section, when two red 10 cards 
belong to a single agent and are not played (see Fig. 9), agents 0, 2, and 3 are unaware 
of their teammates’ identities. Hence, they must also invoke their relation network to 
ascertain that agent 1 is behaving competitively toward them, and decrease the confi-
dence level of agent 1 gradually(agent 0’s down player, agent 2’s up player, agent 3’s 
front player).

3. When agent 0 plays only one black 10 card, the confidence levels of the other landlord 
(peasant) agents who do (do not) hold a red 10 card to agent 0 noticeably decrease 
(increases). See Fig. 10. It demonstrates that the relation network can reasonably infer 
the agent’s identity by the information about the black card 10.

5.5.3  Prejudice of the relation network

With thousands of confidence-level curves, we noticed that when there is little information 
about the agents’ identities, the active player seems to induce an increase in confidence in 
the up player, whereas a decrease in confidence is induced in the down player. This confi-
dence pressure waveform follows the active player position as it rotates around the table: 
the down player plays cards just after the agent which directly suppresses the active agent, 
so the card-playing may be misunderstood as a confrontation; instead, the up player plays 
cards after two playing behind the agent, so the relation network observes the up player’s 
competition intention insensitively. At the initial stage of Figs. 8 and 9 demonstrate this 
phenomenon, which unsurprisingly mimics the behaviors of real human players in simi-
lar situations. As human owns a card-playing inclination that tends to suppress the down 
player and believe the up player.

5.6  Analysis of the danger network

Here, we analyze the efficacy of the danger network during the gameplay described above.

Fig. 12  Confidence level and risk rate curves in a round where a single agent (0) holds both red 10 cards 
(Color figure online)

Table 5  IDRL w/ the danger 
network vs. IDRL w/o the danger 
network

constant � 0.2 0.4 0.5 0.6 0.8

Win rate (%) 53.6 54.7 56.1 54.6 53.4
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5.6.1  Partially public identities

When getting precise information about the red 10 card, the relation network accurately 
identifies some agents’ identities, and the confidence level tends to be polarized toward 
these agents. Thus, the confidence level of teammates (opponents) in these agents will be 
larger (less) than the risk rate evermore, and choose to cooperate (compete) with them. In 
this situation, the identification module accurately identifies the agents’ identities, and the 
danger network won’t hinder the accurate identification. As shown in Fig. 11, we use a red 
line to show the risk rate curve. After agent 0 plays a red 10 card (right side of the purple 
vertical), agent 2’s confidence level regarding agent 0 (front player) outweighs the follow-
ing risk rates, and the confidence levels of agents 1 and 3 to agent 0 (agent 1’s up player 
and agent 3’s down player) are less than risk rate. After the two red 10 cards are played 
(right side of the brown vertical), the phenomenon is consistent with our explanation.

5.6.2  Partially ambiguous identities

At the beginning of a game, everyone’s perceived risk rate is low. Each agent’s confidence 
levels of other agents with ambiguous identities are larger than the risk rate. Hence, players 
tend to cooperate. Later in the game, however, the perceived risk rates grow to overshade 
the confidence levels until precise knowledge is gained by one or more agents. Hence, play-
ers tend to compete with agents with ambiguous identities to avoid potential opponents win 
the game.

When the information about the red 10 card is not perfect and some agents’ identities 
are ambiguous, the danger network helps us mitigate the risk of inaccurate identification 
of the relation network. As in Fig. 12, agent 0 holds both red 10 cards and does not play 
them, so the other agents don’t know the others’ identities. At the beginning of the round, 
the confidence levels of agents 1, 2, and 3 to their up-player and front-player are larger than 
the risk rate. As time goes on, their risk rates grow and continue to overshadow their confi-
dence levels. Hence, each of them competes with the other three agents to mitigate the risk 
of believing potential opponents.

5.7  Ablation study

In this section, we present the ablation studies on the danger network and the identification 
module.

Table 6  IDRL vs. Monte-Carlo 
(the policy module)

Win rate (%)

Monte-Carlo 28.1
IDRL 71.9

Table 7  IDRL(default 4 hidden 
layers) vs. IDRL (different 
hidden layers)

Number of hidden layers 3 4 5 6

Win rate (%) 51.0 50.0 49.5 49.2
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5.7.1  Ablation study on the danger network

We conducted an ablation study to check the efficacy of the danger network, replacing 
it with a constant � . The win rates of the complete IDRL are shown in Table 5, note 
that the complete IDRL performs consistently better than the variant version without 
the danger network, regardless of large or small constant. Given a large constant risk 
rate, the identification module tends to assume other agents as opponents, which is 
much more vigilant during the early part of a round, and play became unreasonably 
suppressive of others. With a small constant risk rate, the identification module takes 
other agents as teammates and is unguarded near the end of a round, which may help 
the potential opponent win the game. Hence, the danger network was necessary for 
overall superior performance. For � = 0.5 , our framework degraded to the model based 
on Bayes-Nash equilibria [62], IDRL exhibits superior performance compared to the 
model based on Bayes-Nash equilibria.

In summary, the danger network dynamically calculates the risk rate, which miti-
gates the risk of inaccurate identification turn-by-turn. It further enables possible 
cooperation with diligent risk awareness.

5.7.2  Ablation study on the identification module

We conduct an ablation study to assess the efficacy of the full identification module. After 
removing the identification module, we only use the policy module which is trained by a 
deep Monte-Carlo method. Then, we compare the performance as listed in Table 6. The 
complete IDRL algorithm dominates the version without the identification module, which 
demonstrates the significance of the identification module.

5.8  Perturbation analysis

We analyze the effect of perturbing different network architectures within the identifi-
cation module. Specifically, we explore modifications to the default four hidden layer 
configuration of the relation network and danger network by retraining with three, five, 
and six hidden layers while keeping the number of iterations constant. Each hidden 
layer is composed of 512 units with ReLU activation. Notably, the neural networks 
with three, four, and five hidden layers showcase comparable training efficiency, which 
is nearly four-fold higher than that of the network featuring six hidden layers. We com-
pares the performance of these modified networks to the original IDRL architecture, 
the result is listed in Table 7. Notably, our findings indicate that increasing the num-
ber of hidden layers leads to improved performance in the IDRL. This is attributed to 
an increase in model parameters, which enhances the identification module’s ability. 
However, augmenting the number of hidden layers has the potential to substantially 
impede training efficiency. The results suggest the IDRL’s robustness to perturbations 
in network architecture.
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6  Conclusion

To solve mixed cooperative and competitive games where the identities of agents are 
ambiguous and dynamic, we develop IDRL, a novel multi-agent reinforcement learn-
ing framework consisting of identification and policy modules that learns the pol-
icy with identification capability. The identification module consists of relation and 
danger networks, which it uses to identify agents’ identities and estimate the risk of 
making a mistake based on the task at hand and the reward function. The result was 
a safe and reliable cooperation–competition pattern of gameplay that ensures a bal-
anced trade-off between maximum rewards and identification accuracy. In the chosen 
cooperation–competition pattern, we select the policy that can cooperate and compete 
with corresponding agents to do the decision-making. We applied an intrinsic reward 
method to continually update the identification module during gameplay.

In the future, we plan to explore additional research directions. For example, a 
potential direction could be identifying more complex relationships (instead of only 
two types) between agents in a complex environment. It might be related to causal 
relationship discovery. Beyond that, in real-world problems, there are some agents 
with superior knowledge, who would like to hide their identities. Therefore, how the 
relation network should work in more complicated circumstances needs to be fur-
ther investigated. Due to the presence of the alliances and who intent to cooperate is 
unknown, basic forms of communication are rendered unreliable and noisy. Therefore, 
exploring methods to obtain effective information pertaining to appropriate action and 
the roles of other agents by communicating in such a situation is worthy of further 
investigation.

Appendix A: Red‑10 game rules

Deck Red-10 game is played with a standard 52-card deck comprising 13 ranks in each of 
the four suits: clubs, diamonds, hearts, and spades. Each suit series is ranked from top to 
bottom as 2,A,K,Q,J,10,9,8,7,6,5,4,3.

Cards combination categories Similar to the Doudizhu, there are rich card combination 
categories in Red-10 as follows.

• Solo: Any individual card, ranked according to its face rank.
• Pair: Any pair of identically ranked cards, ranked according to its face rank.
• Trio: Any three identically ranked cards, ranked according to its face rank.
• Trio with solo: Any three identically ranked cards with a solo, ranked according to the 

trio.
• Trio with pair: Any three identically ranked cards with a pair, ranked according to the 

trio.
• Solo chain: No fewer than five consecutive card ranks, ranked by the lowest rank in the 

chain.
• Pairs chain: No fewer than three consecutive pairs, ranked by the lowest rank in the 

chain.
• Airplane: No fewer than two consecutive trios, ranked by the lowest rank in the combi-

nation.
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• Airplane with small wings: No fewer than two consecutive trios, with additional cards 
having the same amount of trios, ranked by the lowest rank in the chain of trios.

• Airplane with large wings: No fewer than two consecutive trios with additional pairs 
having the same amount of trios, ranked by the lowest rank in the chain of trios.

• Four with two single cards: Four cards with equal rank with two individual cards, 
ranked according to the four cards.

• Four with two pairs: four cards with equal rank, with two pairs, ranked by the four 
cards.

• Bomb: Four cards of equal rank.

Red-10 includes two phases as follows. 

1. Dealing: A shuffled deck of 52 cards is randomly dealt to four players in turn, equally.
2. Card-playing: For players play cards in turn; the first plays any category. The next player 

must play cards of the same category with a higher rank or bomb; otherwise, they can 
pass on their turn. If three consecutive agents pass, the fourth player can play any cat-
egory. The game ends when any player runs out of cards.

Winner Players holding a red 10 card are on the “Landlord team,” and the others on the 
“Peasant.” The first team with a player who runs out of cards wins.

Appendix B: Detailed input data

In Red-10 game environment, the detailed input data of the Q action-value function, the 
relation network, and the danger network are listed as follows tables (Tables 8 and 9).

Table 8  Input Data of the Q 
Action-Value Function

Feature Size

Action A legal action 52
State Hand cards 52

The union of the other three agents’ hand cards 52
The cards played most recently 52
The cards up player played most recently 52
The cards front player played most recently 52
The cards down player played most recently 52
The union of the up player’s historical actions 52
The union of the front player’s historical actions 52
The union of the down player’s historical actions 52
The number of up player’s hand cards 13
The number of front player’s hand cards 13
The number of down player’s hand cards 13
The most recent 20 cards played 5 × 208
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Appendix C: Experiments hyper‑parameters

We list the hyper-parameters of IDRL in Red-10 experiments in Table 10, and the hyper-
parameters of baseline algorithms in Table 11.

Table 9  Input data of the relation 
and danger networks

Feature Size

State Hand cards 52
The union of the other three agents’ hand cards 52
The cards up player played most recently 52
The cards front player played most recently 52
The cards down player played most recently 52
The union of the up player’s historical actions 52
The union of the front player’s historical actions 52
The union of the down player’s historical actions 52
The number of up player’s hand cards 13
The number of front player’s hand cards 13
The number of down player’s hand cards 13
The suits of card 10 up player’s played 4
The suits of card 10 front player’s played 4
The suits of card 10 down player’s played 4
The suits of card 10 ever in hand 4
The union of card 10 suit in other agents’ hands 4
The most recent 20 cards played 5 × 208

Table 10  Hyper-parameters of 
IDRL experiments

Hyper-parameters Values

Learning rate for policy 0.001
Learning rate for relation and danger network 0.0005
Discount factor � 1.0
Shared buffer number 100
Shared buffer size 100
Batch size 64
� for �-greedy strategy 0.01
� for rint 0.15
Optimizer RMSprop
� for RMSprop 1e-5
Momentum for RMSprop 0
Smoothing constant for RMSprop 0.99
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