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ARTICLE INFO ABSTRACT

Keywords: The rapid expansion of Internet of Things (IoT) systems has expanded the cyber attack surface
Internet of Things security across diverse applications, while IoT security remains constrained by heterogeneous, scarce,
generative diffusion models imbalanced, noisy, and partially observed data. In this context, given their significant successes
mobile edge 0T in multidimensional data generation applications, generative diffusion models have emerged
intrusion detection as a promising data-centric paradigm due to their strengths in generation and reconstruction-

aware transformation. This survey reviews diffusion models for IoT security, covering two major
directions: security data enhancement and direct threat analysis. We further summarize repre-
sentative applications of diffusion models across different IoT scenarios, including industrial
IoT, UAV networks, smart grids, healthcare IoT, and vehicular networks. We also summarize
important research opportunities, including comprehensive model evaluation, efficient diffusion
model training and inference, improved edge deployability, and stronger robustness under
distribution shift, and outline future directions toward lightweight, robust, and deployment-aware
frameworks.

1. Introduction

1.1. Background and Motivation

The rapid proliferation of internet of things (IoT) systems has greatly expanded the cyber attack surface across smart
homes, industrial automation, healthcare, transportation, and edge-assisted sensing environments [34, 183, 167, 7].
Compared with conventional networked systems, IoT security is built on a much more challenging data foundation:
security-relevant data are often heterogeneous, severely imbalanced, noisy, and partially observed [97, 48, 8, 71].
In mobile crowdsensing and edge-assisted IoT scenarios, security is further coupled with participant trust, location,
and sensing-data leakage, and freshness-sensitive data collection, which makes centralized defense mechanisms
difficult to apply directly [174, 42, 9, 166]. As a result, IoT security is a matter of designing better sensors and
actuators, constructing usable security data, and enabling reliable threat inference during data collection and sharing.
These characteristics expose the limitations of conventional intrusion detection and anomaly analysis methods, which
typically assume sufficient labels, relatively stable data distributions, and clear feature representations [117, 201, 54].

Autoencoder-based and online anomaly detection methods have shown the value of unsupervised traffic modeling in
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Table 1

CoMPARISON BETWEEN IoT SECURITY ISSUES AND THOSE IN CONVENTIONAL COMPUTER NETWORKS

Category l l Security Aspect

l Conventional Computer Networks

l loT and Mobile Edge loT Systems

l Implication for This Survey

System
environment

Attack surface [106]

Servers, hosts, routers, and enterprise
endpoints.

Relatively standardized configurations.
Centrally managed cloud services.

Massive sensors, actuators, gateways, and mobile
devices.

Widely deployed edge nodes and cyber-physical
components.

Highly diverse devices, protocols, and deployment
scenarios.

Cross-device generalization.
Cross-protocol and cross-scenario
modeling.

Deployment environment [127]

e Security monitoring is often centralized.

Enterprise networks are hierarchically
managed.

Security functions are distributed across device, edge,
and cloud layers.
Local communication constraints are critical.

Edge-aware security frameworks.
Collaborative device—edge—cloud
protection.

Dat: h teristi 43
Data ata characteristics [43] .

limitations

Traffic and logs are usually more
structured.

Monitoring infrastructure is relatively
mature.

Data are easier to centralize.

Data are heterogeneous, noisy, incomplete, and weakly
labeled.

Data are generated under unstable sensing and
communication conditions.

Diffusion-based generation.
Denoising, reconstruction, and
imputation.

Class imbalance and rare
events [53]

Attack traces may be available from
enterprise monitoring.

Public benchmarks and controlled
testbeds are often available.

Real attacks, faults, and safety-critical anomalies are
rare.

Minority attack classes are costly to collect and
annotate.

Minority-class augmentation.
Synthetic security data construction.

Observability [37]

Network states, host logs, and system
events are often complete.
Continuous monitoring is relatively
feasible.

e Observations are frequently partial.

Packet loss, sensor failure, mobility, and intermittent
connectivity are common.

Conditional diffusion models.
Reconstruction-based and
uncertainty-aware inference.

. Resource constraints [102]
Operational .

constraints

Security functions can often run on
servers, desktops, or cloud platforms.
Computation and memory are usually
sufficient.

End devices and edge nodes have limited computation
and memory.
Energy and latency constraints are strict.

Lightweight diffusion models.
Comp

inference.

d and deployment

Threat dynamics [18]

Threats are often analyzed in stable
enterprise or cloud environments.

Threats are affected by physical processes, mobility, and
environmental changes.

Robustness under domain shift.

Concept-drift adaptation and
Device behaviors and attack patterns may evolve over cross-scenario transfer.

time.

e System boundaries are usually clearer. .

IoT and network environments, but their effectiveness still depends on representative training traffic, stable deployment
settings, and sufficiently observable behavioral patterns [96, 99]. In real IoT environments, however, attack samples
are scarce, device behaviors are diverse, and sensing quality is unstable [201, 48, 185]. Even advanced models are
therefore constrained by the quality, quantity, and accessibility of the underlying data [48]. IoT security should thus be
viewed as a broader data-centric problem involving data generation, reconstruction, analysis, and protection. Against
this background, diffusion models have emerged as a promising technique at the intersection of generative modeling
and IoT security [175, 135, 72]. In this broader intersection, two perspectives can be distinguished: 1) diffusion models
for direct IoT security, and 2) diffusion models for optimizing IoT systems in ways that may indirectly benefit security.
This survey considers both aspects, and the primary focus is the former perspective, namely studies in which diffusion
models directly support security data enhancement, and threat analysis. Under this scope, diffusion models are attractive
because they can learn minority or rare-event distributions for imbalanced intrusion learning [154, 184], and support
direct analysis under noisy or incomplete observations through denoising, probabilistic imputation, forecasting, and
reconstruction [86, 152, 142, 118]. Furthermore, to clarify the scope of this survey, Table 1 compares representative
security characteristics of IoT systems with those of conventional computer networks [34]. Although IoT systems inherit
many classical network security problems, such as intrusion detection, malware propagation, and unauthorized access

[117], these problems become more difficult in IoT environments due to device heterogeneity, resource constraints,
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unstable sensing and communication conditions, and limited labels. These differences explain why IoT security requires
data-centric methods that can simultaneously support data enhancement and robust threat analysis [86].

Currently, related studies remain scattered across intrusion detection, industrial anomaly detection, and malware
analysis [154, 152, 65]. Most focus on individual tasks or datasets, without clarifying the broader roles of diffusion
models in the IoT security pipeline. This fragmentation makes it difficult to assess the research landscape, identify
common technical trends, and understand deployment challenges [86, 152]. Motivated by this gap, this survey organizes
the literature around two direct roles of diffusion models in IoT security: security data enhancement and threat analysis.
In addition, to better reflect the recent growth of this area, we further performed a Google Scholar search using
diffusion-model-related keywords combined with IoT security terms, and manually screened the retrieved papers for
direct relevance. The resulting year-wise distribution, shown in Fig. 1, suggests a clear upward trend in the number
of related studies in recent years. This increasing research activity further supports the timeliness and necessity of a

focused survey on diffusion models for IoT security.

1.2. Related Surveys

Existing surveys related to this paper can be grouped into two major categories: surveys on IoT security and surveys
on generative artificial intelligence (AI) and diffusion models. Both are relevant, but neither provides a focused review
of diffusion models as direct tools for IoT security.

1) IoT security: Several recent surveys review IoT security from complementary system and application per-
spectives. For example, Dritsas et al. [34] provided a broad cybersecurity overview covering authentication, identity
management, integrity, network protection, secure communication, and Al-enabled defense. Alotaibi et al. [6] focused
on industrial IoT (IIoT), emphasizing security requirements, attack surfaces, Al-based defense, and edge-computing
constraints. At the intrusion detection system (IDS) level, Rahman ez al. [117] analyzed IoT intrusion detection in
terms of models, features, datasets, loss functions, metrics, and computational efficiency, while Zhang et al. [201]
further highlighted two persistent challenges in deep-learning-based IDS, namely spatiotemporal feature extraction and
data imbalance. For anomaly-centric scenarios, Adhikari et al. [3] surveyed IoT anomaly detection across architectural
layers and applications such as intrusion detection, fraud monitoring, and industrial automation. In medical IoT, Hassan
et al. [55] emphasized dataset analysis together with federated learning and blockchain integration. Overall, these
surveys clarify IoT threat models, and data characteristics, but they do not examine diffusion models as a dedicated
methodological thread.

2) Generative Al and diffusion-model surveys: On the model side, Delgado et al. [89] provided the survey most
closely related to this topic by reviewing generative-Al solutions for IoT security, including generative adversarial

networks (GANS), variational autoencoders (VAEs), and diffusion models, but their goal was to map the broader
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generative-Al landscape rather than diffusion-specific security workflows. Yang et al. [175] offered a general
diffusion-model survey organized around efficient sampling, likelihood improvement, structured-data modeling, and
applications, while Song et al. [133] focused on lightweight diffusion design and summarized strategies for reducing
training and inference cost, which is highly relevant to resource-constrained IoT deployment. More specialized surveys
also provided useful foundations: Yang et al. [181] reviewed diffusion models for time-series and spatio-temporal data
across forecasting, anomaly detection, classification, and imputation; Liu et al. [86] organized diffusion-based anomaly
detection into reconstruction, density, and hybrid-based paradigms while discussing efficiency, interpretability,
robustness, edge—cloud collaboration, and large language model (LLM) integration; and Li er al. [82] focused on
tabular diffusion models, especially their advantages, challenges, and future directions relative to GANs and VAEs.
These studies are highly relevant because IoT security data are often temporal, structured, incomplete, and anomaly-
centric. However, they remain mainly model-centric or data-centric, and do not explicitly organize the literature around
diffusion roles in IoT security, such as attack-data augmentation and direct threat inference.

In summary, prior surveys have mainly reviewed either the IoT-security problem space or the diffusion-model
methodology space. What remains missing is a focused survey on how diffusion models function directly within IoT
security workflows. This survey aims to fill that gap by organizing the literature around two direct roles of diffusion

models in IoT security: security data enhancement and threat analysis.

1.3. Scope and Contributions of This Survey

This survey focuses on the use of diffusion models for IoT security, rather than on the security, robustness, or attack
surfaces of diffusion models themselves. Specifically, we consider studies in which diffusion models play a direct
functional role in IoT-related security workflows, including data enhancement for security learning and direct threat
analysis. Accordingly, we cover representative works on imbalance-oriented data augmentation, synthetic security data
construction, intrusion detection from IoT network traffic, and anomaly detection from IIoT and multivariate sensor

time series. The main contributions are as follows:

1. We provide a focused and systematic review of the emerging intersection between diffusion models and IoT
security. Different from existing surveys that mainly discuss either IoT security mechanisms or diffusion models

in general, this survey concentrates on how diffusion models directly support IoT security workflows.

2. We establish a role-oriented taxonomy of diffusion models for IoT security, covering two major directions:
security data enhancement, and direct threat analysis. This taxonomy clarifies that diffusion models are useful

for synthetic data generation and for reconstruction-based inference.

3. We review representative and recent studies in diffusion-based IoT security data enhancement, including sample-

level rebalancing, pipeline-level augmentation, synthetic security data construction, and task-coupled generation.
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We further summarize how these methods address data scarcity, class imbalance, noisy observations, and limited

attack coverage in IoT environments.

4. We analyze diffusion models as inference-layer enabler for IoT systems. Specifically, we discuss their use in

network intrusion detection, and IIoT multivariate time-series anomaly detection.

5. Weidentify major open challenges and future research directions, including evaluation beyond accuracy, efficient
training and inference, edge deployment, robustness to domain shift, concept drift, and cross-domain transfer,

and blockchain-assisted trustworthy collaboration.

This survey aims to offer readers a clear and systematic view of the emerging intersection between diffusion
models and IoT security. By synthesizing representative studies, clarifying the functional roles of diffusion models
in different security workflows, and summarizing their applications across diverse IoT scenarios, this survey provides
useful guidance for researchers seeking new directions as well as practitioners interested in deploying diffusion-based
solutions in real-world mobile edge IoT environments. As shown in Fig. 2, the remainder of this paper is organized as
follows. Section 2 presents the foundations of IoT security data characteristics, existing countermeasures, and diffusion
models. Section 3 reviews diffusion-based methods for IoT security data enhancement. Section 4 discusses diffusion
models for direct IoT threat analysis. Section 5 summarizes applications of diffusion models in different IoT scenarios
from data-oriented, and inference-oriented perspectives. Section 6 highlights open challenges and future research
directions, including evaluation, efficiency, edge deployment, generalization, and blockchain-assisted trust. Finally,

Section 7 concludes this paper.

2. Foundations

2.1. IoT Security Data Characteristics and Existing Countermeasures

IoT security spans diverse scenarios, including malicious traffic detection, network intrusion detection, and
industrial anomaly detection [117, 177, 188]. These scenarios differ in security objectives and data forms. Intrusion
detection in smart homes or edge networks often relies on packet- or flow-level tabular features [154][176], whereas
industrial anomaly detection typically depends on multivariate sensor streams and control telemetry with strong
temporal and physical dependencies [164, 203]. Hence, IoT security is strongly data-dependent, and its effectiveness
is shaped by several difficult data characteristics.

1) Heterogeneity, scarcity, and imbalance: 10T security data come from diverse and weakly standardized sources,
including traffic traces, device and gateway logs, wireless measurements, multivariate sensor records, and process-
control signals [153]. These data vary widely in temporal structure, semantic meaning, feature granularity, and

reliability, limiting direct transfer across datasets, protocols, and deployment environments [117]. Meanwhile, real
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attacks and faults are rare, and high-quality labeled data are expensive to obtain, especially in operational settings
[20]. This scarcity is closely tied to severe class imbalance, where benign traffic dominates and attack classes occupy
only a small fraction of observations [154, 184]. Existing approaches include feature engineering, representation
learning, transfer learning, cost-sensitive learning, and data augmentation [26]. Deep reinforcement learning (DRL)-
based sensing and resource allocation strategies can further improve data collection efficiency by adapting sensing,
communication, and computation policies to dynamic environments [75, 84]. However, these methods remain limited:
feature engineering and transfer learning are often domain-specific; cost-sensitive learning does not create new
minority-class evidence'; and oversampling or interpolation may replicate noise, unclear class boundaries, and fail
to capture multimodal rare-attack structure [13]. Diffusion models are therefore promising because they can learn
complex data distributions and generate diverse minority samples beyond simple duplication or local interpolation.

2) Noise, uncertainty, and partial observability: 10T data are often noisy because of packet loss, wireless instability,
sensor drift, synchronization errors, and imperfect annotations [117, 203]. In addition, limited sensing coverage,
constrained sampling, communication interruptions, and incomplete logging often lead to partial observability
[146, 164]. Existing countermeasures include denoising, data imputation, robust temporal modeling, uncertainty-
aware inference, and anomaly detection designed for incomplete observations [162]. DRL can also optimize sensing
schedules or communication policies under resource constraints [75, 84]. Yet these methods often separate restoration
from detection, rely on simplified assumptions about noise or missingness, and provide limited support for calibrated
uncertainty under severe corruption [155]. By contrast, diffusion models offer a native denoising-and-reconstruction
mechanism that can recover plausible structure from corrupted or incomplete inputs while supporting conditional
generation, imputation, and uncertainty-aware inference in a unified probabilistic framework.

In summary, IoT security should be viewed not merely as a detection problem, but as a broader data-centric
problem shaped by heterogeneity, scarcity, imbalance, noise, and partial observability. Existing methods provide only
partial and fragmented remedies, which motivates growing interest in diffusion models as a unified framework for data

enhancement and uncertainty-aware analysis.

2.2. Fundamentals of Diffusion Models

Diffusion models learn complex data distributions through a progressive noising-and-denoising process [58]. In the
forward process, clean data are gradually corrupted with noise; in the reverse process, a denoising network reconstructs
informative structure step by step from noisy states [175]. This formulation supports stable modeling of complex
and multimodal distributions, as well as generation, reconstruction, and conditional recovery under uncertainty.

Several variants are especially relevant to IoT security. Denoising diffusion probabilistic models (DDPMs) provide the

'Here, “minority-class evidence” refers to informative samples, patterns, or feature distributions associated with underrepresented classes, such
as rare attack categories, that support reliable decision boundary learning [74].
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probabilistic foundation [58]; conditional diffusion models incorporate labels, context, or partial observations for task-
aware generation and inference [175]; and latent diffusion models improve efficiency by operating in compressed latent
spaces [120]. Recent extensions to tabular data, multivariate time series, and incomplete observations are also highly
relevant, since IoT intrusion detection often relies on structured traffic features, while industrial anomaly detection
depends more on temporal sensor and process data [164].

For IoT applications, the key issue is expressiveness and deployability. Standard diffusion models often require
many denoising steps, leading to substantial latency, memory, and energy cost [126]. This makes lightweight diffusion
models particularly important in IoT and edge environments. Existing directions include knowledge distillation [168],
quantization [151], pruning [41], efficient fine-tuning [62], signal-domain transformation [198], and algorithm-level
optimization such as reducing sampling steps and accelerating reverse denoising [126, 133]. Lightweight design is
therefore a practical prerequisite for enabling diffusion-based generation, and detection on resource-constrained [oT
devices and edge gateways.

Compared with other generative Al models, diffusion models offer a useful balance for IoT security. In detail,
relative to VAEs, diffusion models generally provide higher sample fidelity and better distributional coverage, although
VAEs are often simpler and more efficient [202]. Relative to GANS, diffusion models are more stable and less
prone to mode collapse, which is critical for rare-attack generation and long-tailed security data [61]. Relative to
Transformer-based generators, diffusion models are more naturally suited to denoising, reconstruction, and conditional
recovery from noisy or incomplete observations [161]. Their main limitation remains computational cost, which further

motivates lightweight variants for practical deployment.

2.3. Why Diffusion Models Matter for IoT Security

The importance of diffusion models for IoT security can be understood from a need—capability matching perspec-
tive. As discussed above, IoT security is constrained by heterogeneous and imbalanced data, noisy and incomplete
observations and strict resource limitations. Diffusion models matter because their generative and reconstruction
capabilities align naturally with these challenges.

1) Improving data quality under heterogeneity, scarcity, and imbalance: Diffusion models can improve data quality
under heterogeneous, scarce, and highly imbalanced conditions [20, 154, 184]. By learning complex minority-class
and rare-event distributions, they support attack-data augmentation, synthetic sample generation, and missing-data
recovery beyond simple duplication or interpolation. Compared with oversampling or cost-sensitive strategies, they
better preserve distributional diversity and reduce overfitting to a few minority instances, thereby offering more realistic

support for downstream intrusion learning.
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2) Supporting analysis under noise, uncertainty, and partial observability: Diffusion models are also well suited to
noisy, uncertain, and partially observed IoT data [164, 146]. Their denoising nature allows them to recover meaningful
structure from corrupted, missing, or incomplete inputs, which is useful for data enhancement and for direct intrusion
detection and anomaly analysis. This is especially important in industrial IoT, where abnormal behavior often appears
as subtle deviations in multivariate temporal dynamics rather than as clearly separable attack signatures.

3) Providing a unified and controllable framework across security tasks: Beyond individual uses such as augmen-
tation, diffusion models offer a unified generative and reconstruction-based framework that can adapt to multiple IoT
security tasks. Through conditional generation, guided sampling, and task-aware reconstruction, they can incorporate
labels, context, partial observations, or policy constraints into the modeling process [145]. This controllability can also
extend to adjacent security-oriented decision and control problems, such as diffusion-enabled DRL for physical-layer
secure communications and cross-layer covert communications [193, 87]. In such cases, diffusion models are used less
for direct threat inference than for policy optimization under secrecy, energy, or covert-transmission constraints.

Compared with other generative Al models, diffusion models provide several distinctive advantages that are
particularly relevant to IoT security. GANs have been widely adopted for intrusion-data augmentation and synthetic
attack generation [36]. However, their adversarial training process is often unstable and susceptible to mode collapse,
where only a subset of attack patterns is represented in the generated data. This limitation is problematic in IoT
security because many attacks are inherently rare, heterogeneous, and long-tailed. Diffusion models learn data
distributions through progressive denoising rather than adversarial competition, resulting in more stable training,
improved distributional coverage, and higher diversity of generated samples. Consequently, diffusion models are better
suited for constructing realistic attack datasets, augmenting minority classes, and preserving the statistical variability
required for robust intrusion detection and anomaly analysis.

Diffusion models also offer important advantages over VAEs and Transformer-based generative models. Although
VAEs are computationally efficient and useful for representation learning, their latent-space approximations often
produce oversmoothed samples and may fail to capture the complex multimodal characteristics of heterogeneous
IoT security data [147, 24]. Transformer-based generators excel at modeling sequential dependencies, but they are
primarily designed for autoregressive prediction and are less naturally suited to denoising, reconstruction, imputation,
and uncertainty-aware inference under noisy or incomplete observations [39, 11, 40]. In contrast, diffusion models
inherently support these functions through their iterative reverse process, enabling them to recover missing information,
reconstruct corrupted measurements, and quantify uncertainty while simultaneously generating high-fidelity synthetic
data. These capabilities align closely with the fundamental challenges of IoT security, where heterogeneous data

sources, imperfect sensing, missing observations, and evolving attack patterns are common.
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In summary, the practical value of diffusion models depends heavily on deployability. In IoT environments,
diffusion-based methods must satisfy strict latency, memory, and energy constraints [117, 133]. Therefore, lightweight
architectures, efficient samplers, distilled models, compressed backbones, and task-adaptive fine-tuning are essential
for translating diffusion-based capabilities into usable security functions at the device and edge levels [126]. Overall,
diffusion models matter for IoT security not simply because they are strong generative models, but because they provide

a unified, controllable, and deployment-aware framework for improving data quality and supporting threat inference.

3. Diffusion models for IoT Security Data Enhancement

High-quality security data, particularly in terms of completeness, reliability, and representativeness, is a funda-
mental prerequisite for data-driven IoT security, since the effectiveness of downstream tasks such as network intrusion
detection, anomalous traffic analysis, and malicious attack identification is inherently constrained by the quality of
the data used for training and evaluation [117]. However, due to the heterogeneity of IoT devices and protocols,
the rarity and high collection cost of real attack events, and the limited realism of many publicly available testbeds,
existing IoT security datasets are often heterogeneous, scarce, severely imbalanced, and insufficiently representative
of operational deployment environments [207]. To address the challenges of IoT security data, data augmentation has
attracted increasing attention as a practical way to improve downstream security learning performance. Conventional
data augmentation methods, including random oversampling and interpolation-based resampling techniques, such as
the synthetic minority oversampling technique (SMOTE) [25, 182], have long been used to mitigate data imbalance in
security learning. However, their effectiveness remains limited, since they either replicate existing minority instances
or synthesize new samples through local interpolation, which may increase the risk of overfitting, amplify noise, and
distort class boundaries in complex data distributions [182, 33, 88].

Fig. 3 provides an overview of IoT security data challenges and the corresponding motivating techniques. This
section will first introduce the generative data enhancement perspective to explain why diffusion models are well
suited to addressing the key challenges of IoT security data, and then reviews their applications in two types of data

enhancement for IoT: imbalance-oriented data augmentation and synthetic security data construction.

3.1. Generative Data Enhancement

The rapid development of deep generative models has introduced augmentation paradigms based on models such
as VAEs and GANSs, which aim to learn the underlying data distribution and generate more realistic minority-class
samples for imbalanced learning [81, 4]. Nevertheless, existing studies suggest that the practical gains of such deep
generative oversampling methods are often modest relative to their modeling and tuning complexity, while GAN-based

methods in particular remain subject to well-known issues such as training instability, mode collapse, and sensitivity
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to hyperparameter settings [148, 56, 85]. These limitations are especially restrictive in IoT security, where data are
often heterogeneous, mixed-type, noisy, and severely long-tailed, thereby motivating the exploration of more stable
and expressive generative mechanisms for security data enhancement [117].

Diffusion models offer a compelling alternative for IoT security data enhancement, potentially overcoming the
limitations of traditional methods. By learning the underlying data distribution through a progressive noising-denoising
process, diffusion models provide a more stable and expressive generative framework for complex security data than
duplication-based, interpolation-based, or adversarial augmentation methods [58]. Specifically, diffusion models offer
considerable flexibility in modeling complex distributions, enabling them to capture the heterogeneous, mixed-type,
and highly non-linear characteristics commonly observed in [oT security data, where traffic patterns and sensor records
are often shaped by device diversity, protocol variation, and deployment-specific context [146]. Diffusion models also
offer improved distribution coverage and sample diversity, allowing them to better represent long-tailed attack classes
whose samples are not only scarce but also structurally diverse, thereby reducing the bias of downstream models
toward dominant benign or frequent attack categories [19]. Moreover, the conditional generation capability of diffusion
models enables security samples to be synthesized under specified labels, contexts, or partial observations, which is
particularly valuable for IoT security scenarios characterized by incomplete records, limited annotations, and partially
observed attack behaviors [146]. The denoising mechanism within diffusion models further provides robustness to
noisy and corrupted observations, making them well suited for practical IoT environments in which measurement
errors, communication interference, and imperfect data collection are common [58, 80]. Their iterative generation
process also acts as a form of implicit regularization, which can alleviate overfitting to a small number of minority
samples and improve the generalization of augmentation-assisted security learning [58]. Lastly, the sampling process
in diffusion models is inherently controllable, allowing the amount and type of generated data to be adjusted according
to downstream learning objectives, class-rebalancing requirements, and available computational resources [146].
These properties suggest that diffusion models can serve as an effective data-enhancement mechanism for addressing

heterogeneity, imbalance, noise, and partial observability in IoT security datasets.

3.2. Imbalance-Oriented Data Augmentation for IoT

A major challenge in IoT security is the severe imbalance between abundant benign data and scarce security-critical
observations, such as rare attack traffic [12], anomalous device behaviors [38], and emerging malicious events [125].
Such an imbalance can lead downstream detection models to favor dominant classes during training, thereby weakening
their sensitivity to minority attacks that are nevertheless of high security importance [12]. Conventional rebalancing
methods, including random oversampling and interpolation-based resampling [182, 33], provide only partial relief,

since they either replicate limited minority instances or synthesize new samples through local interpolation, which may
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amplify noise, distort class boundaries, and offer insufficient support for heterogeneous IoT data distributions [33, 88].
More recent deep generative approaches [81, 4] improve sample synthesis flexibility, but their practical effectiveness
remains constrained by issues such as training instability, limited distribution coverage, and reduced robustness
under highly mixed-type and long-tailed security data [4]. In this context, diffusion models have been increasingly
introduced as a data-level augmentation tool to learn the underlying distributions of minority classes and generate
additional samples to rebalance training datasets [4]. The primary role of diffusion here is not to directly produce final
intrusion decisions, but to alleviate the distributional bias of the training data. In this regard, diffusion models can
improve the robustness and class-balanced performance of downstream IoT security models. Existing studies, such as
[141, 154], treat diffusion models as class-rebalancing mechanisms used either before or within the task pipeline, with
the common objective of improving the representation and detectability of rare security behaviors in highly skewed
data distributions.

1) Sample-Level Rebalancing: A representative line of research uses diffusion models as standalone minority-
sample generators before downstream learning, with the goal of enriching underrepresented security classes and
reducing the distributional bias of the training data. In industrial cyber-physical system (ICPS) intrusion detection,
severe class imbalance is a major challenge. Rare attack categories, such as user to root (U2R) and remote to local
(R2L), may account for less than 1% of total network traffic [143]. To address this issue, the authors in [141] proposed
an IDS based on the diffusion model (IDD), which is one of the earliest applications of diffusion models to ICPS
network intrusion detection. They employ a DDPM to learn the feature distributions of rare attack classes and generate
sufficient synthetic samples to construct a balanced training set, upon which a BiLSTM classifier is independently
trained. Experiments on the NSL-KDD [143] and UNSW-NB15 [104] datasets demonstrate that IDD significantly
outperforms conventional rebalancing baselines including random oversampling, VAE, and GAN, raising rare-class
detection accuracy from approximately 30% under the original imbalanced setting to 65%.

Further addressing the challenge of adaptive class-wise sample allocation, the authors in [51] proposed an adaptive
ordinary differential equation solver transformer network diffusion model (AOT-DDPM), a network traffic generation
model that introduces an adaptive oversampling strategy directly into the reverse diffusion process. Unlike prior
methods that generate a fixed number of synthetic samples per minority class, AOT-DDPM dynamically adjusts the
number of samples per class by learning both the original data distribution and the per-class imbalance severity, thereby
improving the quality and class-level calibration of the generated samples. Experiments on standard intrusion detection
benchmarks confirm that this distribution-aware sampling mechanism yields superior detection accuracy compared to
uniform diffusion-based augmentation.

While these works validate the feasibility of applying diffusion models in the original feature space, directly

operating on high-dimensional IoT traffic features incurs substantial sampling cost and can struggle with heterogeneous
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feature scales. To overcome these efficiency limitations, the authors in [139] proposed a latent diffusion-based
augmentation framework that introduces an autoencoder to compress raw tabular IoT traffic into a compact latent
space before performing the diffusion process. By shifting the generative modeling from the original high-dimensional
feature space to a learned low-dimensional representation, this approach reduces sampling time by approximately 25%
compared to data-space diffusion while preserving inter-feature dependencies. Comprehensive evaluations across three
representative [oT attack types, specifically distributed denial-of-service (DDoS), Mirai, and man-in-the-middle [67],
show that the latent diffusion augmentation achieves F1-scores of up to 0.99 for DDoS and Mirai detection, consistently
outperforming SMOTE [25], GAN [148], VAE [197], and standard DDPM baselines [58] in both downstream IDS
performance and intrinsic generative quality metrics.

2) Pipeline-Level Augmentation: Another line of work tightly couples the diffusion-based augmentation with
the detection model within a unified architectural framework, enabling shared feature representations or end-to-end
training between the generative and discriminative components. Fig. 4 shows the difference between two types of
mechanisms for imbalance-oriented data augmentation with diffusion models. An early IoT-specific effort in pipeline-
level augmentation focuses on few-shot intrusion scenarios. The authors in [171] proposed a few-shot intrusion
detection model for few-shot attacks in IoT. The framework first transforms traffic features into image representations
using gramian angular field (GAF) [160], and then employs an improved DDPM to augment scarce attack samples.
The generated samples are subsequently used by an image-based detection network [140], achieving accuracy of
up to 99.20% for few-shot detection and an average inference time as low as 23ms in IoT environments. This work
demonstrates that diffusion-based augmentation can be effectively coupled with traffic visualization and downstream
detection for few-shot IoT intrusion detection.

To further address class imbalance and feature representation limitations in IoT intrusion detection, the authors
in [154] proposed an IoT intrusion detection model called DIFT, a unified framework that integrates a diffusion model
with a time series Transformer. The diffusion model first learns minority-class feature patterns and generates a balanced
dataset, after which the traffic data are locally feature-enhanced using a patching method [109] with shortened sequence
length to improve processing efficiency. The Time Series Transformer then extracts both local and global features from
the balanced data for multi-class detection. Evaluations on the ToN-IoT [103] and DS20S [69] datasets demonstrate
that this integrated design achieves superior detection performance compared to standalone detection approaches or
VAE/GAN augmentation approaches, particularly for underrepresented attack categories. In particular, DIFT improves
overall detection accuracy by 1.69% over the approach without data augmentation, by 0.42% over the VAE-based
variant and by 0.17% over the GAN-based variant on DS20S.

Extending this pipeline-level augmentation paradigm toward lightweight IoT deployment, the authors in [149]

proposed LDCT-IDS, which couples diffusion-based class rebalancing with a compact hybrid detection architecture. It
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employs a classifier-free guidance DDPM with dynamic conditional embedding to synthesize minority attack samples
and rebalance the training data for intrusion detection. Compared with SMOTE [25], CGAN [100], and CVAE [132],
LDCT-IDS achieves 99.92% and 99.28% accuracy on Edge-IloTset [43] and CSE-CIC-IDS2018 [21], respectively,
while keeping the model size around 72 KB and 69 KB. These results suggest that diffusion-based augmentation can

enhance minority-class learning without sacrificing lightweight deployment.

3.3. Synthetic Security Data Construction

Beyond class rebalancing, diffusion models are also valuable for scenarios in which real IoT security data are
costly to collect, difficult to annotate, or restricted by operational constraints. In many IoT scenarios, constructing
high-quality security datasets is difficult due to limited protocol coverage, insufficient threat coverage, outdated attack
scenarios, limited device diversity, and inadequate support for realistic deployment [125, 17]. Moreover, labeled data
for IoT anomaly and intrusion analysis are expensive, time-consuming, and in some cases impractical to obtain [83].
Under such conditions, the objective shifts from simply expanding minority classes to constructing synthetic security-
relevant data, such as attack traffic, malicious behavior, or other threat-related records. This is particularly important in
scenarios where malicious events are rare, device environments are diverse, and the amount of labeled security data is
limited [64, 131, 159]. Recent diffusion-based studies [20, 149] on synthetic IoT attack generation further suggest that
data construction is emerging as a distinct role of diffusion models, separate from imbalance-oriented augmentation,
with increasing attention to sample fidelity, dependency preservation, and utility for downstream detection.

1) Security Data Generation: Directly constructing realistic attack or malware-related samples from limited
observations is a prerequisite for training robust IoT security models, particularly when certain threat categories are
not merely underrepresented but fundamentally scarce due to the rarity of real-world incidents or the cost of controlled
data collection. To address the challenge of determining how much data is actually needed and how to compensate for
insufficient samples in IoT malware detection, the authors in [20] proposed a minimum sample size estimation method
combined with DDPM-based synthetic traffic generation, as illustrated in Fig. 5 (a). Unlike prior data augmentation
studies [141, 51, 139, 154, 19, 184] that assume a pre-existing dataset of moderate size, this work explicitly targets
the data scarcity problem by first establishing a statistically grounded lower bound on the required sample count, and
then employing a DDPM to generate synthetic traffic images that fill the gap between the available and required data
volumes. Comparative experiments demonstrate that the samples generated by DDPM exhibit superior stability and
predictability, achieving a 7% higher F1 score and 5% less variance over Deep Convolutional GAN (DCGAN) [52],
confirming the suitability of the diffusion model for malware data synthesis under stringent sample-size constraints.

In addition, although several recent studies [64, 131, 159] focus on diffusion-based general network traffic synthesis,

they provide transferable methodological foundations for IoT security data construction. NetDiffusion proposed in
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[64] applies a protocol-constrained Stable Diffusion model to generate packet-level synthetic traces, achieving higher
statistical fidelity and downstream performance than GAN-based alternatives while ensuring protocol compliance.
It offers a practical basis for constructing protocol-compliant synthetic traffic that can support IoT security testing
and IDS training. NetDiffus proposed in [131] converts one-dimensional time-series traffic into gramian angular
summation field (GASF) images before applying a diffusion model, which provides a valuable way to preserve temporal
correlations when constructing synthetic IoT security flows. DATG proposed in [159] highlights its utility for supplying
diverse samples to IDSs. The authors further enhance long-range temporal modeling by integrating a self-attention
mechanism into the DDPM denoising network. These packet- and flow-level synthesis techniques offer a readily
adaptable foundation for constructing protocol-compliant and temporally faithful IoT security datasets.

2) Task-Coupled Synthetic Data Construction: While diffusion models have shown strong capability in con-
structing synthetic security data, standalone generation alone is often insufficient for practical IoT security applications.
Samples optimized only for fidelity or diversity do not necessarily yield the greatest benefit for downstream tasks,
especially when security data are heterogeneous, decision boundaries are subtle, and deployment settings impose
constraints on efficiency and robustness. This issue has motivated the studies [78, 30, 206] that embed diffusion-based
data construction directly into end-to-end security pipelines, where diffusion model-based sample synthesis is jointly
aligned with downstream classification, anomaly detection, or collaborative intrusion learning.

To address the scarcity of stealthy false data injection attack (FDIA) samples in smart grid IoT, the authors in [78]
proposed an adversarial attention-diffusion model for attack sample generation, as illustrated in Fig. 5 (b). The model
injects attack vectors during the diffusion process while incorporating attention over grid topology and measurement
nodes. This design enables the model to generate more realistic and stealthy FDIA samples than conventional generative
baselines. These synthetic attacks can support the training and evaluation of FDIA detectors under limited real attack
data, demonstrating the value of diffusion models for constructing domain-specific cyber-physical attack scenarios.

Several general network-security and malware-generation studies further provide transferable mechanisms for IoT
security data construction, but direct IoT validation remains limited. To address the difficulty of detecting anomaly
traffic under scarce and noisy security data, the authors in [30] proposed an anomaly traffic detection framework based
on a denoising diffusion implicit model (DDIM). Instead of using diffusion as a standalone generator, the framework
embeds DDIM-based synthetic sample construction into the overall detection pipeline, where anomaly traffic is first
transformed into a unified image representation, then augmented through iterative denoising, and finally fed into a
downstream classifier for anomaly recognition. Experiments on NSL-KDD show that the proposed framework achieves
95.56% accuracy and improves the anomaly traffic identification rate by 32.16%, demonstrating the effectiveness of

embedding diffusion-based sample construction into end-to-end anomaly detection.
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Table 2
Diffusion Models for loT Security Data Enhancement
Category Ref Diffusion-based solu- | Core idea Pros Cons
tion
[141] DDPM DDPM s used to learn rare attack class distributions | ¢ Improves rare-class detection X Fixed sample allocation per class
and generate synthetic minority samples for BILSTM- | + Simple pre-training pipeline X High cost in original feature space
based intrusion detection in ICPS. X Offline augmentation only
[51] AoT-DDPM Transformer-based DDPM is used to generate balanced | + Adaptive class-wise sampling X Increased training complexity
Im.balance— abnormal traffic samples with adaptive reverse sam- | ¢ Better traffic distribution learning with | X Sensitive to imbalance ratio estima-
Oriented pling and ODE-accelerated generation. Transformer network tion
Data v Fewer generation steps with ODE Solver X Offline augmentation only
Augmentation [139] Latent diffusion model | An autoencoder is used to compress tabular loT traffic | +/ Lower sampling cost X Requires autoencoder pre-training
into latent space and then diffusion model augments | ¢ Preserves inter-feature dependencies X Latent quality sensitive
minority classes in the compressed representation. X Offline augmentation only
[171] GDE Traffic features are transformed into images via GAF, | ' Few-shot attack augmentation X Few-shot distribution bias
and an improved DDPM augments few-shot attack | ¢ loT-specific intrusion setting X Image-transformation cost
samples for image-based intrusion detection. v Integrates visualization and detection X Multi-module pipeline complexity
[154] Diffusion-Transformer Diffusion model is used to generate balanced minority- | ¢ End-to-end unified pipeline X Extra training complexity
class data, and a Time Series Transformer jointly | ¢ Enhanced feature representation X Transformer overhead
extracts local and global features for multi-class de-
tection.
[149] Classifier-free guidance | Classifier-free guidance DDPM is used to synthesize | ¢ Lightweight framework X Guidance tuning complexity
DDPM minority attack samples via dynamic conditional em- | ¢ Dynamic conditional control X Static offline augmentation only
bedding for a lightweight CNN-Transformer IDS.
[20] DDPM DDPM is used to generate synthetic malware traffic | + Sample-size aware generation X Relies on sample size estimation
Synthetic images to fill the gap between available and statistically | ¢ Data-efficient augmentation X Image-based representation
Security required minimum sample counts. v Explainable fidelity validation X Task-specific validation
Data [78] Adversarial attention- | Diffusion is used to generate stealthy FDIA samples | « Topology-aware attack synthesis X Perturbation injection sensitive
Constructi diffusion model by injecting adversarial vectors and modeling grid | ¢ Stealthy FDIA generation X Physical-model dependent
onstruction topology with attention. v Attention-guided perturbation X Domain-specific validation

Further considering the heterogeneity of the traffic data, the authors in [206] proposed a novel method that
integrates the Gaussian and multinomial denoising diffusion probabilistic model (GMDDPM) for data balancing with
a convolutional neural network (CNN)-Transformer for classification, namely GMDDPM-CT. Unlike standard DDPM,
which assumes a single Gaussian prior, GMDDPM incorporates a Gaussian mixture structure into the reverse diffusion
process to better capture the multimodal nature of heterogeneous attack traffic distributions, where different attack
types may occupy distinct regions of the feature space. This mixture-guided formulation enables the model to generate
more structurally diverse synthetic samples that preserve inter-class separability, particularly for attack categories
with limited available observations. Experimental evaluations on standard intrusion detection benchmarks demonstrate
that GMDDPM produces synthetic samples with improved distributional fidelity and downstream classification utility
compared to both conventional DDPM and GAN-based alternatives.

In addition, a related malware-security study in [16] showed that diffusion-based synthetic malware generation can
outperform GAN-based and Wasserstein GANs with gradient penalty (WGAN-GP)-based approaches in downstream
zero-day malware classification, achieving 8% improvement on malware classification performance. This result
suggests that diffusion model-based security data construction may be especially valuable in IoT scenarios where

real malicious samples are scarce or difficult to collect at scale.

3.4. Lessons Learned
As summarized in Table 2, the studies in this section demonstrate that diffusion models can serve as an effective
data-layer enabler for IoT security, addressing both distributional skewness through sample-level [141, 51, 139] and

pipeline-level [154, 19, 184, 149] rebalancing, and data scarcity through targeted synthetic construction [20, 64, 131,
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159] and task-coupled generation [30, 206, 16]. By producing high-fidelity, structurally diverse, and class-balanced
training samples, diffusion models help to improve the performance of downstream detection tasks, especially for
rare-class detection accuracy.

Despite these advances, two common limitations constrain the practical impact of diffusion-based data enhance-
ment for [oT security. Firstly, as generative fidelity increases, diffusion models face a risk of hallucination [157, 119],
producing samples that are statistically plausible yet semantically invalid. This may introduce misleading decision
boundaries into downstream models. Secondly, the iterative sampling process inherent to diffusion models imposes
non-trivial computational overhead, and most existing methods have been validated only in offline settings without
assessing whether they can meet the real-time latency, memory, and energy constraints of operational IoT edge
devices. Therefore, future work should incorporate protocol-aware and semantics-constrained generation mechanisms
to safeguard sample validity, and design edge-native diffusion architectures that bridge the gap between offline research

and operational IoT deployment.

4. Diffusion Models for IoT Threat Analysis

The massive deployment of the IoT has significantly expanded system attack surfaces due to device heterogeneity,
resource constraints, and diverse communication protocols. Moreover, modern attacks have evolved from traditional
unauthorized access into dynamic, distributed intrusions, stealthy propagation, and protocol abuses. Consequently, IoT
environments face highly complex and stealthy security threats [124]. Effective threat analysis in such environments
requires models capable of learning the latent distribution of normal operational patterns and identifying subtle
deviations indicative of malicious activity.

Conventional threat analysis approaches remain limited in security scenarios for modern IoT devices. Rule-based
and signature-matching methods [105] are effective for known attacks but cannot detect zero-day or polymorphic
threats. Classical machine learning models, such as support vector machines (SVMs) [173] and random forests [90],
depend heavily on handcrafted features and struggle to model the high-dimensional nonlinear dependencies of hetero-
geneous IoT traffic. Deep discriminative models, including CNNs [29] and recurrent neural networks (RNNs) [111],
improve feature learning but still require substantial labeled attack data, which are scarce in real IoT environments.
Autoencoder-based methods [60] reduce the reliance on labels by reconstructing normal traffic, yet their reconstructions
are often overly smooth and provide limited uncertainty quantification for subtle anomalies. These limitations motivate
the exploration of more flexible and expressive methods that can model complex IoT traffic patterns, reconstruct inputs

more precisely, and identify rare or unseen threats.
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Building on this motivation, the following sections explore how generative models, particularly diffusion models,
have been applied to the two core tasks of 10T threat analysis: intrusion detection from IoT network traffic and anomaly

detection from IIoT multivariate sensor time series.

4.1. Generative Inference Improvement

Beyond data enhancement, generative models have also been widely exploited to directly improve inference in
IoT security tasks such as intrusion detection and anomaly detection, based on models such as autoencoders [2, 10],
VAEs [76, 194], and GANs [113, 44]. The aim is to learn the distribution of normal IoT behaviors and identify
threats through reconstruction errors, likelihood deviations, or discriminator-based scoring. Early work such as [2]
used denoising autoencoders to learn noise-robust traffic representations for intrusion detection under imperfect data
collection. T-VAE proposed in [76] further improved distributional modeling flexibility through a transformer-based
VAE. Complementing these reconstruction-based methods, a GAN-based framework was introduced in [44] which
combines adversarial training with robust feature learning to detect intrusions and resist evasion attacks in dynamic
IoT networks. Nevertheless, these methods often suffer from lossy compression, restrictive latent priors, and adversarial
training instability that make them less suitable for heterogeneous IoT environments with long-tailed attack patterns,
noisy observations, and evolving threat behaviors.

In this context, diffusion models offer a novel technical solution for IoT threat analysis. Diffusion models are
valuable for data augmentation and for direct security inference, owing to their strong capabilities in feature extraction,
probabilistic modeling, and conditional generation. The denoising process serves as a feature extractor that captures
the multi-scale and entangled behavioral patterns of heterogeneous oIl data, which are difficult for conventional
encoders to capture [58, 28]. The probabilistic modeling capability of diffusion models can effectively characterize
the distribution of normal IoT behaviors in a tractable and expressive manner, thereby overcoming the lack of
reliable confidence measures in deterministic detectors [150]. The conditional generation capability of diffusion
models can incorporate auxiliary context such as partial observations, neighboring sensor readings, or class labels
into threat inference, thereby supporting context-aware anomaly reasoning in incomplete and heterogeneous IoT

environments [28, 154].

4.2. Intrusion Detection from IoT Network Traffic

IoT network intrusion detection aims to identify malicious behaviors from packet-level or flow-level traffic across
heterogeneous terminals, edge nodes, and cloud services [23]. However, the diversity of IoT devices and protocols,
the scarcity of labeled attacks, and the severe class imbalance of real traffic often cause conventional discriminative
models [117] to learn biased and poorly transferable decision boundaries [101, 68]. Diffusion models address these

limitations by learning the structure of network traffic through iterative denoising. Rather than merely augmenting
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minority attack classes, diffusion models can support intrusion inference by reconstructing normal traffic [184, 77],
measuring distributional deviations [46, 192, 158], and filtering noisy or adversarial perturbations [98]. This makes
diffusion models particularly useful for detecting imbalanced, evolving, and previously unseen IoT attacks, where the
key challenge is classification accuracy and robust modeling of normal and malicious traffic distributions.

1) Diffusion-Based Feature Extraction: One line of work uses diffusion models to enhance traffic representations
for downstream intrusion classification. Instead of relying solely on discriminative feature learning, these methods
exploit the structural priors learned during diffusion training to obtain more robust and compact flow representations.
For example, Diff-IDS proposed in [184], converts network-flow features into image-like representations and uses a
diffusion backbone with feature masking to extract discriminative traffic patterns for lightweight intrusion detection.
This work demonstrates that the inductive bias acquired during denoising transfers directly to classification without
retraining. Building on this lightweight feature-extraction paradigm, DMLITE [77] extended diffusion-based traffic
representation learning to encrypted IoT environments, where raw payload statistics are no longer accessible. It
combines a self-supervised diffusion model with contrastive multi-level feature fusion over visualized encrypted flows,
and further introduces LLM-guided particle swarm optimization for adaptive feature selection. DMLITE achieves
classification accuracies of 99.83% on the IoT benchmark Edge-IloTset [43], on average improving accuracy by
3.7% over representative deep learning baselines and reducing training time by 41.9%. These results demonstrate the
effectiveness of diffusion-driven feature representation in the encrypted-traffic regime.

2) Reconstruction-based Anomaly Scoring: Rather than extracting features for a labeled classifier, a comple-
mentary paradigm exploits the probabilistic reverse diffusion chain to derive anomaly scores directly. It measures the
discrepancy between an input flow and its reconstructed normal counterpart, thereby enabling label-free detection
of threats that are entirely absent from training. The theoretical foundation was established at the graph level
by Gavrilev and Burnaev [46]. They showed that score-based generative models can support anomaly detection
by reconstructing normal graph structure and measuring the discrepancy between original and reconstructed ego-
graphs. This result provides an early foundation for adapting score-based inference to anomaly detection beyond
conventional reconstruction-error-based methods. TabADM proposed in [192] then further extends this principle to
tabular cybersecurity data, which shows that diffusion model can support stable unsupervised anomaly scoring for
tabular data, thereby paving the way for flow-level IoT intrusion detection studies.

To detect intrusions without relying on labeled attack data, the authors in [158] proposed a DDPM-based
unsupervised intrusion detection method for Unmanned Aerial Vehicle (UAV) networks, where the model is trained
only on normal traffic flows and abnormality is identified through the discrepancy between the input flow and its
denoised reconstruction. Evaluations show that the DDPM-based method performs uniformly better than methods

based on seq2seq [138], VAE [70], and principal component analysis (PCA) [1], with higher accuracy, precision,
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recall, Fl-score, and area under the curve (AUC), demonstrating the feasibility of diffusion-based anomaly scoring
for network intrusion detection. To address the practical challenge of detecting zero-day attacks and adversarially
perturbed flows that remain close to normal traffic in observed feature space, the authors in [195] proposed NI-Diff,
which pairs a VAE encoder with a latent diffusion model to reconstruct the latent distribution of each network flow
under the learned normal prior. In this way, zero-day and adversarial flows can be detected through the divergence
between the classifier output of the original flow and that of its diffusion-reconstructed counterpart. Experiments show
that NI-Diff detects 97% of adversarial flows and 92% of zero-day threats while keeping the false positive rate below
2%, demonstrating that diffusion-based discrepancy scoring can support unified open-world intrusion detection beyond
conventional closed-set classifiers.

Diffusion models are also being explored to improve the robustness and scalability of IoT intrusion detection
under distributed and heterogeneous deployment settings. In practical IoT environments, traffic distributions often
vary significantly across devices and network segments. To address these challenges, the authors in [95] proposed
a federated intrusion detection framework that integrates distributed storage with diffusion-based modeling. By
leveraging diffusion models to capture complex traffic distributions across decentralized IoT nodes, the framework
enhances detection robustness while avoiding raw data sharing. Experimental results demonstrate that this collaborative
diffusion-enabled approach improves detection performance against a range of IoT attacks, including reconnaissance,

DoS, and DDoS, while strengthening deployment scalability.

4.3. Anomaly Detection from IIoT and Multivariate Sensor Time Series

In industrial IoT and sensor-rich environments, security incidents often manifest as anomalous patterns in multi-
variate time series rather than as conventional packet-level attacks. Unlike network flow features, IIoT sensor streams
exhibit strong cross-variable coupling, non-stationary temporal dynamics, and extreme label scarcity, making the core
challenge one of accurately characterizing the normal operational manifold from high-dimensional heterogeneous
observations [110, 187]. Conventional approaches based on autoencoders, long short-term memories (LSTMs), and
VAEs address this by learning normal distributions and flagging deviations via reconstruction errors or likelihood
deviations [27, 114, 31], but their fixed distributional assumptions render them brittle under operating condition shifts,
data drift, and cascading fault propagation common in real industrial deployments. The richer generative prior and
flexible conditioning mechanisms of diffusion models offer potential for modeling such complex normal manifolds,
motivating their adoption for IIoT anomaly detection.

1) Imputation-based Anomaly Scoring: A major line of work formulates anomaly detection as conditional
imputation, where masked or corrupted segments are reconstructed from the surrounding context, and the imputation

residual is used as the anomaly score. When anomalies concentrate in contiguous episodes, conventional reconstruction
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methods become biased toward reproducing abnormal patterns, undermining detection reliability. To address this,
DiffAD proposed in [165] selects high-density normal observations as conditioning context, and designs a conditional
weight-incremental diffusion model to improve imputation fidelity over anomalous regions. ImDiffusion proposed
in [28] further exploits the multi-step reverse diffusion process by aggregating intermediate denoising outputs for
anomaly scoring. This mechanism converts the inherent stochasticity of diffusion into a robustness advantage, yielding
an 11.4% F1 improvement in Microsoft’s production monitoring system and strong performance on the industrial
control dataset SWaT.

However, both methods rely on relatively simple conditioning signals and thus struggle to capture the complex
contextual dependencies and diversified temporal patterns inherent in IIoT sensor streams. MAFCD proposed in [164]
uses adaptive multi-view feature fusion to guide conditional diffusion with internal, external, and auxiliary temporal
features, improving generalization across heterogeneous IloT datasets. TSAD-C proposed in [59] extends this paradigm
to contaminated training data by introducing a decontamination module before spatio-temporal graph conditional
diffusion, thereby addressing the practical assumption that training data may contain unlabeled anomalies.

2) Prior-guided Reconstruction-based Scoring: Rather than relying on masking strategies, another line of
work guides the reconstruction process with external structural knowledge, specifically physical signal priors or
sensor topology, to sharpen the boundary between normal and anomalous behavior. PhysDiff proposed in [79]
addresses the high false-positive rates caused by complex non-stationary dynamics in industrial sensor streams by
introducing physics-guided signal decomposition before diffusion-based reconstruction. A Multi-channel Adaptive
Fourier Decomposition isolates high-frequency oscillations and low-frequency trends as physically interpretable
conditioning signals. By weighting reconstruction errors across frequency bands, PhysDiff enhances both anomaly
localization and interpretability, outperforming state-of-the-art baselines on five benchmarks including the IloT
dataset SWaT. Similarly, Physics-Informed Diffusion proposed in [136] embeds physical constraints directly into the
diffusion training objective through a weighted physics-informed loss, improving the model’s ability to approximate
the underlying physics-dependent temporal distribution of multivariate sensor data and demonstrating consistent F1
improvements on both synthetic and real-world IIoT datasets.

Beyond physical priors, graph-structured diffusion methods incorporate sensor topology or learned inter-variable
relations. For example, the Diffusion Graph Model proposed in [73] focuses on the heterophily problem in multi-sensor
systems, where connections between normal and anomalous data points may lead graph-based diffusion models to
learn abnormal patterns. To mitigate this issue, it constructs a spatio-temporal joint graph and introduces anomaly-
aware graph sparsification to reduce misleading normal-anomalous links. Contrastive augmentation is further used to

enhance anomaly-free representations, leading to improved detection performance on SWaT.
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Table 3
Diffusion Models for loT Threat Analysis
Category Ref Diffusion-based solu- | Core idea Pros Cons
tion
Intrusion [184] Diff-IDS Diffusion backbone with feature masking is used to ex- | ¢ Lightweight detection X Traffic visualization dependent
Detection tract discriminative patterns from image-like network- | ¢ Denoising-enhanced features X Limited loT dataset validation
from loT flow representations for lightweight intrusion detection. | ¢ Compact model size
Network [77] DMLITE Self-supervised diffusion model is used to learn multi- | + Encrypted traffic support X Visualization preprocessing required
Traffic level representations from visualized encrypted loT | ¢ Multi-level feature fusion X LLM-assisted complexity
traffic, with LLM-guided feature selection. v Adaptive feature selection X Feature selection overhead
[158] DDPM DDPM is trained on normal UAV traffic and uses de- | ¢ Label-free detection X Normal-data dependent
noised reconstruction discrepancy to identify abnormal | + Normal-prior modeling X Threshold sensitivity
network flows without attack labels.
[195] NI-Diff VAE encoder and latent diffusion reconstruct each | ¢ Zero-day detection X VAE quality dependent
flow under a normal prior, and original-reconstruction | ¢ Adversarial-flow detection X Classifier discrepancy required
prediction divergence detects zero-day and adversarial | ¢ Latent-space reconstruction
attacks.
Anomaly [164] MAFCD Multi-view adaptive conditional diffusion fuses internal, v Multi-view conditioning X Complex conditioning design
Detecti external, and auxiliary temporal features to guide | ¢ Adaptive feature fusion X Higher training complexity
p N EC”'°_F anomaly reconstruction. ' Heterogeneous dataset support
rom llo
and [79] PhysDiff Physics-guided signal decomposition conditions dif- | ¢ Physics-guided reconstruction X Physical-prior dependent
Multivari fusion reconstruction with frequency-aware physical | ¢ Frequency-aware scoring X Decomposition design sensitive
s ultivariate priors for anomaly scoring.  Better interpretability
T?:‘Z"'series [136] | Physics-informed diffu- | Physical constraints are embedded into the diffusion |  Constraint-aware learning X Requires physics knowledge
sion objective through a weighted physics-informed loss for | ¢ Physics-consistent modeling X Loss-weight tuning needed
unsupervised anomaly detection. ¢ Improved normal manifold X Model-specific constraints
[73] Diffusion graph model Spatio-temporal graph diffusion uses anomal e | ¢ Topolo modeling X Graph quality dependent
graph sparsification and contrastive augmentation to | ¢ Heterophily mitigation X Sparsification sensitivity
reduce misleading normal-anomalous links. v Anomaly-free representations X Contrastive design overhead

Fig. 6 compares all the four types of representative works about diffusion-based IoT threat analysis, where diffusion

models play different roles to enhance security inference.

4.4. Lessons Learned

As summarized in Table 3, the studies in this section demonstrate that diffusion models can serve as an effective
inference-layer enabler for IoT threat analysis, supporting security decisions for intrusion detection from IoT network
traffic and anomaly detection from IIoT and multivariate sensor time series. Compared with conventional models [29,
111, 2, 194], diffusion models offer a richer generative prior, more stable training, and flexible conditioning that together
enable more expressive normal behavior modeling and more reliable anomaly inference across heterogeneous IoT
environments.

Yet several limitations remain that constrain the practical impact of diffusion-based threat analysis. Firstly, most
existing methods are developed under fixed scene assumptions, either for specific traffic modalities and deployment
settings [184, 77, 158] or for sensor systems with known physical priors [79, 136], and therefore often suffer noticeable
performance degradation when deployment conditions shift. Secondly, the anomaly scoring mechanisms adopted by
reconstruction- and discrepancy-based detectors usually rely on static thresholds [158, 195, 165, 164, 79], which cannot
adapt to the gradual drift of normal IoT behavior and thus tend to increase false alarm rates under evolving traffic
patterns or changing industrial operating conditions. Future work should therefore pursue scene-adaptive diffusion
priors that generalize across dynamic IoT environments, and develop self-calibrating anomaly scoring mechanisms

that track normal behavior evolution without manual recalibration.
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S. Applications of Diffusion Models in Different IoT Scenarios

As illustrated in Fig. 7, diffusion models have been applied across diverse IoT scenarios, including industrial cyber-
physical systems (CPSs), UAVs and satellite-terrestrial networks, smart grids, healthcare IoT, and vehicular networks.
These applications can be broadly organized into two types: data-oriented applications for data augmentation, and

inference-oriented applications for supporting security inferences.

5.1. Data-Oriented Applications

Generative diffusion models have been widely adopted as data-layer enablers across diverse IoT security domains,
addressing domain-specific scarcity and imbalance challenges. Besides the solutions for general IoT intrusion detection
discussed earlier, such as DIFT [154], latent diffusion-based IoT attack generation [139], and LDCT-IDS [149],
diffusion models have also been increasingly applied to a broader range of domain-specific IoT scenarios, where data
scarcity, rarity, and realism pose great challenges.

In industrial CPS, the authors in [141] employed a DDPM to learn rare attack class distributions and generate
balanced training data, raising rare-class detection accuracy from approximately 30% to 65%. For IIoT physical
equipment, fault events are inherently rare and exhibit large intra-class variability. FaultDiffusion proposed in [169]
pre-trains a DDPM on abundant normal data and fine-tunes it via a positive-negative difference adapter to capture the
normal-fault domain discrepancy. GI-DDPM, proposed in [172], further incorporates a Vision Transformer as a global
information guide to align ViT-extracted features with diffusion model features, achieving fault diagnosis accuracy
above 96% across varying data imbalance ratios for industrial rotating machinery.

In UAV networks and satellite-terrestrial integrated networks (STINs), the physical and operational constraints on
data collection result in critically insufficient and unrepresentative labeled datasets. To address these challenges, the
authors in [20] established a statistically grounded lower bound on required sample counts and then employed a DDPM
to synthesize traffic images. STINIDF proposed in [57] collaboratively trains a conditional diffusion model across
distributed STIN nodes via federated learning, generating globally representative synthetic traffic without requiring
raw data sharing.

In addition, diffusion models have also been applied to smart grid IoT for augmenting scarce and hard-to-identify
labeled false data injection attack (FDIA) samples. The authors in [78] proposed an adversarial attention-diffusion
framework that injects attack vectors during the forward diffusion process while attending to grid topology and
measurement nodes. This approach can generate evasion-capable FDIA samples validated on IEEE 14, 39, and 118

bus systems.
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5.2. Inference-Oriented Applications

Beyond data enhancement, diffusion models have also been explored as inference-layer enablers for direct
threat detection across diverse IoT scenarios. In addition to applications in industrial sensor systems as reviewed in
Section 4 [165, 164, 79, 59, 136, 73], diffusion models have been increasingly applied to threat inference in other
scenarios, such as UAV networks, STINs, healthcare IoT and infrastructure systems.

In space-air-ground integrated IoT systems, including UAV networks and satellite-enabled sensing platforms,
security inference is particularly challenging due to highly dynamic operating environments, limited labeled attack
data, and complex spatiotemporal dependencies. In UAV networks, dynamic complex topology and traffic label
scarcity hinder conventional discriminative models from learning reliable decision boundaries. Beyond the previously
mentioned DDPM-based unsupervised intrusion detection method [158], the authors in [50] also exploited the
natural alignment between diffusion noise prediction and anomalous deviation detection to identify abnormal UAV
sensor states without requiring labeled anomalies. In addition to detection, the authors in [193] leveraged diffusion
model-enabled deep reinforcement learning to optimize multi-objective aerial collaborative beamforming against
eavesdropping threats. This method demonstrates that diffusion models can also serve as policy generators for physical-
layer security in UAV networks. To handle the high frame rates, large spatial scales, and the absence of labeled instances
for satellite video anomaly detection, the authors in [15] proposed an unsupervised diffusion-based framework that
learns normal scene distributions through denoising and detects deviations without motion modeling.

Diffusion-based security inference has also been increasingly applied in urban and human-centric IoT domains,
including smart cities, healthcare IoT, and intelligent transportation systems. In smart city infrastructures, diffusion
models have shown strong potential for safeguarding critical urban utilities and public environments. For example,
an unsupervised diffusion-guided LSTM is proposed in [121] for anomaly detection in water distribution networks. It
learns normal hydraulic and sensor behaviors from multivariate time-series data and identifies abnormal operational
states without requiring labeled anomalies. Similarly, diffusion-based latent pattern learning has been applied to
urban surveillance and satellite video analysis [196], enabling the detection of anomalous events in large-scale city
monitoring and remote sensing scenarios. In healthcare IoT, secure data management imposes additional constraints
on inference pipelines. The authors in [137] propose a retrieval-augmented generation (RAG)-empowered multi-modal
LLM framework for secure internet of medical things (IoMT) data management, where a diffusion-based contract
approach governs data access and incentive design, enabling security-aware inference over sensitive medical sensor
streams while preserving task utility. In vehicular networks, the diversity of in-vehicle protocols and evolving attack
patterns pose persistent challenges for intrusion detection. Recent works [14, 94] confirm that diffusion models are

emerging as a promising direction for IoV IDS.
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6. Open Challenges and Future Directions

6.1. Evaluation Beyond Accuracy

Future studies should move beyond accuracy-centric reporting and adopt evaluation criteria aligned with the
specific role of diffusion models. For diffusion-based data generation, evaluation should consider sample fidelity,
diversity, and downstream utility, namely whether synthetic data preserve security-relevant structures and improve
learning under data scarcity and class imbalance [116, 144, 35, 5, 49, 191, 115]. More specifically, for direct security
analysis, robustness, generalization, and low-latency decision quality are equally important [86, 117]. A model that
performs well on static benchmarks may still fail in noisy, partially observed, or evolving IoT environments. Evaluation
should therefore examine resilience to corrupted inputs, sensitivity to rare attacks, uncertainty calibration, and stability
under distribution shift, while also accounting for response time, computational cost, data freshness, and security-aware

sensing quality [180, 186].

6.2. Efficiency and Edge Deployment

Despite the significant potential of diffusion models, they still impose substantial computational overhead,
especially during iterative sampling. This is a major obstacle in IoT and edge environments, where security functions
often run on low-power devices, gateways, or resource-limited edge servers [117, 204, 63]. In such settings, the multi-
step denoising process can hinder real-time detection and continuous monitoring. To address this concern, more work
is needed on lightweight diffusion architectures, latent-space diffusion, model compression, and efficient inference.
Important directions include reducing sampling steps without severely degrading performance, designing compact
models suited to IoT data modalities, and applying pruning, quantization, distillation, consistency-model learning,
caching, and hardware-aware optimization to improve deployability [204, 22, 205, 122, 134, 92, 93]. Besides, a further
promising direction is collaborative edge—cloud design. Lightweight models at the edge may handle time-critical
screening, while heavier diffusion procedures are offloaded for deeper analysis [170, 63]. Future research should thus
treat energy consumption, memory footprint, communication cost, and end-to-end latency as key design objectives
alongside predictive performance, especially in sensing—communication—computation integrated and privacy-sensitive

mobile edge systems [178, 189].

6.3. Generalization, Drift, and Cross-Domain Transfer

IoT environments are highly dynamic, with both device populations and threat patterns evolving over time.
Therefore, a central challenge is whether diffusion-based security methods can generalize across datasets, protocols,
sensing modalities, and deployment domains. Many current studies still rely on closed-world evaluation, whereas

real deployments face domain shift caused by behavioral change, sensing variation, firmware updates, and adaptive
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attackers [128, 117, 163, 179]. Addressing concept drift and improving cross-domain transferability will be essential
for practical adoption. For diffusion-based generators, this requires learning distributions that remain useful beyond
narrow benchmarks [82, 144]. For detection or prediction tasks, it requires maintaining reliable decisions as normal
behavior evolves and new attacks emerge. Continual learning, online adaptation, domain adaptation, and transfer
learning are therefore important future directions [199, 66, 128, 45, 91, 112, 130]. This challenge is further amplified
by the heterogeneity of IoT data, since security information is expressed differently across traffic traces, sensor streams,
industrial telemetry, and wireless measurements. Future work should develop diffusion frameworks that capture
invariant cross-domain structure while preserving domain-specific semantics, potentially through integration with

representation learning, graph modeling, or temporal adaptation.

6.4. Diffusion Models and Blockchain-Assisted Trust

Another emerging direction is the integration of diffusion models with blockchain for IoT security. Blockchain
can provide decentralization, auditability, and trusted coordination, while diffusion models contribute data generation,
and augmentation capabilities [47, 123, 32, 108, 129]. Recent studies suggest that such a combination is promising in
several scenarios. Nguyen et al. showed that generative-Al-enabled blockchain networks can benefit from diffusion-
based optimization and support security-related services [107]. Wen et al. further incorporated blockchain and
generative diffusion into a Generative IoI framework, where blockchain supports trusted management and diffusion
models improve incentive design [161]. More directly, Manzano et al. combined Ethereum-based distributed storage,
federated learning, and diffusion-based data augmentation for IoT intrusion detection, improving robustness under
imbalanced data [95]. This direction opens a useful path toward trustworthy synthetic-data sharing, accountable
collaborative training, and privacy-preserving incentive or access-control mechanisms in multi-stakeholder IoT systems
[156, 200, 190]. Future work should further study lightweight blockchain—diffusion co-design, on-chain/off-chain task

partitioning, and verifiable generation under resource-constrained edge settings.

7. Conclusion

This survey reviewed the emerging use of diffusion models in IoT security. Specifically, we categorized the
integration of diffusion models into IoT security into two directions: diffusion for security data enhancement, and
diffusion for direct threat analysis. This taxonomy highlights that diffusion models are valuable for synthetic data
generation as well as for improving threat inference in heterogeneous, scarce, and noisy IoT environments. We further
summarized data-oriented and inference-oriented applications across industrial IoT, UAV networks, satellite-terrestrial
integrated networks, smart grids, healthcare IoT, vehicular networks, and other cyber-physical systems. Although the

current body of work remains limited and fragmented, existing studies suggest that diffusion models offer a promising
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unified framework for addressing several core IoT security challenges. In this regard, practical adoption still depends

on overcoming important issues such as evaluation standardization, computational efficiency, edge deployment,

robustness to drift, and domain shift. Therefore, future research should move toward lightweight, trustworthy, and

system-aware diffusion frameworks that jointly consider security effectiveness and deployment constraints. We believe

this survey can help clarify the research landscape and support further advances at the intersection of diffusion modeling

and IoT security.
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Figure 1: Publication trend of representative diffusion-model studies for loT security from 2021 to 2025. The statistics
were collected from Google Scholar using diffusion-model-related keywords combined with loT security terms, followed by
manual relevance screening.
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[ Diffusion models act as powerful data-layer enablers for loT security by improving data learnability under various scenarios. ]

Figure 3: Overview of diffusion-based data enhancement for loT security, showing the mapping from core data challenges
to four types of diffusion-based enhancement techniques.
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Figure 4: The process of imbalance-oriented data augmentation with diffusion models. Existing work can be classified
into two types: (a) Sample-level rebalancing: This type focuses on generating high-quality data for rare classes through
improved diffusion models. (b) Pipeline-level augmentation: This type integrates data processing, data augmentation and
classification into a complete pipeline, focusing on concrete task performance.
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Figure 5: The diffusion-based synthetic security data construction methods. (a) A diffusion-based method proposed in [20]
for traffic data generation with a minimum sample size. (b) A diffusion-based method proposed in [78] for FDIA sample
generation in power cyber-physical systems.
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Figure 6: Overview of representative diffusion-based methods for loT threat analysis. (a) illustrates diffusion-based feature
extraction proposed in [184], where the preprocessed traffic feature is input to a diffusion model to obtain denoising-aware
features for downstream intrusion detection. (b) presents the process of reconstruction-based intrusion detection methods
in [158, 195], where traffic features are reconstructed through the reverse diffusion process and intrusions are identified
from input-reconstruction discrepancies. (c) presents a representative imputation-based anomaly scoring method proposed
in [28], where diffusion predicts masked observations and anomaly scores are derived from prediction errors between the
original and imputed outputs. (d) presents a representative prior-guided reconstruction-based scoring method proposed
in [164], where multi-level temporal features are adaptively fused as conditioning signals to guide the reverse diffusion
process, and anomaly scores are derived from the weighted aggregation of multi-step reconstruction errors.
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Figure 7: Applications of diffusion models in diverse loT scenarios.
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