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ABSTRACT

Recent research has proposed a moving target defense (MTD) ap-
proach that actively changes transmission line susceptance to pre-
clude stealthy false data injection (FDI) attacks against the state
estimation of a smart grid. However, existing studies were often
conducted under a less adversarial setting, in that they ignore the
possibility that an alert attacker can also try to detect the activation
of MTD and then cancel any FDI attack until they learn the new
system configuration after MTD. Indeed, in this paper, we show
that this can be achieved easily by the attacker. To improve the
stealthiness of MTD against the attacker, we propose a hidden MTD
approach that maintains the power flows of the whole grid after
MTD. We develop an algorithm to construct the hidden MTD and
analyze its feasibility condition when only a subset of transmission
lines can adjust susceptance. Simulations are conducted to demon-
strate the effectiveness of the hidden MTD against alert attackers
under realistic settings.

CCS CONCEPTS

«Security and privacy —Intrusion detection systems; «Net-
works — Cyber-physical networks;

KEYWORDS

Smart grid, state estimation, false data injection attack, moving
target defense

ACM Reference format:

Jue Tian, Rui Tan, Xiaohong Guan, and Ting Liu. 2017. Hidden Moving
Target Defense in Smart Grids. In Proceedings of The 2nd Workshop on Cyber-
Physical Security and Resilience in Smart Grids, Pittsburgh, PA USA, April
2017 (CPSR-SG 2017), 6 pages.

DOI: http://dx.doi.org/10.1145/3055386.3055388

“This work was completed while Jue Tian was a visiting student at Nanyang Techno-
logical University.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.

CPSR-SG 2017, Pittsburgh, PA USA

© 2017 ACM. 978-1-4503-4978-9/17/04...$15.00

DOI: http://dx.doi.org/10.1145/3055386.3055388

Rui Tan
Nanyang Technological University
Singapore
tanrui@ntu.edu.sg

Ting Liu
Xi’an Jiaotong University, P.R. China
Cornell University, U.S.
tliu@sei.xjtu.edu.cn

1 INTRODUCTION

As critical infrastructures, power grids must remain stable, safe,
and secure. However, recent security incidents such as the Stuxnet
attack, which tampers with control and sensing data in Iranian
nuclear facilities, have alerted us to a general class of data integrity
attacks called false data injection (FDI). Similar FDI attacks can also
be launched against the state estimation (SE) of power grids while
keeping stealthy to the SE’s bad data detection (BDD) mechanism
[6], if the attacker knows the details of the BDD and can compro-
mise the sensor measurements through hardware intrusion or data
tampering during network transmission. The wrong grid state esti-
mates caused by the stealthy FDI attacks can result in erroneous
controls that endanger grid safety.

Aiming at precluding the FDI attacks against SE, existing studies
have resorted to securing the sensor measurements and adding
more data integrity check mechanisms. In [1], a minimum subset
of sensors and their data links are identified such that securing
them can preclude the FDI attacks. Secure data collection protocols
[9] have also been developed. The bus voltage phases measured
by phasor measurement units (PMUs) can be used to verify the
integrity of the state estimation based on power flow measurements
only [3]. However, providing a high level of security guarantee to
the sensors’ and PMUs’ data is often very costly.

Alternatively, we can invalidate the attacker’s knowledge about
the power system and thus preclude or reveal stealthy FDI attacks.
To this end, recent studies [2, 7, 8] proposed a moving target de-
fense (MTD) approach that actively changes the power system
configuration. In the past decade, adjusting system configuration
to maintain desirable power flows has been studied. The emerg-
ing distributed flexible ac transmission system (D-FACTS) devices,
which can change the transmission line impedance, are promising
for wide deployment due to their decreasing cost and thus enhanc-
ing the system operator’s capability in adjusting the power system
configuration. This increasing capability can foster the adoption of
the proposed MTD approach.

However, existing MTD studies [2, 7, 8] were conducted under a
less adversary setting, in that they ignore the possibility that an alert
attacker can also try to detect the activation of MTD and then cancel
any FDI attack until they obtain the new system configuration
after MTD. Indeed, in this paper, we show that the attacker can
detect the activation of MTD by applying the BDD based on the
original power system configuration to the eavesdropped sensor
measurements. The detection will drive the attacker to launch data
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exfiltration attacks to obtain the new system configuration. In this
sense, existing MTD approaches may not decrease the risk faced
by the power system substantially.

To improve the stealthiness of MTD against the attacker, in
this paper, we propose a hidden MTD approach that maintains
the power flows of the whole grid after MTD. As a result, the
attacker’s BDD based on the original system configuration will
not raise an alarm. The FDI attacks, crafted based on the original
system configuration, will be almost surely caught by the system’s
BDD, and then discarded or redirected to a honeypot for further
analysis. Hence, the hidden MTD approach can induce the attacker
to launch futile attacks and increase their chance of getting exposed.
Specifically, we make the following contributions:

e We analyze the condition to maintain the power flows
unchanged after MTD. We also develop an algorithm to
compute the needed susceptance perturbations to the D-
FACTS-equipped lines.

e We analyze a basic feasibility condition for hidden MTD
when a subset of lines are D-FACTS-equipped. With this
condition, we can assess whether the hidden MTD can be
implemented for a power grid. Thus, it can guide the grid
design and enhancement.

e We conduct simulations based on the IEEE 14-bus system
to compare the hidden MTD with the existing MTD and
evaluate the impact of various realistic factors, including
measurement noises and load changes, on the performance

of the hidden MTD.

Paper organization: Section 2 reviews related works. Section 3
introduces background. Section 4 and 5 present the hidden MTD
and simulation results. Section 6 concludes.

2 RELATED WORK

Recent research has studied the FDI attacks against the SE of power
grids. Liu et al. [6] analyzed the condition for bypassing the BDD of
SE. To detect the stealthy FDI attacks, Bobba et al. [1] proposed to
protect a set of strategically selected sensor measurements such that
no FDI attack vectors satisfying the stealthy condition analyzed in
[6] can be found. Better attack detection algorithms have also been
developed. For instance, Huang et al. [4] used adaptive CUSUM
test to improve detection performance. Liu et al. [5] designed a new
detector based on the separation of nominal and abnormal power
grid states. An alternate approach to the FDI attack detection is to
leverage out-of-band information that is assumed to be intact. For
instance, the analysis in [3] shows that (p + 1) PMUs deployed at
carefully chosen locations in a grid can neutralize a collection of p
irreducible FDI attacks.

MTD, originally proposed to enhance network security, has been
recently applied to increase the barrier for the attacker to launch
stealthy FDI attacks against power grids. Morrow et al. [2, 7] pro-
posed an ex-post MTD approach to detect ongoing FDI attacks.
Specifically, if an attack is present, after applying known perturba-
tions to the system configuration, the observed power flow changes
will be different from the predicted changes. Rahman et al. [8] pro-
posed an ex-ante MTD approach that randomly selects a subset of
transmission lines and randomly perturbs their susceptance, such
that the attacker lacks the knowledge of the system to launch FDI
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Table 1: Summary of notations
Symbol Definition
m number of meter measurements

n number of buses
X system state vector

X estimated system state vector
z measurement vector

H measurement matrix

H;; row vector of H corresponding to line (i, j)
bus susceptance matrix
P bus power injection vector
a FDI attack vector
set of lines
Kp set of D-FACTS-equipped lines
bij susceptance of line (i, j)
blfj line susceptance after MTD
Abjj variation of line susceptance
bg.”’x, b{;?i" bounds of line susceptance modification

H immutable part of H

attacks. However, as discussed in Section 1, the activation of this
ex-ante MTD approach can be detected by the attacker. In contrast,
our hidden MTD is stealthy to the attacker due to the unchanged
power flows.

3 PRELIMINARIES

This section presents the preliminaries including FDI attacks against
SE and our MTD model. Table 1 summarizes the notations used in
this paper. Note that we use a superscript (-)’ (e.g., z’) to modify a
quantity after MTD.

3.1 FDI Attacks against SE

This paper considers the dc power flow model that ignores transmis-
sion line resistance and assumes identical bus voltage magnitude.
Although the dc model is less accurate than the ac model, the dc
power flow analysis is much faster and more robust than the ac
power flow analysis. Under the dc model, the system state, denoted
by x € R” (n is the number of buses), contains the voltage phases
of all the buses. It is determined by bus power injections and the
bus susceptance matrix. Specifically, p = Bx, where p € R" is the
vector of bus power injections, and B € R™*" is the bus suscep-
tance matrix that encompasses both the system topology and the
susceptances of all lines. For a connected power system, the B is
non-singular. Thus, x = B_lp. Moreover, we have

z=Hx +e,

where z € R™ denotes the vector of the active power flow measure-
ments through a total of m monitored lines and m > n; e € R™ is
the vector of measurement noises; H € R™*" is the measurement
matrix with full column rank, i.e., rank(H) = n. Denote by z;; the
measurement of the power flow through the line (i, j) that connects
bus i and j, and by e;; the measurement noise contained in z;;. We
have z;j; = —b;j(x; — xj) + ejj, where b;; is the line susceptance.
Thus, the corresponding row vector of H, denoted by H;j, is given
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by
Hij=(0...0 —bij 0..0 bij 0...0).
—— ——
ith column Jjth column

If the measurement noises are Gaussian, the following estimated
system state gives the minimum mean squared error:
%= HWH) 'H Wz,
where W is a diagonal weight matrix. The BDD of SE detects

existence of corrupted measurements by comparing the following
2-norm weighted estimation residual with a threshold z:

VW (z - ch)]

r =

.
where VW means applying square root operation to each element

of W. Specifically, if r > 7, the corruption is assumed. As the r?
follows a )((Zm_n) distribution, the threshold 7 can be set to be

— 2
T= v X(m—n),a’

which ensures a false alarm rate of (1 — @), where )((zm repre-

—n),a
sents the 100a%-percentile of the X(Zm—n) distribution. The study
[6] showed that, in a stealthy FDI attack, the compromised mea-
surement vector (z + a) will not trigger the BDD if the attack vector
a € R™ satisfies

a = Hc,

where ¢ € R" is an arbitrary vector.

3.2 MTD Model

In general, MTD actively introduces controlled changes to increase
uncertainty and complexity for attackers. This section describes
our MTD model under an adversarial setting. Specifically, the
defender actively perturbs the susceptances of D-FACTS-equipped
transmission lines, aiming at precluding FDI attacks, while the
attacker tries to detect the activation of MTD before launching an
FDI attack. Note that we consider an ex-ante scenario in this paper,
i.e., there are no ongoing FDI attacks on the time of MTD. Note
that, if the MTD is performed frequently, it mostly operates in the
ex-ante scenario considered in this paper.

Defender: If a transmission line (i, j) is equipped with a D-
FACTS device, the defender can actively modify its susceptance
to a target value b;j, where bg.’i” < b;j < bg.’ax, b™i" and bg.’“x
denote the susceptance limits that the D-FACTS device can achieve.
We denote by Kp the set of lines equipped with D-FACTS devices.
Similar to [8], the defender assumes that the attacker has obtained
the original susceptances of all lines and hence they know the
original measurement matrix H, but they do not know the new
susceptance values and the new measurement matrix H’ after MTD.
If the attacker still crafts the attack vector as a = Hc, the defender’s
estimation residual becomes

VW ((z’ +He) - HETWH) "B W@ + Hc))|

.| |
2
where z’ denotes the measurement vector after MTD. As the at-
tacker does not know H’, the above residual is mostly non-zero
and the attack will be detected.
Attacker: Before launching an FDI attack, an alert attacker can
test the eavesdropped sensor measurements using the BDD based
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on the original measurement matrix H that they know. Specifically,
the 2-norm weighted estimation residual computed by the attacker
using the sensor measurements after MTD (i.e., z’), denoted by 7, is
given by

7= [VW (2 - nT wiy T HT W)

‘2 '
Similar to the BDD described in Section 3.1, the attacker claims the
activation of MTD if 7 exceeds a predefined threshold. To avoid
being detected, the attacker should cancel any FDI attack until the
new measurement matrix H’ is obtained.

To simplify the discussion and capture the essence of the problem,
our analysis in this paper assumes that the sensor measurements
are noiseless (i.e., e = 0 and z consists of the actual power flows)
and the loads do not change in a time duration around the activation
of the MTD (which are referred to as steady loads). Given noiseless
measurements, the SE can be simplified as

% =HTH) 'H 2

Thus, the presence of attack is assumed if z # H%. Our simulations
in Section 5 will evaluate the impact of measurement noises and
load changes on the effectiveness of our MTD approach.

4 HIDDEN MTD

In this section, we demonstrate through a case the limitation of the
existing MTD approaches that chooses arbitrary susceptance values.
Then, we propose a new hidden MTD approach that maintains the
power flows and an algorithm to compute the new susceptances of
lines.

4.1 MTD’s Stealthiness to Attacker

An MTD approach is stealthy to the attacker if the sensor measure-
ments after MTD can bypass the BDD computed by the attacker
based on original measurement matrix H. The existing studies
[2, 7, 8] mainly focus on an arbitrary MTD approach, i.e., the set-
points of the D-FACTS devices are arbitrarily chosen for MTD. The
activation of such an arbitrary MTD can be easily detected by the at-
tacker. We now use a 3-bus system shown in Fig. 1 to illustrate. Bus
1is chosen as the reference bus. Each bus is connected with a load.
Two generators are connected to bus 1 and bus 3, respectively. The
original load and generation profile is d; = 50 MW, dy = 170 MW,
d3 = 280 MW, g1 = 182 MW, g3 = 318 MW, where d; denotes the
active load on bus i, and g; denotes the generator’s power output on
bus j. The line susceptance values are b1y = —19.84, bj3 = —17.48,
and by3 = —15.72. Thus,

—19.84 0
H= 0 —17.48|.
15.72  —=15.72

Under the dc model, the system state can be derived as x = ( :8:}3‘1) )

The first row of Table 2 shows the original system state and the
power flow measurements. Note that, in the table, Ab;; denotes the
line susceptance perturbation in an MTD. The result of an arbitrary
MTD approach is given in Case 1 of the table, where only the
susceptance of the line (1, 2) is changed by Abjz = —1.98. As a
result, after the MTD, the estimation residual computed by the
attacker, i.e., 7, is 5.09 and the MTD is not stealthy to the attacker.
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Table 2: Results of several MTD approaches on the 3-bus system.”

Case Kp Abqs Abys Abys 21, 215 Z)s x; x5 i3
Original 0 0 0 -107.26  -24.74 62.74 -3.10 -0.81 0
Case 1 {(1,2)} -1.98 0 0 -110.21  -21.79 59.79 -2.89 -0.71  5.09
Case2 {(1,2),(1,3),(2,3)} -1.04 083 -147 -107.26 -2474 6274 -294 -0.85 0
Case 3 {(1,2),(2,3)} -1.04 0 -1.14  -107.26  -2474 6274  -294 081 0
* Power quantities in MW; line susceptance quantities in p.u.; phase quantities in deg.
bus1 bus3 As B’ is non-singular, we have x”/ = x’. Thus,
7 =H'x'=Hx" =Hx =1z
That is, the line flows remain unchanged. Hence, H’ is a PFI-MTD.
(Necessity) Since H’ is a PFI-MTD, we obtain z = z". From z = Hx
d: ds and z’ = H'x’, x’ satisfies Hx = H'x’. m]
bus?2

d-

Figure 1: 3-bus system.

4.2 Hidden MTD and Its Properties

This section defines the hidden MTD and shows its equivalence to
a power flow invariant MTD (PFI-MTD) approach.

Definition 4.1. Considering noiseless measurements, a hidden
MTD ensures zero estimation residual computed by the attacker,
that is,

7=z —HHTH)HTZ|); = 0.

Definition 4.2. An MTD approach is a PFI-MTD approach if the
power flows remain unchanged after the prescribed changes to the
susceptance of transmission lines are applied.

PRrOPOSITION 4.3. Considering noiseless measurements and steady
loads, an MTD H’ is a PFI-MTD if and only if there exists x” € R",
such that Hx = H'x"'.

Proor. (Sufficiency) Let x’, z’ and B’ denote the system state,
the actual line flows, and the susceptance matrix after MTD that
gives a new measurement matrix H’, respectively. Since the bus
power injections remain unchanged right after the MTD, we have
p = B’x’. By denoting p; and B; the ith elements of p and B,
respectively, we have p; = B;x. Note that the bus power injection
is the sum of power flows through all the outgoing lines, i.e., B; =
v (i,j)ex Hij» where K is the set of all the transmission lines.
From Hx = H’x"’, we have

Bix = H;jx
Vj,(i,j)eK
_ Y
= ), Hix
Vj, (i, /)€K
_n’J’
=B;x".
Thus,
p — BIX// — B/X,.

As H’ is non-singular, if there exists x”” satisfying Hx = H'x"/,
the x”’ is unique and must be the system state after executing MTD
H’. As an example, in Case 2 of Table 2, the MTD is

—20.89 0
H = 0 -16.65|.
17.19 -17.19

There exists x”/ = (:g:gg), such that Hx = H’x”’. Thus, H' is a
PFI-MTD and the system state becomes x”” after MTD. In addition,
this MTD is stealthy to the attacker because 7 = 0 as shown in the
table.

Now, we show that PFI-MTD is equivalent to hidden MTD.

PRrOPOSITION 4.4. Considering noiseless measurements and steady
loads, an MTD is a hidden MTD if and only if it is a PFI-MTD.

Proor. (Sufficiency) For a PFI-MTD H’, z = z’. From z = Hx,
the estimation residual computed by the attacker, i.e.,

F =z’ - HHH)'H 2|,
= |lz - HHTH)'H 7|,
= ||z - Hx|l2
=0.

Thus, H’ is a hidden MTD.
(Necessity) For a hidden MTD H’, we have

F=|z/ -HHTH)H /|| = 0.

Thus, we have z’ = Hx”’, where x”/ € R™. Moreover, from z’ =
H’x’, we have H’x’ = Hx”". Since the bus power injections remain
unchanged right after the MTD, we have p = Bx = B’x’. From

H’x’ = Hx"/, we have
pi = B;X' = Z H;jxl = Z HinH = BiX”.
Vj,(i,j)eK

Vj.(i,j)eK

Thus, p = Bx”” = Bx. As B is non-singular, we have x”’ = x. Thus,
z/ = H'x’ = Hx” = Hx = z, i.e., H' is a PFI-MTD. ]
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4.3 Construction of Hidden MTD

The construction of hidden MTD is to find a H’ that satisfies Hx =
H’x”. This section presents an approach to constructing such a H’
and analyzes a basic feasibility condition of hidden MTD when a
subset of lines are D-FACTS-equipped.

Our approach firstly finds the system state after MTD (i.e., x”’).
Then, since the power flow should remain unchanged, our approach
computes the new line susceptance b; ; using

zijj = _bij(xi - x]) = _bllj(xz” _ x]{’ .

In addition, blfA must be within the susceptance limits, i.e., bg.’i” <
blfj < bg.’“x. We now consider two cases. For a line (i, j), if its power
flow is zero (i.e., =bij(x; — x;) = 0), x; — xj = x}" - x]’.' = 0 and the
new susceptance b; ; can be arbitrarily chosen from [bg.””, bi’;.‘“x ].
If its power flow is non-zero, (xlf ’— xJ’.' ) needs to be non-zero. Thus,

xl'—x]‘
ij o _ e
xi xj

To ensure b™i" < b’ < p™MaX x’’ and x’' must meet
1 ) 1 i J
” ”
bij _ XX bij

min — .y, T pmax’
bij Xi = Xj bl.j

We now summarize the constraints that x” and b] ; need to satisfy

as follows:
7" 7"
bi; x!’ —x! b
j i J ij . .
— < < if x; #xj,(i,j) € K;
min C oy max’ AR >
bij xi=xj by 1
x = x;', if x; =xj,(i,j) € K.
(YR Sl i BT i j) €K
ij = bij if x; #xj,(1,)) €K;

i @
BT < bl < BN, if xi = xj,(0,)) € K.

If some transmission lines are not equipped with D-FACTS de-
vices, the above two constraints may not be satisfied, i.e., a PFI-MTD
may not exist. The condition for the existence of PFI-MTD is given
by the following proposition.

PROPOSITION 4.5. Denote by H the immutable part of H, i.e, H
consists of the H’s rows corresponding to all the lines with no D-FACTS
devices. If each element of z is non-zero, a PFI-MTD exists if and only
if rank(H) < rank(H).

PROOF. (Sufficiency) Suppose Z = HX, where Z consists of the z’s
elements corresponding to the rows in H, andX € R". By denoting
s = rank(H) — rank(H), we have X = x + D1<i<s Wi - uj, where the
vectorsu; € R™,1 < I < s, are a basis of the kernel of Hand w; € R
is arbitrary. Thus, when each element of z is non-zero, there always
exists a group of w;, 1 < I <'s, such that X # x, and X is subject to
the constraint in (1). Thus, we find a PFI-MTD H’ different from
original measurement matrix H.

(Necessity) Suppose rank(H) = rank(H), i.e., H has full column
rank, then x = (ﬁTﬁ)_lﬁTz. If there exists a PFI-MTD H’, we
have z’ = z. Note that H is the immutable part of H, i.e., the
corresponding part in H' is also H. Then, x’ = (HTH)"'H 2. Thus,
we have x” = x. From (2) and each element of z is non-zero, we have
bij = blfj, V(i,j) € K, i.e., H' = H. In other words, the power flow is
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Algorithm 1 Method to compute a PFI-MTD.

Input: z, H,Kp, blf}’i", bg.’“x, for any line (i, )

Output: a PFI-MTD H’
1 x=HTH)H!z
2: construct H from the H’s rows corresponding to all the trans-
mission lines not in Kp

. if rank(ﬁ) == rank(H) then

return null

: end if

. s = rank(H) — rank(H)

: compute u; € R", 1 <[ <, ie, the kernel bases of H

: randomly generate a set of w; € R, 1 < [ < s, such that x”
meets (1), where x” =%+ Y1 ;< W - g

9: compute H’ using x”’ from (2)

10: return H’

® N U oW

1¢ g < A < o < s 4 o
O_Q'H/%_M*’*/Hk
081
0.71 ++@ PFl g=0

i —*— PFl 6=0.1
I ~@ ARB =0

O
N
T

—%=ARB ¢=0.1

Probability of being stealthy
©coooo0o0
P N W (620N}

oF—f——f——f———f————f——f—————————8
01 02 03 04 05 06 07 08 09 1
Magnitude of MTD

Figure 2: PFI-MTD vs. arbitrary MTD (ARB) and impact of
noises.

invariant unless without MTD, which contradicts the assumption
that a PFI-MTD exists. O

In fact, the sufficiency proof of Proposition 4.5 encompasses
a method to construct the PFI-MTD. Algorithm 1 gives the pseu-
docode of this method.

We now use Case 3 in Table 2 to illustrate, where only two lines
of the 3-bus system in Fig. 1 are equipped with D-FACTS devices.
We have H = (0 -17.48). As rank(H) = 1 < rank(H), we have

X=X+w (1 O)T. By setting w1 = 0.16, X meets the constraint in

(1). Thus, x”/ =X = (-2.94 —0.81)T. Then, we can compute the
susceptances using (2). The table gives the corresponding suscep-
tance perturbations. Note that for Case 1 in Table 2, Kp = {(1,2)}
andH = (0, 17-38). As rank(H) = rank(H), there does not exist
PFI-MTD.

5 SIMULATIONS

We conduct simulations using MATPOWER to compare our hidden
MTD with the arbitrary MTD and evaluate the impact of measure-
ment noises and variable loads. The simulations are based on the
IEEE 14-bus system model. We use the probability for MTD to
be stealthy to the attacker and attack detection probability as the
evaluation metrics.
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Figure 3: Impact of variable loads and noises on PFI-MTD.

Fig. 2 shows the probability for MTD to be stealthy to the attacker
under different MTD magnitudes and steady loads. For an MTD
magnitude of ¢, we set bZ.’i” =(1+¢q)-bjjand blf;.’“x =bij/(1 +
q). Note that b;; is negative. In other words, for a larger MTD
magnitude, the line susceptance can be chosen from a larger range,
which requires more line susceptance adjusting capability, however.
The measurement noises are sampled from the normal distribution
N(0, 0'2). For the noiseless case (i.e., o = 0), the PFI-MTD is always
stealthy to the attacker, which is consistent with our analysis. For
the noisy case (i.e., o = 0.1), the PFI-MTD constructed based on an
imperfect system state estimate may not maintain the power flows
exactly. Thus, it may be detected by the attacker (with a probability
of less than 10% as shown in Fig. 2). The arbitrary MTD can be
always detected by the attacker.

Fig. 3 shows the probability for PFI-MTD to be stealthy to the
attacker under different load change magnitudes. For a load change
magnitude g, the load when the attacker tries to detect MTD is ran-
domly selected between 1/(1 + q) and (1 + q) times of the original
load. From the figure, the probability of being stealthy decreases
with the magnitude of load change, because the changed load will
lead to power flow changes, making the MTD detectable by the
attacker. This implies that the PFI-MTD should be performed fre-
quently enough such that the load will not change too much from
the last PFI-MTD. From the figure, a higher noise level leads to
higher MTD’s stealthiness probability. This is because, for a higher
noise level, the BDD should tolerate more deviations between the
measured and estimated power flows to ensure a certain false alarm
rate, which, however, reduces the attacker’s capability in detecting
MTD. The arbitrary MTD can be always detected by the attacker.

Fig. 4 shows the MTD’s attack detection probability under dif-
ferent MTD magnitudes. The magnitude of load change is fixed at
0.1. For the noiseless case, the PFI-MTD and arbitrary MTD can
always detect the attack. For the noisy case, the attack detection
probability drops, which is consistent with intuition. In particu-
lar, PFI-MTD performs worse than the arbitrary MTD when the
MTD magnitude is low. This is because, PFI-MTD needs to satisfy
additional constraints to maintain power flows, which reduces its
detection capability. However, the performance gap between PFI-
MTD and arbitrary MTD diminishes for larger MTD magnitudes.
The result in Fig. 4 suggests that, to implement the hidden MTD for
stealthiness to attacker, more line susceptance adjusting capability
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Figure 4: Attack detection probability of PFI-MTD and arbi-
trary MTD.

is needed to achieve a certain level of attack detection probability,
compared with the arbitrary MTD.

6 CONCLUSION

This paper shows that the activation of the existing arbitrary MTD
against FDI attacks on smart grids can be easily detected by the
attacker. To improve the stealthiness of MTD, we propose a hidden
MTD approach that maintains the power flows and develop an
algorithm to construct the hidden MTD. Simulations show the
effectiveness of the hidden MTD approach under realistic settings.
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