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Abstract—Recent research has proposed a moving target defense (MTD) approach that actively changes transmission line
susceptance to preclude stealthy false data injection (FDI) attacks
against the state estimation of a smart grid. However, existing
studies were often conducted under a weak adversarial setting, in
that they ignore the possibility that alert attackers can also try to
detect the activation of MTD before they launch the FDI attacks.
We call this new threat as Parameter Confirming-First (PCF) FDI.
To improve the stealthiness of MTD, we propose a hidden MTD
approach that cannot be detected by the attackers and prove its
equivalence to an MTD that maintains the power flows of the
whole grid. Moreover, we analyze the completeness of MTD and
show that any hidden MTD is incomplete in that FDI attacks may
bypass the hidden MTD opportunistically. This result suggests
that the stealthiness and completeness are two conflicting goals
in MTD design. Finally, we propose an approach to enhancing
the hidden MTD against a class of highly structured FDI attacks.
We also discuss the MTD’s operational costs under the dc and ac
models. We conduct simulations to show the effectiveness of the
hidden MTD against PCF-FDI attacks under realistic settings.
Index Terms—False data injection attack, moving target defense, smart grid, state estimation.

I. I NTRODUCTION
As critical infrastructures, power grids must remain stable,
safe, and secure. However, recent security incidents such as
Stuxnet have alerted us to a general class of data integrity
attacks called false data injection (FDI). The Stuxnet worm [1]
injected malicious control commands to induce the centrifuges
in Iranian nuclear facilities out of control, and meanwhile
corrupted the system state readings to cover the ongoing faults.
Similar FDI attacks can also be launched against the state
estimation (SE) of power grids while keeping stealthy to the
SE’s bad data detection (BDD) mechanism [2], if the attackers
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know the details of the BDD and can compromise the sensor
measurements through hardware intrusion or data tampering
during network transmission. The wrong grid state estimates
caused by the stealthy FDI attacks can result in erroneous
controls that endanger grid safety.
Aiming at precluding the FDI attacks, existing studies have
resorted to securing the sensor measurements and adding more
data integrity check mechanisms. In [3], [4], a minimum subset
of sensors and their data links are identified such that securing
them can preclude the FDI attacks. Secure data collection
protocols based on in-network data aggregation [5] and enroute filtering [6] have also been developed. The bus voltage
phases measured by phasor measurement units (PMUs) can
be used to verify the integrity of the state estimation based on
power flow measurements only [7]. However, a high security
level of the sensors’ and PMUs’ data is often very costly.
Alternatively, we can invalidate the attackers’ knowledge
about the power system to preclude or reveal stealthy FDI
attacks. To this end, recent studies [8], [9], [10] proposed a
moving target defense (MTD) approach that actively changes
the power system configuration. In the past decade, adjusting
system configuration to maintain desirable power flows has
been studied. The emerging distributed flexible ac transmission
system (D-FACTS) devices, which can change the transmission line impedance, are promising for wide deployment due to
their decreasing cost and thus enhancing the system operator’s
capability in adjusting the power system configuration. This
increasing capability can foster the adoption of the proposed
MTD approach.
However, existing MTD studies [8], [9], [10] were conducted under a weak adversary setting, in that they ignore
the possibility that alert attackers can also try to detect the
activation of MTD before they launch an FDI attack. In this
paper, we show that the attackers can detect the activation of
MTD easily and immediately, by applying the BDD based on
the original power system configuration to the eavesdropped
sensor measurements. The detection will drive the attackers to
stop FDI and invest more resources to launch data exfiltration
attacks that can always obtain the latest system configuration.
In this sense, existing MTD approaches may not decrease the
risk faced by the system substantially. We call this new threat
as Parameter Confirming-First False Data Injection (PCFFDI).
To improve the stealthiness of MTD, in this paper, we
propose a hidden MTD approach that cannot be detected by the
attackers. Specifically, on the activation of the hidden MTD,
the attackers’ BDD based on the original system configuration
will not raise an alarm. The FDI attacks, crafted based on the
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original system configuration, will be mostly caught by the
system’s BDD after MTD, and then discarded or redirected
to a honeypot for further forensic analysis that can help
expose the details of the attackers. Hence, this hidden MTD
approach can induce the attackers to launch futile attacks and
increase their chance of getting exposed. In contrast, with the
existing MTD approach, the forensic analysis is impossible
and the system faces heightened threats since the persistent
attackers will try to defeat the MTD. Thus, under a highly
adversary setting, making the defense stealthy to the attackers
is generally beneficial to the defenders in the attack-defense
race, just like the attackers also try to make their attacks
stealthy to the defenders.
In addition to stealthiness, we also analyze the completeness
of MTD to show that the attackers may construct an FDI
attack to bypass the BDD after the MTD without the new
system configuration. Though this bypassing is opportunistic,
it is important to study a desirable complete MTD approach
that can preclude any possible bypassing and understand
the relationship between stealthiness and completeness. For
instance, an interesting question to ask is: Can we design an
MTD approach that is hidden and complete simultaneously?
In this paper, we make the following contributions to
understand the stealthiness and completeness of MTD:
•

•

•

•

We study PCF-FDI and propose hidden MTD to address
PCF-FDI. We prove that a necessary and sufficient condition for hidden MTD is that the power flows of the whole
grid are maintained after MTD. Based on this result, we
develop algorithms to compute the needed parameter perturbations to the D-FACTS-equipped transmission lines
under both the dc and ac power flow models. Under
the dc model, we analyze a basic feasibility condition
for hidden MTD when a subset of lines are D-FACTSequipped. With this condition, we can assess whether the
hidden MTD can be implemented for a power grid. Thus,
it can guide the grid design and enhancement.
We define the completeness of MTD and enhance the
hidden MTD to address a class of highly structured FDI
attacks. Specifically, our analysis shows that real-world
power grids generally do not provide sufficient transmission lines needed for realizing complete MTD. We
further show that any hidden MTD must be incomplete,
suggesting that the stealthiness and completeness are two
conflicting goals in MTD design. Moreover, we analyze a
class of FDI attacks against incomplete MTD and propose
an enhanced MTD approach that precludes these attacks
by strategically deploying D-FACTS devices. Since the
complete MTD is generally not realizable, the enhanced
hidden MTD is desired in practice.
Since the MTD may change the total generation and the
generation dispatch, we analyze MTD’s operational costs
in terms of the generation cost change both under the dc
and ac models.
We conduct simulations based on the IEEE 14-bus system
to compare the stealthiness and completeness of hidden
MTD with existing MTD approaches.

The rest of this paper is organized as follows. Section

II discusses the background by reviewing existing failure
scenarios and overviews the proposed approach. Section III
presents preliminaries and related work. Section IV states our
research problems. Section V presents the hidden MTD approach. Section VI analyzes the MTD’s completeness. Section
VII analyzes MTD’s operational cost. Section VIII presents
simulation results. Section IX discusses the system settings,
attack identification and mitigation. Section X concludes.
II. BACKGROUND
In this section, we review the US National Electric Sector
Cybersecurity Organization Resource (NESCOR) failure scenarios and recent security incidents to motivate the threats
considered in this paper. Then, we overview the proposed
approach and its effects on a networked power system.
A. Failure Scenarios in Smart Grids
To foster energy sector cybersecurity research, the NESCOR
Team 1 has summarized the cybersecurity failure scenarios
based on more than 100 cybersecurity incidents in 9 domains
of the smart grids that have generated negative impacts [11].
The NESCOR failure scenarios show the security risks of the
smart devices (e.g., phasor measurement unit (PMU) and smart
meters) in the wide area. Here are several relevant instances
from NESCOR:
• The control signals to the smart devices may be altered
or injected into malicious messages through a spoofing
attack (from WAMPAC.2 in [11]);
• The sensor measurements may be modified or stolen
due to a backdoor or malware (from WAMPAC.4 and
WAMPAC.8);
• The historical measurement data in the database may be
stolen, corrupted or deleted (from WAMPAC.7).
These security risks are derived from and have been repeatedly
alerted by the cybersecurity incidents in cyber-physical systems. The cyber-attacks against supervisory control and data
acquisition (SCADA) systems have doubled since 2013 and
mostly target the power plants, factories, or refineries [12].
The Stuxnet worm (2011) [1] and BlackEnergy trojan (2016)
[13] injected malicious control commands and/or sensor data
into industrial control systems and caused physical damages to
the nuclear facilities and a power plant, respectively. Similar
attacks also subverted the safe operations of Polish trains and
city tram system (2008) [14], and Illinois water utility (2011)
[15], etc. In addition, various malwares (e.g., the Night Dragon
(2011) [16], Duqu (2011) [17], Flame (2012) [18], Dragonfly
(2014) [19]) started the attacks by first obtaining privileged
accesses into the industrial control systems and then exfiltrated
or gathered the sensitive information about the systems.
The FDI threat considered in this paper is aligned with the
NESCOR security risks. The FDI attack injects false sensor
measurements that are crafted based on a measurement matrix
used in power grid state estimation. First, the false sensor
measurement injection is an important security risk considered
by NESCOR/WAMPAC.4 and WAMPAC.8. Second, recent
studies showed that the measurement matrix can be estimated
by a blind FDI approach [20] or topology leaking attacks [21]
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TABLE I
S UMMARY OF NOTATIONS
Symbol
n
x
z
Hij
B
a
KD
KC
b0ij
qm
σ
{·}0
T
η
C1
bmin
ij

Definition

system state dimension
system state vector
measurement vector
H’s row about line (i, j)
bus susceptance matrix
FDI attack vector
set of D-FACTS-equipped lines
critical set
line susceptance after MTD
MTD’s perturbation magnitude
system noise deviation
quantity after MTD H0
MTD’s execution cycle
threshold of BDD
generation cost after MTD and
convergence of frequency
controls
lower bound of susceptance
modification

Symbol

Definition

m
number of lines
x̂
estimated system state vector
H
measurement matrix
e
H
immutable part of H
p
bus power injection vector
K
set of lines
KA
set of compromised lines
bij
susceptance of line (i, j)
∆bij variation of line susceptance
qd
load’s variation magnitude
d
magnitude of attack
0∗
{·}
SCOPF point after MTD
Ta
model learning time
C0
generation cost under SCOPF
C2
generation cost after MTD and
generation redispatch
bmax
ij

upper bound of susceptance
modification

based on a certain amount of historical sensor data. Moreover,
as the measurement matrix is a static information in the traditional power grids, from NESCOR/WAMPAC.2, WAMPAC.4,
WAMPAC.8 and WAMPAC.7, the attackers may obtain the
measurement matrix and launch the stealthy FDI attacks. Thus,
the stealthy FDI attack is an important security concern.
B. Overview of the Enhanced Hidden MTD Approach
This paper proposes an enhanced hidden MTD approach for
enhancing smart grid cybersecurity. We now overview how the
proposed approach can be deployed in real systems and the
relevant requirements. First, the system operators will need
to deploy D-FACTS devices on the appropriately selected
lines. The selection of the lines will be discussed in detail
in Section VI-B. Then, a software program implementing our
proposed algorithm will run in the control center to compute
the parameter settings of all the D-FACTS devices based on the
deployment, the parameter boundaries of D-FACTS devices,
and the current sensor measurements to achieve the enhanced
hidden MTD. Once the proposed approach is implemented,
the power system can defend against the attackers who can
launch the FDI attacks to bypass the BDD as studied in [2]
and also try to detect the activation of the arbitrary MTD
approach proposed in [10]. As a result, the implementation of
our approach will provide enhanced protection for the smart
grid.
III. P RELIMINARIES AND RELATED WORK
A. FDI Attacks against SE
Table I summarizes the notations used in this paper. We use
a boldface letter (e.g., H) to denote a matrix or a vector.
This paper mainly considers the dc power flow model that
ignores transmission line resistance and assumes identical bus
voltage magnitude. We note that, under the ac model, the
system state consists of the voltage phasors (i.e., voltage
magnitude and voltage phase) of all the buses. Under the dc
model, due to the simplification of assuming identical bus
voltage magnitude, the system state consists of all buses’

voltage phases only. Although the dc model is less accurate
than the ac model, the dc power flow analysis is faster and
more robust than the ac power flow analysis. Section V-C
extends our analysis to address the ac model. The SE is
executed periodically, e.g., every five minutes. In this paper,
this time period is referred to as SE period. Under the dc
model, in the tth SE period, the system state, denoted by
xt ∈ Rn (n is the number of buses), contains the voltage
phases of all the buses. It is determined by the bus power
injections and bus susceptance matrix. Specifically, pt = Bxt ,
where pt ∈ Rn is the vector of bus power injections, and
B ∈ Rn×n is the bus susceptance matrix that encompasses
both the system topology and the susceptances of all lines.
For a connected power system, the B is non-singular. Thus,
xt = B−1 pt . Moreover, zt = Hxt + et , where zt ∈ Rm
denotes the vector of the active power flow measurements
through a total of m monitored lines and m ≥ n; et ∈ Rm
is the vector of measurement noises; H ∈ Rm×n is the
measurement matrix with full column rank, i.e., rank(H) = n.
Denote by zt,ij the measurement of the power flow through the
line (i, j) that connects bus i and j, by et,ij the measurement
noise contained in zt,ij , and by xt,i the element in xt that
corresponds to bus i. We have zt,ij = −bij (xt,i − xt,j ) + et,ij ,
where bij is the line susceptance. Thus, the corresponding row
vector of H, denoted by Hij , is given by [4]


0 ... 0
bij
0 ... 0 .
Hij = 0 ... 0
−bij
|{z}
|{z}
ith column

jth column

If the measurement noises are independent and identically distributed Gaussians, the estimated system state x̂t =
(HT H)−1 HT zt gives the minimum mean squared error. The
BDD of SE detects existence of corrupted measurements by
comparing the 2-norm estimation residual rt = kzt − Hx̂t k2
with a threshold η. Specifically, if rt > η, BDD yields a
positive detection result. If the measurement noises follow the
normal
distribution N (0, σ 2 ), the threshold η can be set to be
q
2
σ χ(m−n),α to ensure a false alarm rate of (1 − α), where
χ2(m−n),α represents the 100α%-percentile of the χ2(m−n)
distribution, since the (r/σ)2 follows a χ2(m−n) distribution.
In this paper, we set α = 0.95. The study [2] showed that, in
a stealthy FDI attack, the compromised measurement vector
(zt + at ) will not trigger the BDD if the attack vector at
satisfies at = Hc, where c ∈ Rn is an arbitrary vector. In
other words, at ∈ col(H), where col(·) represents the column
space of a matrix.
To simplify the discussions, in the analysis of this paper, we
assume that the sensor measurements are noiseless (i.e., e = 0
and z consists of the actual power flows). In this case, the
threshold η can be set to be 0, which ensures a zero false alarm
rate. We will discuss the impact of the measurement noises
on our analysis when applicable. Moreover, our simulations
in Section VIII will evaluate the impact of the measurement
noises on the effectiveness of our MTD approach.
B. MTD Model
In general, MTD actively introduces controlled changes to
a system to increase uncertainty and complexity for attackers.
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In this paper, the defender actively perturbs the reactance of
D-FACTS-equipped transmission lines, aiming at precluding
FDI attacks. For simplicity of exposition, we adopt the line
susceptance instead of reactance. We note that the product
of a line’s susceptance and reactance is −1 under the dc
model. Specifically, if a transmission line (i, j) is equipped
with a D-FACTS device, the defender can actively modify its
susceptance to a target value bt,ij , where bmin
≤ bt,ij ≤ bmax
ij
ij ,
min
max
bij and bij
denote the susceptance limits that the DFACTS device can achieve. As a result, the measurement
matrix H becomes time-varying. We re-denote it by Ht . We
assume that the attackers need at least Ta SE periods to
obtain the susceptance values through data exfiltration attacks.
Specifically, in the tth SE period, the attackers can obtain Hν
only, where ν ≤ t − Ta . To ensure that the attackers always
lack timely knowledge of the current system, the defender
should execute MTD every T SE periods, where T ≤ Ta . As a
result, the MTD operates in an ex-ante mode, i.e., there are no
ongoing FDI attacks on the time of MTD. If the attacker injects
an attack vector that is crafted based on Hν as at = Hν c, the
defender’s estimation residual is
rt = (zt +Hν c)−Ht (HTt Ht )−1 HTt (zt +Hν c)

2

.

When m = n, Ht (HTt Ht )−1 HTt = Im and the above residual
is zero, where Im ∈ Rm×m denotes the identity matrix. When
m > n, Ht (HTt Ht )−1 HTt is generally not Im , and
 according
to Theorem 3.2 in [2], Im − Ht (HTt Ht )−1 HTt at = 0 if
and only if at ∈ col(Ht ). As m > n in actual power grids
and Hν 6= Ht , the above residual is mostly non-zero and the
attack will be detected.
In the analysis of this paper, we assume that the loads do
not change in a time duration around the activation of the
MTD. This assumption is referred to as steady loads. We will
discuss and evaluate through simulations the impact of this
simplification on the effectiveness of our MTD approach.
C. Related Work
Recent research has studied the FDI attacks against the
SE of power grids. Liu et al. [2] analyzed the condition for
bypassing the BDD of SE to mislead the control center into an
incorrect system state estimation. In consideration of several
practical constraints, Yuan et al. [22] considered an FDI-based
load redistribution (LR) attack. Both the general FDI attack
and the LR attack can be launched based on complete or
incomplete information obtained by the attackers [23], [24]. In
addition, FDI attacks for different malicious objectives have
been studied, including maximizing the system operational
cost [22], obtaining profits from financial misconducts in
electricity markets [25], [26], and inducing economic dispatch into an infeasible region [27]. Hug and Giampapa [28]
introduced a physical-property-based analytical technique to
assess the vulnerability of ac SE under the FDI attacks at the
remote terminal unit (RTU) level. Wang et al. [29] analyzed
the feasibility of launching the alter-and-hide (AaH) attack,
which is a stealthy hybrid attack consisting of behavioral
and cyber attacks, from the attackers’ capabilities and the
attack execution plan in the substations. Ginter [30] thoroughly

discussed the security, cyber attacks and the defense failures
in SCADA, and used Stuxnet as a case study to illustrate these
issues.
To detect the stealthy FDI attacks, Bobba et al. [3] proposed
to protect a set of strategically selected sensor measurements
such that no FDI attack vectors satisfying the stealthy condition analyzed in [2] can be found. Better attack detection
algorithms have also been developed. For instance, Huang
et al. [31] used adaptive CUSUM test to improve detection
performance. Liu et al. [32] designed a new detector based on
the separation of nominal and abnormal power grid states. Liu
et al. [33] used a colored Petri net describing the information
flows in smart meters to detect FDI attacks in advanced
metering infrastructures. An alternate approach to the FDI
attack detection is to leverage out-of-band information that is
assumed to be intact. For instance, the analysis in [7] shows
that (p + 1) PMUs deployed at carefully chosen locations in
a grid can neutralize a collection of p irreducible FDI attacks.
Besides, several detection methods are derived from the data
correlation between multiple SE periods. Gu et al. [34] used
history data to track the dynamics of measurement variations.
Ashok et al. [35] used the predicted data for FDI attack
detection.
MTD approaches of mutating hosts’ IP addresses can enhance network security [36]. The MTD concept has been
recently applied to increase the barrier for the attackers to
launch stealthy FDI attacks against power grids. Morrow et
al. [8], [9] proposed an ex-post MTD approach to detect
ongoing FDI attacks. Specifically, if an attack is present, after
applying known perturbations to the system configuration,
the observed power flow changes will be different from the
predicted changes. Rahman et al. [10] proposed an ex-ante
MTD approach that randomly selects a subset of transmission
lines and randomly perturbs their susceptance, as well as
randomly select a subset of sensor measurements for SE, such
that the attackers lack the knowledge of the system to launch
FDI attacks. However, as discussed in Section I, the activation
of this ex-ante MTD approach can be detected by the attackers.
In contrast, as an ex-ante MTD approach, our hidden MTD is
stealthy to the attackers due to the unchanged power flows.
Our preliminary work [37] has described the hidden MTD
under the dc model and its construction algorithm. Based on
[37], we make four new contributions in this paper. First, we
extend the hidden MTD construction algorithm to address the
ac model. Second, we study and evaluate the completeness of
MTD in terms of attack space. Third, we analyze a class of
structured FDI attacks against incomplete MTD and enhance
hidden MTD by strategically deploying the D-FACTS devices.
Fourth, we analyze MTD’s operational cost both under the dc
and ac models.
In addition to the FDI attacks against SE, various intelligent
attacks against power systems have been studied. For instance,
Kim and Tong [4] proposed the topology attacks against the
generalized SE to mislead the control center into an incorrect
network topology understanding. Wang et al. [29] proposed the
AaH attack, which executes disruptive switching actions and
tampers with the actual measurements to cover the malicious
switching actions. Liu et al. [38] developed the coordinated
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switching attacks to cause frequency and voltage instabilities
in the transmission systems. The MTD can be applied to
enhance the system resilience against these attacks, if the
stealthiness of the attacks is based on the assumption of unchanged system parameters. For example, for the AaH attack
implemented based on the replay attack against the distributed
network protocol (DNP) [29], the replayed measurements may
be diagnosed as normal when the measurement matrix is fixed,
but can be detected by MTD, since the replayed measurements
are inconsistent with the new measurement matrix.
IV. P ROBLEM S TATEMENT
In this section, we introduce the threat model and state the
problems addressed in this paper with a motivating example.
A. Threat Model
We assume that the attackers have the following capabilities:
• Capability 1: The attackers can eavesdrop on the measurements of the sensors on all the lines.
• Capability 2: As discussed in Section II-A and III-B,
the attackers may obtain the susceptance values of all
the lines through data exfiltration attacks. The minimum
required time to obtain the susceptances is Ta SE periods.
Thus, if the MTD’s execution cycle T ≤ Ta , the attackers
always lack timely knowledge of the current system.
• Capability 3: The attackers can tamper with a subset of
or all the sensor measurements.
Moreover, we assume that the attackers adopt the following
strategy. The attackers verify their information about the target
power system before they inject false data. They launch the
FDI attack only when the verification succeeds; otherwise,
they should cancel any FDI attack. Thus, we name the threat
considered in this paper as Parameter Confirming-First False
Data Injection (PCF-FDI). Specifically, the attackers test the
eavesdropped sensor measurements using the BDD based on
the possibly out-of-date measurement matrix Hν . The 2-norm
estimation residual computed by the attackers using the sensor
measurements in the tth time period, denoted by r̄t , is
r̄t = zt − Hν (HTν Hν )−1 HTν zt

2

.

Similar to the BDD described in Section III-A, when m > n
and zt ∈
/ col(Hν ), the above residual is mostly non-zero. The
attackers would detect the activation of MTD if the residual
exceeds a predefined threshold.
We now discuss the Capability 1 and 3 of the attackers. All
traditional power systems adopt a centralized control theme.
Specifically, all the sensor measurements are transmitted to
a control center for system monitoring. If the attackers can
eavesdrop on the data flows through several critical routers
close to the control center or directly eavesdrop on the data
flows in the control center (which is not impossible as evidenced in the recent high-profile intrusions such as Stuxnet),
they can get read access to all the power flow measurements.
We note that with this assumption, as shown in Section IV-B,
the attackers can detect the activation of the arbitrary MTD.
As the focus of this paper is to develop a defense approach, it
is beneficial to assume a strong adversary model (i.e., assume

the attackers can have read access to all measurements). The
defense based on this strong adversary model will be also
effective to the weaker attackers who can obtain a subset of
the measurements only. With Capability 3, the attackers can
launch the FDI attacks. We note that the Capability 1 and
3 are aligned with NESCOR/WAMPAC.2, WAMPAC.4 and
WAMPAC.8.
We now discuss the Capability 2 of the attackers. The
analysis in the rest of this paper focuses on the SE period
when MTD is activated. For conciseness, we use H to denote
the original measurement matrix before the MTD, and H0 to
denote the new measurement matrix after the MTD. From
the discussions in Section II-A on NESCOR/WAMPAC.7 and
recent studies [20], [21], it is possible for the attackers to
obtain the measurement matrix H. However, obtaining the
matrix takes time. In this paper, we assume that the minimum
time for obtaining the matrix is Ta SE periods. The typical
values of Ta will be discussed in detail in Section IX-A. Thus,
if MTD’s execution cycle is smaller than Ta , the attackers
cannot obtain the H0 that is in use in the current MTD cycle.
In this paper, we also use the prime symbol (0 ) to modify the
quantities after the MTD.
B. Problem Statement
Existing studies [8], [9], [10] mainly focus on an arbitrary
MTD approach, i.e., the setpoints of the D-FACTS devices are
arbitrarily chosen for MTD. The activation of such an arbitrary
MTD would be easily detected by PCF-FDI attackers.
We illustrate PCF-FDI with an example based on a 3-bus
system shown in Fig. 1. Bus 1 is chosen as the reference
bus. Each bus is connected with a load. Two generators are
connected to bus 1 and bus 3, respectively. The original load
and generation profile is pd1 = 50 MW, pd2 = 170 MW,
pd3 = 280 MW, pg1 = 182 MW, pg3 = 318 MW, where
pdi denotes the active load on bus i, and pgj denotes the
generator’s power output on bus j. The line susceptance values
are b12h= −19.84, b13
i = −17.48, and b23 = −15.72. Thus,
−19.84
0
0
−17.48 . The system state can be derived as
H =
15.72 −15.72

x = [−3.10 −0.81]T . The first row of Table II shows the
original system state and the power flow measurements. In
the table, ∆bij denotes the line susceptance perturbations in
an MTD; KD represents the set of lines equipped with DFACTS devices. The result of an arbitrary MTD approach is
given in Case 1 of the table, where only the susceptance of
the line (1, 2) is changed by ∆b12 = −1.98. After the MTD,
the estimation residual computed by the attackers, i.e., r̄, is
5.1. Thus, the MTD is not stealthy to PCF-FDI attackers.
To push the state of the art in MTD design, we study the
following two problems in this paper:
Stealthiness of MTD: How to schedule the new setpoints of DFACTS devices such that the activation of the MTD cannot be
detected by PCF-FDI attackers? Such MTD is called hidden
MTD and is studied in Section V.
Completeness of MTD: Whether hidden MTD can detect all
possible FDI attacks? If not, how to enhance the hidden MTD
to detect certain types of highly structured attacks that bypass
hidden MTD? This is the subject of Section VI.

6

bus1

TABLE II
R ESULTS OF SEVERAL MTD APPROACHES ON THE 3- BUS SYSTEM .

bus3

G1

G3

bus2
Fig. 1. 3-bus system.

Case
Original
Case 1
Case 2
Case 3

KD

∆b12

{(1, 2)}
{(1, 2), (1, 3), (2, 3)}
{(1, 2), (2, 3)}

-1.98
-1.04
-1.04

∆b13
0
0.83
0

∆b23

0
z12

0
z13

0
z23

x02

x03

r̄

0
-1.47
-1.14

-107.26
-110.21
-107.26
-107.26

-24.74
-21.79
-24.74
-24.74

62.74
59.79
62.74
62.74

-3.10
-2.89
-2.94
-2.94

-0.81
-0.71
-0.85
-0.81

0
5.1
0
0

*Power quantifies in MW; line susceptance quantifies in p.u.; phase quantifies in deg.

V. H IDDEN MTD
In this section, we propose the hidden MTD to defend
against PCF-FDI, and present the properties and construction
algorithm of hidden MTD under the dc model. Moreover, the
construction algorithm is extended to address the ac model.
A. Hidden MTD and Its Properties
This section defines the hidden MTD and shows its equivalence to a power flow invariant MTD (PFI-MTD) approach.
Definition 1. A hidden MTD ensures zero BDD residual computed by the attackers, i.e., r̄ = kz0 −H(HT H)−1 HT z0 k2 = 0.
Definition 2. A PFI-MTD approach maintains the power
flows unchanged after the prescribed changes to the electrical
characteristics of transmission lines are applied.
Lemma 1. An MTD H0 is a PFI-MTD if and only if there
exists x00 ∈ Rn , such that Hx = H0 x00 .
Proof. (Sufficiency) Let x0 , z0 and B0 denote the system state,
the actual line flows, and the susceptance matrix after MTD
that gives a new measurement matrix H0 , respectively. Note
that the x00 is defined as an arbitrary vector that satisfies Hx =
H0 x00 . Thus, its definition is different from that of x0 . Now,
we prove x00 = x0 .
As loads do not change in a time duration around the
activation of the MTD (see Section III-B), the generators’
power outputs do not change as well given the already established balance between generation and load. (A more detailed
explanation from a perspective of frequency control is given in
Remark 1 after this proof.) Thus, the power injection of each
bus, which is the difference between the load’s power draw and
the generator’s output at the bus, remains unchanged. Hence,
we have p = B0 x0 . By denoting pi and Bi the ith elements
of p and B, respectively, we have pi = Bi x. Note that the
bus power injection is the sum
P of power flows through all the
outgoing lines, i.e., Bi = ∀j,(i,j)∈K Hij , where K is the
set of all P
the transmission lines.PFrom Hx = H0 x00 , we have
0
00
Bi x =
= B0i x00 .
∀j,(i,j)∈K Hij x =
∀j,(i,j)∈K Hij x
Thus, p = B0 x00 = B0 x0 . As B0 is non-singular, we have
x00 = x0 . Thus, z0 = H0 x0 = H0 x00 = Hx = z, i.e., the line
flows remain unchanged. Hence, H0 is a PFI-MTD.
(Necessity) Since H0 is a PFI-MTD, we obtain z = z0 . From
z = Hx and z0 = H0 x0 , x0 satisfies Hx = H0 x0 .
Remark 1. As assumed in Section III-B, the loads are steady
around the activation of MTD. Each generator’s output is automatically adjusted by the primary and secondary frequency
controls. Since the loads are steady, the total generation is

equal to the total load and the frequency is at the nominal
value. Under the dc model, the line loss is always zero.
Therefore, after MTD, the balance between generation and
load remains and the frequency is still at the nominal value.
Thus, each generator’s output will not be adjusted and the bus
power injections remain unchanged.
As H0 is non-singular, if there exists x00 satisfying Hx =
H x , the x00 is unique and must be the system state after
executing MTD hH0 . As an example,
in Case 2 of Table II, the
i


−20.89
0
0
0
−16.65 . There exists x00 = −2.94
MTD is H =
−0.85 ,
17.19 −17.19
such that Hx = H0 x00 . Thus, H0 is a PFI-MTD and the system
state becomes x00 after MTD. In addition, this MTD is stealthy
to the attackers because r̄ = 0 as shown in the table.
Now, we show that PFI-MTD is equivalent to hidden MTD.
0 00

Proposition 1. An MTD is a hidden MTD if and only if it is
a PFI-MTD.
Proof. (Sufficiency) For a PFI-MTD H0 , z = z0 . From z =
Hx, the estimation residual computed by the attackers, i.e.,
r̄ = kz0 − H(HT H)−1 HT z0 k2 = kz − H(HT H)−1 HT zk2 =
kz − Hxk2 = 0. Thus, H0 is a hidden MTD.
(Necessity) For a hidden MTD H0 , r̄ = kz0 −
H(HT H)−1 HT z0 k2 = 0. Thus, we have z0 = Hx00 , where
x00 ∈ Rn . Moreover, from z0 = H0 x0 , we have H0 x0 =
Hx00 . Since the bus power injections remain unchanged
right after the MTD, we have p = P
Bx = B0 x0 . From
0 0
00
0 0
H
H0ij x0 =
P x = Hx , we00 have pi00 = Bi x = ∀j,(i,j)∈K
00
∀j,(i,j)∈K Hij x = Bi x . Thus, p = Bx = Bx. As B is
non-singular, we have x00 = x. Thus, z0 = H0 x0 = Hx00 =
Hx = z, i.e., H0 is a PFI-MTD.
B. Construction of Hidden MTD
From Lemma 1 and Proposition 1, the construction of
hidden MTD is to find an H0 that satisfies Hx = H0 x00 . This
section presents an approach to constructing such an H0 and
analyzes a basic feasibility condition of hidden MTD when a
subset of lines are D-FACTS-equipped.
Our approach firstly defines the system state after MTD
(i.e., x00 ) and then computes the new line susceptance b0ij using
zij = −bij (xi − xj ) = −b0ij (x00i − x00j ) since the power flow
should remain unchanged. In addition, b0ij must be within the
susceptance limits, i.e., bmin
≤ b0ij ≤ bmax
ij
ij . We now consider
two cases. For a line (i, j), if its power flow is zero (i.e.,
−bij (xi − xj ) = 0), xi − xj = x00i − x00j = 0 and the new
max
susceptance b0ij can be arbitrarily chosen from [bmin
ij , bij ].
If its power flow is non-zero, (x00i − x00j ) needs to be non-zero.
x −x
00
≤ b0ij ≤ bmax
Thus, b0ij = bij x00i −xj00 . To ensure bmin
ij
ij , xi and
i

j
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b

x00 −x00

b

ij
ij
x00j must meet bmin
≤ xii −xjj ≤ bmax
. We now summarize
ij
ij
00
0
the constraints that x and bij need to satisfy as follows:

00
00

 bij ≤ xi − xj ≤ bij , if x 6= x , (i, j) ∈ K;
i
j
xi − xj
bmax
bmin
(1)
ij
ij

 00
xi = x00j ,
if xi = xj , (i, j) ∈ K.

b0ij = bij xi − xj ,
if xi 6= xj , (i, j) ∈ K;
x00i − x00j
(2)
 min
bij ≤ b0ij ≤ bmax
,
if
x
=
x
,
(i,
j)
∈
K.
i
j
ij

If some transmission lines are not equipped with D-FACTS
devices, the above two constraints may not be satisfied, i.e.,
a PFI-MTD may not exist. The condition for the existence of
PFI-MTD is given by the following proposition.
e the immutable part of H, i.e., H
e
Proposition 2. Denote by H
consists of the H’s rows corresponding to all the lines with
no D-FACTS devices. If each element of z is non-zero, a PFIe < rank(H).
MTD exists if and only if rank(H)
e x, where e
Proof. (Sufficiency) Suppose e
z = He
z consists of the
e and x
e ∈ Rn .
z’s elements corresponding to the rows in H,
e
e = x+
By
have x
P denoting s = rank(H) − rank(H), we
n
1≤l≤s wl · ul , where the vectors ul ∈ R , 1 ≤ l ≤ s, are a
e and wl ∈ R is arbitrary. Thus, when
basis of the kernel of H
each element of z is non-zero, there always exists a group
e 6= x, and x
e is subject to the
of wl , 1 ≤ l ≤ s, such that x
constraint in (1). Thus, we find a PFI-MTD H0 different from
original measurement matrix H.
e = rank(H), i.e., H
e has full
(Necessity) Suppose rank(H)
T e −1 e T e
e
column rank, then x = (H H) H z. If there exists a PFIMTD H0 , we have z0 = z. Then, e
z0 = e
z, where e
z0 consists
0
of z ’s elements corresponding to the elements in e
z. Note that
e is the immutable part of H, i.e., the corresponding part in
H
e Then, x0 = (H
e T H)
e −1 H
eTe
z0 . Thus, we have
H0 is also H.
0
x = x. From (2) and each element of z is non-zero, we have
bij = b0ij , ∀(i, j) ∈ K, i.e., H0 = H. In other words, the power
flow is invariant unless without MTD, which contradicts the
assumption that a PFI-MTD exists.
In fact, the sufficiency proof of Proposition 2 encompasses
a method to construct the PFI-MTD. Algorithm 1 gives the
pseudocode of this method.
We now use Case 3 in Table II to illustrate, where only two
lines of the 3-bus system in Fig. 1 are equipped with D-FACTS
e = 0 −17.48 . As rank(H)
e = 1 <
devices. We have H
 T
e = x+w1 1 0 . By setting w1 = 0.16, x
e
rank(H), we have x

T
00
e = −2.94 −0.81 .
meets the constraint in (1). Thus, x = x
Then, we can compute the susceptances using (2). The table
gives the corresponding susceptance perturbations.
that
 0 Note

−17.48
e =
for Case 1 in Table II, KD = {(1, 2)} and H
15.72 −15.72 .
e = rank(H), there does not exist a PFI-MTD.
As rank(H)
We now discuss the impact of noisy measurements and
load changes on the construction of hidden MTD. When the
measurements are noiseless, the x̂ obtained from Line 1 of
Algorithm 1 is exactly the actual state x, i.e., x̂ = x. In this
case, the MTD constructed by Algorithm 1 ensures invariant
power flows and is thus hidden. When the measurements

Algorithm 1 Method to compute a PFI-MTD.
max , for any line (i, j)
Input: z, H, KD , bmin
ij , bij
Output: a PFI-MTD H0
1: x̂ = (HT H)−1 HT z
e from the H’s rows corresponding to all the transmission
2: construct H
lines not in KD
e == rank(H) then
3: if rank(H)
4:
return null
5: end if
e
6: s = rank(H) − rank(H)
e
7: compute ul ∈ Rn , 1 ≤ l ≤ s, i.e., the kernel bases of H
8: randomly generateP
a set of wl ∈ R, 1 ≤ l ≤ s, such that x00 meets (1),
where x00 = x̂ + 1≤l≤r wl · ul
9: compute H0 using x00 from (2)
10: return H0

contain noises, x̂ given by Line 1 will be slightly different
from x. As a result, the MTD constructed by Algorithm 1
may lead to small changes of power flows. Thus, the MTD
may not be stealthy, depending on the non-zero BDD threshold
chosen by the attackers to reduce the false alarm rate. Thus,
the attackers also face a trade-off between the false negative
and positive rates in choosing the threshold. The impact of
the load changes is similar to that of measurement noises.
In Section VIII-A, we will evaluate their impacts through
simulations.
C. Hidden MTD under Ac Model
This section presents the approach to constructing hidden
MTD under the ac model that captures both the line loss and
reactive power flows. The measurement vector z consists of
the active and reactive power flows measured at the two ends
of each line. The system state consists of voltage magnitudes
(denoted by v) and voltage phases (denoted by θ). We adopt a
branch model [39] illustrated in Fig. 2, which simultaneously
captures the electrical characteristics of a transmission line and
a transformer. Specifically, the transmission line is modeled as
a standard π line with series admittance gij + jbij and total
1
charging susceptance yij . We note that gij + jbij = rij +jX
,
ij
for all (i, j) ∈ K, where rij + jXij denotes the impedance of
the line (i, j). The transformer with a tap ratio magnitude of
τij is located at the from end of the branch. Under the above
branch model, the network power flows are given by z =
h(v, θ, r, X , y, τ ), where r, X , y and τ represent the vectors
of line resistance, line reactance, total charging susceptance,
and tap ratio, respectively. Specifically,
1 2
1
vi vj bij sinθij − τ1ij vi vj gij cosθij ,
2 vi gij − τ
τij
ij
pji = vj2 gij + τ1ij vi vj bij sinθij − τ1ij vi vj gij cosθij ,
qij = − τ12 vi2 (bij +yij )+ τ1ij vi vj bij cosθij − τ1ij vi vj gij sinθij ,
ij
qji = −vj2 (bij + yij ) + τ1ij vi vj bij cosθij + τ1ij vi vj gij sinθij ,

pij =

where pij and qij denote the active and reactive line flows of
line (i, j) measured at bus i, respectively; vi and θi represent
the ith element of v and θ, respectively, and θij = θi − θj .
We construct the PFI-MTD as follows. First, we choose
the targeted voltage phases after MTD, which are denoted
by θ̊. Then, we use Newton’s method to solve the nonlinear
equations system h(v, θ, r, X , y, τ ) = h(v, θ̊, r0 , X 0 , y0 , τ 0 )
to obtain the new four line parameters after MTD, i.e., r0 , X 0 ,
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bus j

bus i

bus1

bus2

G1
G4

bus3
Fig. 2. Branch model.

Definition 3. The attack space of an MTD is col(H)∩col(H0 ).

bus4

Fig. 3. 4-bus system (n = 3, m = 6).

y0 , and τ 0 . Thus, after applying these new line parameters,
the system state will change to hv, θ̊i and the power flows
remain unchanged. Compared with the PFI-MTD under the
dc model that adjusts a single line parameter (i.e., reactance),
the PFI-MTD under the ac model adjusts four line parameters
to maintain the active and reactive power flows at the two
ends of each line unchanged. Note that we maintain the
voltage magnitude v to ensure voltage stability. The Newton’s
method can start from the original line parameters for quick
convergence. We have applied the above MTD construction
algorithm to the IEEE 14-bus test system and show that the
resulted MTD can maintain the active and reactive power flows
at the two ends of each line. This result can be found in
Appendix A in the supplementary file of this paper.1
In practice, the D-FACTS devices may not support changing
all the four line parameters. We now discuss an approach to
mitigate this potential limitation using an example situation
where the D-FACTS device can only perturb the line reactance
X . Due to the limited degree of freedom, the equations system
h(v, θ, r, X , y, τ ) = h(v, θ̊, r, X 0 , y, τ ) generally has no
exact solutions. Instead, the new line reactance X 0 is chosen
to minimize the power flow changes:
X 0 = arg min h(v, θ, r, X , y, τ )−h(v, θ̊, r, X 0 , y, τ )

.
2

X0

old knowledge H. This section studies the possibility for the
attack to bypass the hidden MTD H0 using the concepts of
attack space and completeness of MTD. We define these two
concepts for the general MTD as follows.

We call the MTD that perturbs the lines’ reactance only by
following the above result as constrained PFI-MTD. When
h(v, θ, r, X , y, τ ) 6= h(v, θ̊, r, X 0 , y, τ ), the system state
after MTD, i.e., hv0 , θ 0 i, is not exactly equal to hv, θ̊i and the
power flows will change after applying the new line parameter
X 0 . We have applied the above approach to the IEEE 14-bus
test system. The resulted MTD can maintain the active power
flows nearly unchanged. The details of this numeric example
can be found in Appendix B in the supplementary file of this
paper.
VI. C OMPLETENESS OF MTD
This section analyzes the completeness of MTD in terms
of attack space under the dc model. Then, we analyze a class
of highly structured FDI attacks against incomplete MTD and
propose an approach to enhancing incomplete MTD. Lastly,
we discuss the taxonomy of the MTDs analyzed in this paper.
A. Complete and Incomplete MTDs
The attackers cannot detect the activation of a hidden MTD.
Thus, they will launch the FDI attack crafted based on their
1 Due to space limitations, all appendixes are omitted and can be found in
the supplementary file of this paper.

Definition 4. If an MTD gives an attack space of {0}, it is
complete; otherwise, it is incomplete and the dimension of its
attack space is called degree of incompleteness (DoI).
If an attack belongs to the attack space of an incomplete
MTD, it cannot be detected by the MTD. As the attackers
may randomly choose a vector c to construct the attack as
a = Hc, the DoI indicates the chance that the attack can
bypass the incomplete MTD. On the other hand, there does
not exist an attack that can bypass a complete MTD.
Complete MTDs exist. For instance, for a 4-bus system
in Fig. 3 with Bus 1 as the reference bus, the original
line susceptance values are b12 = −19.84, b13 = −26.88,
b24 = −26.88, b34 = −15.72, b14 = −23.09, b23 = −17.42. For
an MTD H0 with susceptance perturbations of ∆b12 = −0.99,
∆b13 = 0.80, ∆b24 = 0.98, ∆b34 = 0, ∆b14 = 0, ∆b23 = 0, we
can verify that col(H)∩col(H0 ) = {0}. Thus, H0 is complete.
Proposition 3. For a given system with n system states and
m transmission lines, a complete MTD exists only if m ≥ 2n.
Proof. We use dim(·) to denote the dimension of a
space. Thus, dim (col(H) ∩ col(H0 )) = dim(col(H)) +
dim(col(H0 )) − dim(col(H) ∪ col(H0 )) = rank(H) +
rank(H0 ) − rank([H H0 ]). Since rank(H) = rank(H0 ) = n
and rank([H H0 ]) ≤ min(m, 2n), we have dim(col(H) ∩
col(H0 )) ≥ 2n − min(m, 2n). For a complete MTD H0 ,
col(H) ∩ col(H0 ) = {0}, i.e., dim(col(H) ∩ col(H0 )) = 0.
Thus, min(m, 2n) ≥ 2n and m ≥ 2n.
The 4-bus system in Fig. 3 satisfies the necessary condition
for complete MTD given by Proposition 3. However, only one
out of totally 38 test systems contained in the MATPOWER
package [39] satisfies the condition. The details of eight IEEE
test systems are given in Appendix C in the supplementary
file of this paper. Note that most real-world power grids have
low degrees of connectivity (i.e., small m values) for the sake
of high costs in deploying transmission lines. Thus, complete
MTD may not be implementable in real-world power grids.
Nevertheless, as the attackers do not know H0 , the chance for
that their attacks happen to bypass an incomplete MTD is low.
Proposition 4. Any hidden MTD is incomplete.
Proof. From Lemma 1 and Proposition 1, for any hidden MTD
H0 , ∃x00 such that Hx = H0 x00 . Thus, an attack a = Hx ∈
col(H) also belongs to col(H0 ), since ∃x00 such that a =
Hx = H0 x00 . As a 6= 0, H0 is incomplete.
Proposition 4 suggests that the objectives of achieving
hidden MTD and complete MTD are conflicting. If a complete
MTD is applied, although the defenders are sure that any attack
constructed based on the old measurement matrix H must be
detected, alert attackers must be able to detect the activation of
the complete MTD, which motivates them to cancel the FDI
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attacks and launch further data exfiltration attacks to obtain
H0 . On the other hand, if a hidden MTD is applied, there is
always a possibility that the FDI attack happens to bypass the
MTD.
We now discuss the impacts of measurement noises and
load changes on a complete MTD. To deal with measurement
noises, a positive η is needed to reduce BDD’s false alarm
rates. Thus, the FDI attacks with small magnitudes may bypass
a complete MTD designed under the assumption of noiseless
measurements. Besides, according to Definition 3 and 4, the
completeness of MTD is related to the measurement matrix
H and H0 . Since the measurement matrix encompasses both
the system topology and the susceptances of all lines, the
completeness of MTD is independent of the load changes.

To defend against the structured attacks, we may enhance
MTD by deploying D-FACTS devices such that all critical
sets are covered by MTD. Such MTD is called enhanced
MTD. It can be easily proved that enhanced MTD requires
rank(HD ) = n, where HD consists of H’s rows corresponding to all the lines in KD . Now, we use Case 3 in Table II to
illustrate this result, where KD = {(1, 2), (2, 3)}. The three
critical sets are covered. Thus, the MTD is an enhanced MTD.

B. Enhancing Incomplete MTD

C. MTD Taxonomy

This section analyzes a class of highly structured FDI
attacks against incomplete MTD and proposes an approach
to enhancing incomplete MTD. First, we restate a concept of
critical set that is related to attack detection.

Fig. 4 illustrates the relationships between the MTD strategies studied in this paper. Any MTD is either complete or
incomplete. From Proposition 4, hidden MTD is a subset of
incomplete MTD. Since any complete MTD must be able
to detect the structured attack analyzed in Section VI-B,
complete MTD is a subset of enhanced MTD. Note that, as the
hidden MTD can also be enhanced by following the D-FACTS
deployment strategy proposed in Section VI-B, in Fig. 4,
hidden MTD and enhanced MTD intersect. As discussed in
Section VI-A, complete MTD may not be realizable in practice
because of limited transmission lines. Thus, enhanced hidden
MTD is a desirable defense strategy.

Definition 5 ([40]). A subset of lines KC is a critical set if
removing H’s rows corresponding to all the lines in KC decreases H’s rank, whereas removing H’s rows corresponding
to all the lines in any strict subset of KC does not.
Note that a system can have multiple critical sets. The
studies [7], [40] showed that an FDI attack can bypass BDD
when KA contains at least one critical set, where KA is the
set of the transmission lines under attack. Thus, a critical set
KC is said to be uncovered by MTD if KC ∩KD = ∅, where
KD is the set of D-FACTS-equipped lines. Now, we describe
a class of structured attacks against incomplete MTD.
Proposition 5. For a given KD , if KA is the union of the
uncovered critical sets, any MTD cannot detect the attack.
Proof. Since KA is the union of uncovered critical sets, KA ∩
KD = ∅. We prove by contradiction. Suppose that an FDI
attack a is detected by an MTD H0 when KA ∩ KD = ∅.
For a = Hc, we have aij = −bij (ci − cj ), ∀(i, j) ∈ K,
where ci is the ith element of c. From KA ∩ KD = ∅, we
have aij = 0 and ci − cj = 0, ∀(i, j) ∈ KD . Therefore,
0 = aij = −b0ij (ci −cj ) = H0ij c, ∀(i, j) ∈ KD . Moreover, the
susceptances of the lines not belonging to KD are immutable,
that is, Hij = H0ij , ∀(i, j) ∈
/ KD . Thus, aij = Hij c = H0ij c,
∀(i, j) ∈
/ KD . Then, we have a = H0 c. Therefore, the attack
a is undetected, which contradicts the supposition.
We now use Case 1 in Table II to illustrate the above result,
where KD = {(1, 2)}. The 3-bus system contains three critical sets: {(1, 2), (1, 3)}, {(1, 2), (2, 3)}, {(1, 3), (2, 3)}. The
critical set {(1, 3), (2, 3)} is uncovered. Under the structured

T
attack, i.e., a = H 0 ε , where H has been given in
Section IV-B and ε ∈ R is arbitrary, the residual computed
by the defender is always zero. Thus, the attack is undetected.
To launch the structured attacks, the attackers need KD to
compute all uncovered critical sets and then decide KA . The
attackers can launch data exfiltration attacks to obtain KD or
infer KD by observing the historical H matrices.

Complete MTD

Incomplete MTD
Hidden MTD
Enhanced MTD

Fig. 4. Relationships between various MTDs studied in this paper.

VII. O PERATIONAL C OST OF MTD
The MTD’s operational cost is defined as the difference
between the power system’s generation costs before and after
MTD. We assume that the system operates at the securityconstrained optimal power flow (SCOPF) operation point
before MTD. Denote by C0 the generation cost under SCOPF.
Right after MTD, the primary and secondary frequency controls will take effect. Denote by C1 the total generation cost
after the convergence of the frequency controls. Then, the
system can redispatch the generations to achieve SCOPF.
Denote by C2 the total generation cost after the generation
redispatch. This section discusses the relationships between
C0 , C1 and C2 under the PFI-MTD and arbitrary MTD,
respectively. We separately consider the dc and ac models as
follow. Table III summaries the analysis results.
A. Dc Model
As discussed in Remark 1, under the dc model that assumes
zero line loss, the generators’ power outputs will not be
adjusted by the frequency controls because the MTD will not
affect the already established balance between generation and
load. Therefore, for both the arbitrary MTD and PFI-MTD,
C0 = C1 . For PFI-MTD, the power flows remain unchanged
after MTD. Thus, C1 = C2 . For arbitrary MTD, we consider
two cases:
• Case A: The power system has no congested line (i.e., the
power flow through each line is under the line capacity)
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TABLE III
S UMMARY OF MTD’ S OPERATIONAL COST
Model

MTD Type

Operational cost

dc

PFI-MTD
arbitrary MTD (no congestion before MTD)
arbitrary MTD (congestion before MTD)

C0 = C1 = C2
C0 = C1 ≤ C2
C0 = C1 ≶ C2

ac

PFI-MTD
arbitrary MTD

C0 = C1 ≥ C2
C0 ≶ C1 ≶ C2

•

before arbitrary MTD. If the power flows through all lines
do not exceed the line capacities right after the arbitrary
MTD, the generators’ outputs will not be adjusted by
the SCOPF operation and C1 = C2 ; If the power flow
through any line exceeds the line capacity right after arbitrary MTD, the total generation cost will increase after
the SCOPF-based generation redispatch, i.e., C1 < C2 .
Case B: The power system has a congested line before
the arbitrary MTD. If the power flow through this line
becomes larger than the line capacity after MTD, the
generation cost will increase after the SCOPF-based
generation redispatch, i.e., C1 < C2 ; If the power flow
through this line decreases and the line is no longer congested, the generation cost will decrease, i.e., C1 > C2 . In
summary, the relationship between C1 and C2 depends on
the power flows after the arbitrary MTD. We use C1 ≶ C2
to denote these two possibilities.

B. Ac Model
Under the ac model, the line loss should be considered.
We first consider the PFI-MTD. Since the power flows and
generators’ power outputs remain unchanged right after PFIMTD, we have C0 = C1 . As all the controlled power system
variables (including all the generators’ power outputs and
the power flows through all the lines) before and right after
MTD must satisfy the SCOPF’s constraints, the current value
of generators’ power outputs is a feasible solution under
the security constraints. Thus, the total generation cost will
not increase after the SCOPF-based generation redispatch. In
particular, the generation cost may decrease since the line
resistance will be changed by the MTD (see Section V-C),
i.e., C1 ≥ C2 . In summary, for PFI-MTD, C0 = C1 ≥ C2 .
Then, we consider the arbitrary MTD. After the arbitrary
MTD, the line loss may increase or decrease and the generation will accordingly increase or decrease by the frequency
controls. Thus, we have C0 ≶ C1 . We now consider two cases
for the relationship between C1 and C2 .
• Case A: For the power system has no congested line
before arbitrary MTD, if all the controlled power system
variables satisfy the SCOPF’s constraints right after the
arbitrary MTD, similar to the analysis of the PFI-MTD
under the ac model, we have C1 ≥ C2 ; if any controlled
variable is beyond the security constraints, the generator
cost may increase, i.e., C1 ≤ C2 . In summary, C1 ≶ C2 .
• Case B: For the power system with a congested line
before the arbitrary MTD, similar to the analysis of the
arbitrary MTD under the dc model, we have C1 ≶ C2 .

C. Numerical Results
Now we use the 3-bus system shown in Fig. 1 as an example
to illustrate. We impose the following constraints: Generator’s
output limit is 0 ≤ pgi ≤ 500 MW, i = 1 or 3; transmission
line capacity is |zij | ≤ 100 MW, (i, j) ∈ K. The generators’
cost functions are costg1 = 0.05p2g1 + 1.2pg1 + 600 $/hr and
costg3 = 0.11p2g3 + 5pg3 + 300 $/hr. The loads before MTD
are pd1 = 50 MW, pd2 = 170 MW, pd3 = 280 MW. Therefore,
we can compute the power flows, generators’ outputs and the
total generation cost under SCOPF, which are given in the
0
first row of Table IV. Note that we use the superscript {·} ∗
to denote SCOPF operation point after MTD. The line (1, 2)
is congested. The result of PFI-MTD is given in Case 1 of the
table. We can see that C0 = C1 = C2 . The results of arbitrary
MTD are given in Case 2 and 3 of the table, which correspond
to the two situations in Case B in Section VII-A. In Case 2,
the power flow through the line (1, 2) is larger than the line
capacity right after MTD, and we can see that C0 = C1 < C2 .
In Case 3, the power flow through line (1, 2) decreases, and
we can see that C0 = C1 > C2 . These results are consistent
with our analysis in Section VII-A.
VIII. S IMULATIONS
We conduct simulations using MATPOWER [39] based on
the IEEE 14-bus system model, which consists of 14 buses
(n = 13) and 20 transmission lines (m = 20).
A. Impact of Measurement Noises and Variable Loads
Our analysis assumes noiseless measurements and steady
loads. Here, we evaluate the impact of measurement noises
and variable loads on hidden MTD and arbitrary MTD. In the
simulations, all the lines are equipped with D-FACTS devices.
We use the probability for MTD to be stealthy to the attackers
and attack detection probability as the evaluation metrics.
Fig. 5 shows the probability for MTD to be stealthy to the
attackers under different MTD magnitudes and steady loads.
For an MTD magnitude of qm , we set bmin
= (1 + qm ) ·
ij
bij and bmax
=
b
/(1
+
q
).
Note
that
b
is
negative. In
ij
m
ij
ij
other words, for a larger MTD magnitude, the line susceptance
can be chosen from a larger range, which requires more line
susceptance adjusting capability. In practice, 0.2 is a typical
setting for qm and 0.9 is achievable [41]. Thus, we vary qm
from 0.1 to 1. The measurement noises are sampled from the
normal distribution N (0, σ 2 ). For the noiseless case (i.e., σ =
0), the PFI-MTD is always stealthy to the attackers, which is
consistent with our analysis. For the noisy case, the PFI-MTD
constructed based on an imperfect system state estimate may
not maintain the power flows exactly. Thus, it may be detected
by the attackers (with a probability of less than 10% as shown
in Fig. 5). The arbitrary MTD can be always detected by the
attackers.
Fig. 6 shows the probability for PFI-MTD to be stealthy to
the attackers under different load change magnitudes. For a
load change magnitude qd , the load when the attackers try to
detect MTD is randomly selected between 1/(1+qd ) and (1+
qd ) times of the original load. From the figure, the probability
of being stealthy decreases with the magnitude of load change,
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TABLE IV
MTD’ S OPERATIONAL COST OF SEVERAL MTD APPROACHES ON THE 3- BUS SYSTEM .
Case

∆b12

∆b13

∆b23

0
z12

0
z13

0
z23

p0g1

p0g3

C1

0∗
z12

0∗
z13

0∗
z23

p0∗
g1

p0∗
g3

C2

Original
Case 1
Case 2
Case 3

-1.04
-1.26
1.11

0.83
0
0

-1.06
0
0

-100.00
-101.78
-98.28

-10.28
-8.50
-12.00

70.00
68.22
71.72

160.3
160.3
160.3

339.7
339.7
339.7

16770.50
16770.50
16770.50

-100.00
-100.00
-100.00
-100.00

-10.28
-10.28
-5.03
-15.52

70.00
70.00
70.00
70.00

160.3
160.3
155.0
165.5

339.7
339.7
345.0
334.5

16770.50
16770.50
17102.76
16447.05

PFI σ=0
PFI σ=0.1
ARB σ=0
ARB σ=0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0
0.02 0.04 0.06 0.08

Magnitude of MTD

Attack detection probability

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0
0.1

Probability of being stealthy

Probability of being stealthy

*Power quantifies in MW; line susceptance quantifies in p.u.; phase quantifies in deg; cost quantifies in $/hr.
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Fig. 7. Attack detection probability of PFI-MTD
and arbitrary MTD.
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Fig. 8. DoI vs. kKD k.

because the changed load will lead to power flow changes,
making the MTD detectable by the attackers. This implies that
the PFI-MTD should be performed frequently enough such
that the load will not change too much from the last PFI-MTD.
From the figure, a higher noise level leads to higher MTD’s
stealthiness probability. This is because, for a higher noise
level, the BDD should tolerate more deviations between the
measured and estimated power flows to ensure a certain false
alarm rate, which, however, reduces the attackers’ capability
in detecting MTD. The arbitrary MTD can be always detected
by the attackers.
Fig. 7 shows the MTD’s attack detection probability under
different MTD magnitudes. The magnitude of load change is
fixed at 0.1. We construct the attack as follows. We choose a
vector c and then compute the attack vector a from a = Hc.
The c’s elements are sampled from the uniform distribution
U(− d2 , d2 ), where d characterizes the magnitude of attack. In
this experiment, we set d = 0.01. For the noiseless case, the
PFI-MTD and arbitrary MTD can always detect the attack. For
the noisy case, the attack detection probability drops, which
is consistent with intuition. In particular, PFI-MTD performs
worse than the arbitrary MTD when the MTD magnitude is
low. This is because, PFI-MTD needs to satisfy additional constraints to maintain power flows, which reduces its detection
capability. However, the performance gap between PFI-MTD
and arbitrary MTD diminishes for larger MTD magnitudes.
The result in Fig. 7 suggests that, to implement the hidden
MTD for stealthiness to attackers, more line susceptance
adjusting capability is needed to achieve a certain level of
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Fig. 9. Number of uncovered critical sets vs. kKD k.

attack detection probability, compared with the arbitrary MTD.
B. Incompleteness and Uncovered Critical Sets
This section evaluates the DoI and the number of uncovered
critical sets of the hidden MTD and arbitrary MTD. Fig. 8
shows the DoI under different numbers of D-FACTS-equipped
lines (denoted by kKD k). Given kKD k, we enumerate all
possible D-FACTS deployments. The error bars show the
maximum and minimum of DoI. From the figure, the global
minimum of DoI is 6, which is consistent with our analytic
result of 2n − min(m, 2n). The DoI decreases with kKD k.
For arbitrary MTD, the DoI is no less than n − kKD k.
PFI-MTD generally yields higher DoI, because it needs to
satisfy additional constraints to maintain power flows. The
difference between the minimum DoIs achieved by PFI-MTD
and arbitrary MTD diminishes when kKD k is larger than 8.
This suggests that by carefully deploying D-FACTS devices,
hidden MTD can achieve similar (or even the same) DoI as
the arbitrary MTD.
The IEEE 14-bus system has totally 115 critical sets. Fig. 9
shows the error bars for the number of uncovered critical sets.
The Y-axis is in logarithmic scale. (In the figure, we use 0.8
to represent the logarithm of 0.) The number of uncovered
critical sets decreases with kKD k. PFI-MTD generally leads
to more uncovered critical sets, because the susceptances of
several D-FACTS-equipped lines may not be modifiable to
maintain power flows. From the figure, when kKD k = 13
(i.e., rank(HD ) = n), there are 3909 and 485 instances of
D-FACTS deployments to achieve enhanced MTD (i.e., the
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Fig. 10. ROC curves when defenders Fig. 11. ROC curves when defenders
adopt dc and attackers adopt ac model. adopt ac and attackers adopt dc model.

number of uncovered critical sets is zero). When kKD k < 13,
there is no D-FACTS deployments to achieve enhanced MTD.
This is consistent with our analysis in Section VI-B.
C. Different Power Flow Models Adopted by Defenders and
Attackers
This section discusses the effectiveness of PFI-MTD when
the defenders and attackers adopt different power flow models.
Note that the defenders adopt the power flow model to
construct PFI-MTD and detect the attacks; the attackers adopt
the model to construct the FDI attacks and detect the activation
of MTD. We assume that the power flows in the real system
can be characterized by the ac power flow model. We adopt
the following settings: the MTD magnitude qm = 0.5; the load
change rate qd = 0; the noise’s standard deviation σ = 0.1;
the attack magnitude d = 0.01. We consider the following two
cases.
i) The defenders adopt the dc model and the attackers
adopt the ac model. Fig. 10 shows the receiver operating
characteristic (ROC) curves in this situation. The ROC curve
is a graphical plot that illustrates the true positive rate (TPR)
against the false positive rate (FPR) at various threshold
settings. Different points on an ROC curve correspond to
different detection thresholds η adopted by the defenders or
attackers. The TPR is measured as the ratio of the correct
positive detection results over the total number of detections
made when the target in question (i.e., the FDI attack or
the activation of PFI-MTD) is actually present. Specifically,
P
T P R = T PT+F
N , where T P is the number of true positives
and F N is the number of false negatives (i.e., mis-detections).
The FPR, on the other hand, is measured as the ratio of
incorrect positive detection results over the total number of detections made when the target in question (i.e., the FDI attack
or the activation of PFI-MTD) is actually absent. Specifically,
P
F P R = F PF+T
N , where F P is the number of false positives
and T N is the number of true negatives. The curves labeled
“Defender No MTD” and “Defender Under MTD” refer to
the ROC curves for the defenders to detect the FDI attacks
when the PFI-MTD is absent and present, respectively. The
curve labeled “Attacker BDD” refers to the ROC curve for the
attackers to detect the activation of PFI-MTD. Thus, T P R = 1
means that there are no false negatives (i.e., no mis-detections)
and F P R = 0 means that there are no false positives in
detecting the FDI attacks by the defenders or in detecting the
PFI-MTD by the attackers. Thus, the (0, 1) point on an ROC
curve implies perfect detection performance. The first and

second curves are the results for the attack detection before and
after MTD, respectively. We can see that the MTD improves
the defenders’ attack detection performance. However, the two
ROC curves are close to each other because the discrepancy
between the defenders’ dc model and the actual system model
(i.e., the ac model) is the dominating factor for the inaccuracy
of the attack detection. The third curve is the ROC of the
attackers’ BDD in detecting the PFI-MTD activations. Since
the ROC curve nearly passes through the (0, 1) point, the PFIMTD constructed from the dc model will be always detected
by the attackers who adopt the ac model and appropriately
select the detection threshold. Note that, in our evaluation, we
assume that the actual power flows are characterized by the ac
model. Thus, the PFI-MTD constructed from the dc model that
approximates the actual power flows is inaccurate and can be
detected by the attackers who adopt the accurate ac model. In
addition, the selection of the detection threshold under the ac
model is similar to that under the dc model in Section III-A.
Specifically,
the threshold η under the ac model can be set to
q
2
be σ χ(m−n),α to ensure a false alarm rate of (1 − α), where
m denotes the number of sensor measurements and n denotes
the number of system states.
ii) The defenders adopt the ac model and the attackers
adopt the dc model. Fig. 11 shows the ROC curves in this
situation. The first and second curves are the results for the
attack detection before and after MTD, respectively. We can
see that the FDI attack constructed by the dc model can be
always detected when the defenders adopt the ac model. The
third curve is the ROC of the attackers’ BDD in detecting
the PFI-MTD activations. From the ROC curve, the attacker’s
detection performance is poor. For instance, when the false
positive rate is 0.5, the true positive rate is also about 0.5.
This is also caused by the discrepancy between the attackers’
dc model and the actual ac model.
Moreover, when both the attackers and defenders adopt
the dc model, the performance of the defenders’ BDD in
detecting FDI attacks and the attackers’ BDD in detecting
the PFI-MTD activations is not high, which is also caused
by the discrepancy between the adopted dc model and the
actual ac model. Specifically, for any detection threshold η, the
defenders’ detector cannot achieve a high TPR and a low FPR
simultaneously. Note that in the numerical results presented in
previous sections, we assume that the power flows in the real
system can be characterized by the dc model. When both the
attackers and defenders adopt the ac model, the FDI attacks
can be detected reliably by the defenders’ BDD after MTD
and the PFI-MTD cannot be detected by the attackers’ BDD.
Table V summarizes the effectiveness of the BDD, MTD,
and PFI-MTD from the perspective of the attackers, when the
defenders and attackers adopt different power flow models.
From the table, if the defenders adopt the dc model, the
attackers can succeed for sure or with some probability when
they adopt the ac and dc models, respectively; if the defenders
adopt the ac model to design MTD, the attackers cannot
succeed no matter which power flow model they use. Thus,
the ac model is a better choice for the defenders. In addition,
if the defenders adopt the dc model, by adopting the ac
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TABLE V
E FFECTIVENESS OF BDD, MTD, AND PFI-MTD FROM THE ATTACKERS ’
PERSPECTIVE WHEN THE ATTACKERS AND DEFENDERS ADOPT DIFFERENT
POWER FLOW MODELS .

Power flow model
Actual Defenders Attackers
dc
ac
ac
dc
ac
dc
dc
ac
ac

Bypass BDD Bypass BDD
without MTD
with MTD
X
X
×
×
X
uncertain∗
X
×

Detect
PFI-MTD
X
×
uncertain
×

∗

The ‘uncertain’ means that the defenders’ detector cannot achieve a high
TPR and a low FPR simultaneously.

model, the attackers can always succeed; if the defenders
adopt the ac model, by adopting the ac model, the attackers
can at least bypass the BDD without MTD. In summary,
the ac model is more advantageous than the dc model for
the attackers. However, considering that the dc power flow
analysis is faster and more robust than the ac power flow
analysis, both the attackers and defenders face the tradeoff between (i) attack/MTD detection performance and (ii)
overheads in the implementation, computation, and reliability
of the detection algorithms.
IX. D ISCUSSIONS
A. System Settings
Based on the above simulation results, we now discuss the
settings of several important system parameters.
1) MTD’s execution cycle: In Section III-B, we require that
the MTD’s execution cycle T should be no longer than the
attackers’ model learning time Ta . In Section VIII-A, we found
through simulations that the PFI-MTD should be performed
frequently enough to ensure MTD’s stealthiness. In summary,
we require T ≤ min(Ta , Tl ), where Tl denotes the maximum
number of SE periods to ensure MTD’s stealthiness in the
presence of load changes. Now we discuss the settings of Ta
and Tl , respectively.
According to the attackers’ Capability 1 and 2, the attackers
can eavesdrop on the measurements of the sensors on all the
lines and try to learn the new system construction. Now, we
consider two cases.
Case 1: The attackers can identify but cannot locate the
source sensors of the measurements. Thus, no topology information can be utilized in the power system model learning
process. We name this process as blind model learning process. For simplicity of exposition, we assume that the MTD is
not activated. For the noiseless system, from Section III-A, we
have zt = Hxt = HB−1 pt . Then, Zt = HB−1 Pt , where Zt
and Pt respectively consist of the vectors of historical sensor
measurements and bus power injections, i.e., Zt = [z1 , ..., zt ]
and Pt = [p1 , ..., pt ]. Denote by Z the space of all the possible
sensor measurement vectors, i.e., Z = limt→∞ col(Zt ). Since
Z ⊆ col(H), the attackers can construct the stealthy FDI
attacks directly through the Hamel base of Z. Denote by u
the number of non-zero injection buses, i.e., the buses that
are connected with at least one generator or load. We have
rank(H) = rank(B) = n, and rank(Pt ) ≤ u, where n is
the number of buses. Since u ≤ n, we have rank(Zt ) ≤ u

and dim(Z) = u. Thus, if the attackers collect the power
flow measurements during more than u SE periods, they can
compute a Hamel base of Z. For the noisy system, to compute
the Hamel base of Z, the attackers additionally need the data
during more SE periods to reduce the influence of system
noises. We note that for the weak attackers who can obtain
read access to a subset of sensor measurements only, they
generally cannot construct the stealthy FDI attacks through
blind model learning, since they cannot utilize the system
topology information and thus do not know the correlation
among the sensor measurements. Thus, u is a reference setting
for Ta in this case.
Case 2: The attackers can identify and locate the source
sensors of the measurements. Thus, the topology information
can be utilized in the power system model learning process.
In this situation, the model learning process can be conducted
in several subsystems in parallel. The model learning times in
the subsystems are different, and the attackers can launch local
FDI attacks in a subsystem once the model learning process
of the subsystem is completed. We leave the detailed analysis
of this case for future study.
We set Tl to ensure the stealthiness of PFI-MTD in the
presence of load changes. Note that Tl is related to the
load change rate qd . Thus, we firstly select qd by qd =
maxqd Pr{|r̄(qm , qd , σ)| ≤ η} ≥ β , where r̄(·) denotes
the residual computed by the attackers, which is a random
variable due to random PFI-MTD constructed by Algorithm 1,
random load change and system noise; the threshold η is
selected according to the system noise deviation σ to ensure
a certain level of the attackers’ false alarm rate; β denotes
a desired probability for the MTD being stealthy. Thus, if
we can ensure that the load change is within 1/(1 + qd ) and
(1 + qd ) times of the original load, a constructed PFI-MTD
within the MTD’s magnitude qm can remain stealthy to the
attacker with a probability of no less than β. As there is no
closed-form formula for r̄, the qd selection problem can be
solved through numeric simulations. Then, we set Tl according
to qd . Specifically, we set it as the maximum value that ensures
that the load change rate during Tl SE periods will be no more
than qd .
2) Magnitude of MTD: From the simulations in Section VIII-A, we found that the magnitude of MTD has
substantial impact on attack detection probability. Now, we
discuss its setting. We select the MTD’s
 magnitude by qm =
minqm Pr{|r(qm , σ, d)| > η} ≥ β , where r(·) denotes
the residual computed by the defender, which is a random
variable due to random PFI-MTD constructed by Algorithm 1,
random system noise and attack vector; the threshold η is
selected according to the system noise deviation σ to ensure
a certain level of the defenders’ false alarm rate; β denotes a
desired attack detection rate. Thus, if the attackers launch the
attacks with the attack magnitude deviation d, a constructed
PFI-MTD within the MTD’s magnitude qm can detect the
attacks with a probability of no less than β. As there is no
closed-form formula for r, the qm selection problem can be
solved through numeric simulations. We note that the setting of
MTD’s magnitude greatly depends on the target power system.
For example, for the 14-bus system with σ = 0.1, d = 0.01,
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and β = 90%, the magnitude of MTD qm should be set as
0.4; for the 39-bus system, qm can be set less than 0.2.
B. Attack Identification and Mitigation
On the detection of FDI attacks, it is desirable to identify the attacks, i.e., to identify which sensors have been
compromised (i.e., KA ). Then, the impact of the attacks
should be mitigated, or the attacks should be isolated. Note
that the mitigation approach of simply discarding all the
compromised data may make the system unobservable. We
discuss a possible approach to identify and mitigate the FDI
attacks through the MTD approach. The FDI attacks detected
by MTD can be identified through distributed SE proposed
in [42], since the residual of BDD based on the normal
sensor measurements in the distributed SE will not exceed
the threshold. Now we discuss whether the attack signals and
actual measurements can be separated to mitigate the attack.
For noiseless system, the power flow model under MTD H0
in the absence of the attack is z0 = H0 x0 . Then, we have

 x0
z0 + a = H0 x0 + Hc = H0 H
. Therefore, the attack
c
0
signal a and actual measurement z can be
 separated when
the equation systemz0 + a = H0 H xe has a unique
x0
solution, i.e., xe =
, where xe ∈ R2n . Then, we have
c
rank([H0 H]) = 2n. According to the proof of Proposition 3,
we have col(H0 ) ∩ col(H) = {0}. That is, the attack can be
mitigated when H0 is a complete MTD.
X. C ONCLUSION AND FUTURE WORK
This paper studies PCF-FDI that tries to detect the activation
of MTD before launching an FDI attack. To defend against
PCF-FDI, we propose a hidden MTD approach that maintains
the power flows and develop an algorithm to construct the
hidden MTD. We analyze the completeness of MTD and show
that the stealthiness and completeness are two conflicting goals
in MTD design. Moreover, we propose an approach to enhancing incomplete MTD (including hidden MTD) against a class
of highly structured FDI attacks. Finally, we analyze MTD’s
operational cost and present numerical results. Simulations are
conducted to compare the stealthiness and completeness of
our hidden MTD approach with the existing arbitrary MTD
approach.
We now discuss several issues that can be studied in future
work. First, the relationship between MTD’s operational cost
and attack detection performance can be studied quantitatively. The D-FACTS devices are originally used to maintain
desirable power flows and reduce the generation cost. In
Section VII, we have performed preliminary and qualitative
analysis of MTD’s operational cost. In Section VIII-A, we
have conducted simulations to evaluate MTD’s attack detection performance. It is interesting to study any trade-off
between the two aspects such that the defenders can better
schedule the MTD perturbations to achieve a satisfactory
balance. Second, existing industry standards, such as those
from International Electrotechnical Commission (IEC) and the
Critical Infrastructure Protection (CIP) from North American

Electric Reliability Corporation (NERC), provide guidelines
to enhance smart grid cybersecurity. However, these standards
do not specifically address open cybersecurity issues, such as
those caused by zero-day vulnerability exploits and the threats
studied in this paper. Therefore, recommending our approach
as an option in these evolving standards can be considered,
in order to bring the state-of-the-art research to the practice.
Third, besides MTD against FDI attacks on state estimation,
it is also interesting to study MTD against FDI attacks on
closed-loop control systems. Detecting FDI attacks on either
sensor or control data in a closed loop has been extensively
studied. However, detecting FDI attacks on both sensor and
control data, which are similar to the Stuxnet attack, has not
received adequate research. MTD is applied to detect such
Stuxnet-like attacks in [43]. In future work, the stealthiness
and the completeness of the MTD against Stuxnet-like attacks
can be studied.
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