Impact of Data Fusion on Real-Time Detection in Sensor Networks
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Abstract—Real-time detection is an important requirement
of many mission-critical wireless sensor network applications
such as battlefield monitoring and security surveillance. Due to
the high network deployment cost, it is crucial to understand
and predict the real-time detection capability of a sensor
network. However, most existing real-time analyses are based
on overly simplistic sensing models (e.g., the disc model) that
do not capture the stochastic nature of detection. In practice,
data fusion has been adopted in a number of sensor systems
to deal with sensing uncertainty and enable the collaboration
among sensors. However, real-time performance analysis of
sensor networks designed based on data fusion has received
little attention. In this paper, we bridge this gap by investigating
the fundamental real-time detection performance of large-
scale sensor networks under stochastic sensing models. Our
results show that data fusion is effective in achieving stringent
performance requirements such as short detection delay and
low false alarm rates, especially in the scenarios with low signal-
to-noise ratios (SNRs). Data fusion can reduce the network
density by about 60% compared with the disc model while
detecting any intruder within one detection period at a false
alarm rate lower than 2%. In contrast, the disc model is only
suitable when the SNR is sufficiently high. Our results help
understand the impact of data fusion and provide important
guidelines for the design of real-time wireless sensor networks
for intrusion detection.

Keywords-Data fusion; real-time intrusion detection; perfor-
mance limits; wireless sensor networks

I. INTRODUCTION

Wireless sensor networks (WSN5s) are increasingly avail-
able for mission-critical applications such as battlefield
monitoring and security surveillance. A fundamental ob-
jective of these applications is real-time intrusion detection
that requires any unknown intruders to be detected by the
network within tight deadlines. Many intrusion detection
scenarios involve a large number of sensors distributed in a
vast geographical area. Moreover, sensor nodes are often not
accessible after deployment due to the constraints of physical
environments (e.g., battlefields). Therefore, it is crucial to
analyze and understand the expected real-time performance
of WSNs before the actual deployment.

However, we face several key challenges in analyzing
the real-time performance of sensor networks for intrusion
detection. First, the real-time detection performance of a
sensor network is inherently affected by the uncertainties in
network deployment and sensor measurement. For instance,
unpredictable environmental noises can easily trigger false
alarms of low-cost sensors, resulting probabilistic detection
performance. Although false alarms can be suppressed by
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Figure 1. Detection probability vs.
the distance from the vehicle.

Figure 2. False alarm rate vs.
detection threshold.

making sensors more conservative, it inevitably jeopardizes
the timeliness of detection. There exist fundamental trade-
offs between real-time and other detection performance met-
rics of a sensor network. Second, the adoption of advanced
signal processing algorithms often significantly complicates
the modeling and analysis of system real-time performance.
Collaborative signal processing techniques such as data
fusion [1] are widely employed by current sensor systems to
enable the cooperation among multiple sensors with limited
sensing capability. For instance, reliable intrusion detection
in noisy environments requires the aggregation of readings
from multiple sensors. However, such requirements often
have complex impacts on the system real-time performance.

Recently, several sensor networks have been developed for
real-time detection [2], [3]. However, the real-time perfor-
mance of such systems are often analyzed based on overly
simplistic sensing models [2]-[9]. In particular, the sensing
region of a sensor is modeled as a disc with radius r centered
at the position of the sensor, where 7 is referred to as the
sensing range. A sensor deterministically detects the targets
within its sensing range. As the simplistic disc model allows
a geometric treatment to the detection problem, it has been
widely adopted in the design and analysis of surveillance
sensor networks. However, a key shortcoming of the disc
model is that it fails to capture the stochastic nature of
sensing, such as probabilistic delay and detectability caused
by noise. Moreover, most studies based on the disc model
do not exploit the collaboration among sensors.

To illustrate the inaccuracy of the disc model, we plot
the sensing performance of an acoustic sensor in Fig. 1
and 2 using the data traces collected in a vehicle detection
experiment [10]. In the experiment, the sensor detects mov-
ing vehicles by comparing its signal energy measurement
against a threshold (denoted by ). Fig. 1 plots the probability
that the sensor detects a vehicle (denoted by Pp) versus



the distance from the vehicle. No clear cut-off boundary
between successful and unsuccessful sensing of the target
can be seen in Fig. 1. Similar result is observed for the
sensor’s false alarm rate (denoted by Pr) and the detection
threshold shown in Fig. 2. Note that Pr is the probability
of making a positive decision when no vehicle is present.
In this work, we develop an analytical framework to
study the real-time surveillance performance of large-scale
WSNss that are designed based on collaborative data fusion
algorithms. To quantify the fundamental trade-off between
detection delay and false alarm rate, we propose a new real-
time metric called a-delay that is defined as the delay of
detecting an intruder subject to the false alarm rate bound
«. The main focus of this paper is to establish the correlation
between network density and a-delay in intrusion detection.
We first propose a probabilistic disc model that extends the
classical disc model to the context of stochastic detection.
Moreover, we study the impact of data fusion on real-time
detection through the comparison between the disc- and
fusion-based sensing models. We show that the ratio of
network densities to achieve the minimum a-delay under

the two models has an asymptotic tight bound of @(%),

where Q~(-) is the inverse function of the complementary
cumulative distribution function of the standard normal
distribution. To the best of our knowledge, this work is the
first to study the real-time performance of large-scale WSNs
based on collaborative sensing models.

Our findings have several key implications for the design
of real-time sensor systems for intrusion detection. First,
data fusion is effective in achieving stringent performance
requirements such as short detection delay and low false
alarm rates, especially in the scenarios with low SNRs. Our
simulations with realistic settings show that data fusion can
reduce the network density by about 60% compared with the
disc model while detecting any intruder within one detection
period at a false alarm rate lower than 2%. Second, the disc
model is suitable only when the SNR is sufficiently high.
These results lay a foundation for understanding the limi-
tation of the existing real-time analyses based on simplistic
sensing models, and provide key insights into the design of
fusion-based real-time surveillance WSNss.

The rest of this paper is organized as follows. Section II
reviews related work. Section III introduces the preliminaries
and problem definition. In Section IV and V, we derive the
a-delay under the disc and fusion models, respectively. In
Section VI, we study the impact of data fusion on real-
time detection through performance comparison between
the two models. Section VII presents simulation results and
Section VIII concludes this paper.

II. RELATED WORK

Most existing real-time analyses of target detection [4]—
[6] and sensing coverage [7]-[9] in WSNs are based on the
simplistic disc model. The delay of detecting a moving target

with randomly deployed sensors has been analyzed in [4],
[5]. The length of free path that a target travels undetected
is derived in [6]. However, the disc model adopted by these
works fails to capture the stochastic characteristics of real-
world intrusion detection, such as probabilistic detectability
and false alarms. In this paper, we study the relationship
between the performance of real-time stochastic detection
and network density. We propose a probabilistic disc model
that naturally extends the existing analytical results [8] based
on the classical disc model to the context of stochastic
detection. Moreover, we study the impact of data fusion
on network density and compare with the results under the
probabilistic disc model.

Many sensor network systems have incorporated various
data fusion schemes to improve the system performance
[10]-[17]. In the surveillance system based on MICA2 motes
developed in [12], the system false alarm rate is reduced by
fusing the detection decisions made by multiple neighboring
sensors. In the DARPA/IXOs SensIT project, advanced data
fusion techniques have been employed in a number of
algorithms and protocols designed for target detection [11],
[13], [14], localization [15], [16], and classification [10],
[17]. In our recent work, we have developed static sensor
deployment algorithms [18] and mobile sensor scheduling
algorithms [19]—-[21] for fusion-based target detection in
WSNs. However, the performance analysis of large-scale
fusion-based WSNs has received little attention.

There is vast literature on stochastic signal detection based
on multi-sensor data fusion. Early work [1] focuses on small-
scale powerful sensor networks (e.g., several radars). Recent
studies on data fusion [13], [14], [22] have considered
the specific properties of WSNs such as sensors’ spatial
distribution and limited sensing capability. However, these
works focus on analyzing the optimal fusion strategies that
maximize the system detection performance of a given
network. Our recent work [23] investigates the fundamental
impacts of data fusion on the coverage of static targets in
WSNs. In contrast, this paper studies the impact of data
fusion on the delay of detecting mobile targets.

III. PRELIMINARIES AND PROBLEM DEFINITION

In this section, we first describe the preliminaries of our
work, which include sensor measurement, network, and data
fusion models. We then introduce the problem definition.

A. Sensor Measurement and Network Models

Sensors perform detection by measuring the energy of
signals emitted by the target. The energy of most physical
signals (e.g., acoustic and electromagnetic signals) attenuates
with the distance from the signal source. Suppose sensor i is
d; meters away from the target that emits a signal of energy
S. The attenuated signal energy s; at the position of sensor
i is given by s; = S - w(d;), where w(-) is a decreasing
function satisfying w(0) = 1 and w(co) = 0. The w(-) is
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1/d? (d is the distance from the ergy. The dashed line is the CDF of
target, in the unit of meters). N(0.001,0.0012).

referred to as the signal decay function. In this paper, we
assume w(d) = 1/(1+d?). Such a model avoids singularity
when d is close to zero and approximates the inverse-square
law [16], [24] when d is large.

The measurements of sensors are contaminated by addi-
tive random noises from sensor hardware or environment.
Depending on the hypothesis that the target is absent (Hg)
or present (1), the measurement of sensor 7, denoted by
Y;, 1S given by

Ho :yi = ni,
Hi:yi = si+ny,

where n; is the energy of noise experienced by sensor <.
We assume that the noise n; at each sensor 7 follows the
normal distribution, i.e., n; ~ N(u,0?), where p and o>
are the mean and variance of n;, respectively. We assume
that the noises, {n;|Vi}, are spatially independent across
sensors. Therefore, the noises at sensors are independent
and identically distributed (i.i.d.) Gaussian noises. In the
presence of target, the measurement of sensor ¢ follows
the normal distribution, i.e., y;|H; ~ N(s; + u,c?). Due
to the independence of noises, the sensors’ measurements,
{y:|Vi, H,}, are spatially independent but nor identically
distributed as sensors receive different signal energies from
the target. We define the SNR as § = S/o which quantifies
the noise level.

The above signal decay and sensor measurement models
have been widely assumed in the literature of signal detec-
tion [1], [15] and also have been empirically verified [16],
[24]. Fig. 3 and Fig. 4 plot the energy of signal from
driving vehicles and noise measured by an acoustic sensor
in the SensIT experiments [10]. From Fig. 3, we can see
that the signal energy increases linearly with 1/d?, which
indicates that w(d) has an order of 1/d?. This is consistent
with the signal decay model adopted in this paper. Fig. 4
plots the cumulative distribution function (CDF) of noise
energy, which matches the CDF of the normal distribution
N(0.001,0.0012).

We assume that a sensor executes detection task every 7'
seconds. T' is referred to as the detection period. In each
detection period, a sensor gathers the signal energy during

sampling interval
o T e 7 tme

Figure 5. Temporal view of a single sensor’s operation. The sensor outputs
an energy measurement after each sampling interval.

the sampling interval for the detection made in the current
period. The temporal view of a single sensor’s operation
is illustrated in Fig. 5. We note that such an intermittent
measurement scheme is consistent with several wireless
sensor systems for target detection and tracking [10], [12],
[13]. For instance, a sensor may wake up every 5 seconds
and sample acoustic energy for 0.05 seconds, where 7" is 58
and the sampling interval is 0.05s [10]. We assume that the
sampling interval is much shorter than the detection period.

We consider a network deployed in a vast two-
dimensional geographical region. Several recent projects
have demonstrated the deployment of large-scale sensor
networks. In the ExScal project [3], [25], about 1200 nodes
are distributed in an area of 1.3km by 300 m. We assume
that the positions of sensors are uniformly and independently
distributed in the deployment region. Such a deployment
scenario can be modeled as a stationary two-dimensional
Poisson point process. Let p denote the density of the under-
lying Poisson point process. We note that such a deployment
model has been widely assumed to analyze the performance
of large-scale sensor networks [4]-[8]. Adopting this model
thus allows us to directly compare our results with the
existing results.

We assume that the target may appear at any location
in the deployment region and move freely. Moreover, the
target is blind to the network, i.e., the target does not know
the sensors’ positions, and hence it cannot choose a moving
scheme to reduce the probability of being detected. The
sensors synchronously detect the target, and we refer to the
target detection in one detection period as the unit detection.
The process of detecting a target consists of a series of unit
detections. As the sampling interval is much shorter than the
detection period, we ignore the target’s movement during the
sampling interval.

Table I summarizes the notation used in this paper.

B. Data Fusion Model

Data fusion [1] can improve the performance of detection
systems by jointly considering the noisy measurements of
multiple sensors. There exist two basic data fusion schemes,
namely, decision fusion and value fusion. In decision fusion
[22], each sensor makes a local decision based on its mea-
surement and sends its decision to the cluster head, which
makes a system decision according to the local decisions. In
value fusion [14], each sensor sends its energy measurements
to the cluster head, which makes a decision based on the
measurements. In this paper, we focus on value fusion, as
it usually has better detection performance than decision



Table I
SUMMARY OF NOTATION

Symbol | Definition
S original energy emitted by the target
u, o2 mean and variance of noise energy
) signal-to-noise ratio (SNR), § = S/o
d; distance from the target
w(+) signal decay function, in this paper, w(d) = ﬁ
Sq attenuated signal energy, s; = S - w(d;)
n; noise energy, n; ~ N (i, o?)
Ho / H1 | hypothesis that the target is absent / present
Yi energy measurement, y;|Ho = nq, yi|H1 = s; +n;
« upper bound of false alarm rate
p network density
F(P) the set of sensors within fusion range of point PP
N(P) the number of sensors in F(P)

* The symbols with subscript 4 refer to the notation of sensor .

fusion [1]. As proved in [23], the optimal value fusion rule
is to compare the weighted sum of measurements, Zl % Ui,
against a threshold. However, as the measurements contain
both noise and signal energy, the weight 2, i.e., the received
SNR of sensor 4, is often unknown in practice. A practical
solution is to adopt equal constant weights for all sensors’
measurements [14], [22], [23]. Since the measurements from
different sensors are treated equally, the sensors far away
from the target should be excluded from data fusion as
their measurements suffer low received SNRs. Therefore,
we adopt a fusion scheme as follows.

For any physical point P, the sensors within a distance
of R meters from P participate in the data fusion to detect
whether a target is present at P. R is referred to as the
fusion range and F(P) denotes the set of sensors within
the fusion range of P. The number of sensors in F(P) is
represented by N (P). For conciseness, we use F for F(P)
and N for N(P) when the point of interest is clear. Due
to the Poisson process deployment, for a random point P,
N follows the Poisson distribution with mean of prQ, ie.,
N ~ Poi(prR?). In each detection period, a cluster head
is elected to make the detection decision by comparing the
sum of measurements reported by member sensors within
the fusion range against a detection threshold 7. Let Y
denote the sum of measurements, ie., ¥ = ZieF y;. If
Y > n, the cluster head decides H7; otherwise, it decides
Hy. Fig. 6 illustrates the intrusion detection under the data
fusion model.

We assume that the system can obtain the position of
a possible target through a localization service in the net-
work [15], [16]. Our previous analysis [26] based on a sim-
ple localization algorithm shows that the localization error
decreases with network density and becomes insignificant
when the network density is high enough. Under such an
assumption, the localization error can be safely ignored in
our analysis that is focused on the detection delay when
the network density is high. We also evaluate the impact of

Figure 6. Intrusion detection under data fusion model. The void circles
represent randomly deployed sensors; the solid circles represent the target
in different sampling intervals, and a unit detection is performed in each
sampling interval; the dashed discs represent the fusion ranges.

localization error through simulations in Section VII.

In each detection period, a cluster is formed by the sensors
within the fusion range centered at the possible target to
make a detection decision. The cluster formation may be
initiated by the sensor that has the maximum measurement.
Such a scheme can be implemented by several dynamic
clustering algorithms [27]. The fusion range R can be used
as an input parameter of the clustering algorithm.

C. Problem Definition

In this paper, we study the delay of stochastic intrusion
detection in large-scale sensor networks. As the process
of detecting a target is inherently stochastic, the detection
delay is closely related to two system performance metrics,
namely, the false alarm rate (denoted by Pr) and detection
probability (denoted by Pp). Pr is the probability of making
a positive decision when no target is present, and Pp is
the probability that a present target is correctly detected.
In stochastic detection, positive detection decisions may be
false alarms caused by the noise in sensor measurements.
Note that the false alarm rate does not depend on the
property of target as it is the probability of making positive
decision when no target is present. Although detection delay
can be reduced by setting lower detection thresholds, the
fidelity of detection results may be unacceptable because
of high false alarm rates. Therefore, studying detection
delay alone without the consideration of false alarm is
meaningless. We now introduce a concept called a-delay
that quantifies the delay of detection under bounded false
alarm rate.

Definition 1. «a-delay is the average number of detection
periods before a target is first detected subject to that the
false alarm rate of the network is no greater than «, i.e.,
Prp < «, where a € (0,1).

In practice, mission-critical surveillance applications re-
quire a low false alarm rate (o < 5%) [12], [28], as
false alarms not only reduce the fidelity of detection results
but also waste energy in responsive operations such as
wakening asleep sensors. The focus of this paper is to study
the relationship between the a-delay and network density.
Network density directly determines the cost of constructing
and deploying a network. Thus, our results will allow the



network designer to achieve desirable trade-offs between
cost, false alarm rate, and detection delay. Moreover, many
sensor networks reduce energy consumption by only activat-
ing a subset of nodes while scheduling others to sleep [12].
Our results can be applied to reduce the density of active
nodes while achieving the required detection delay. As the
detection delay often dominates the communication delay in
stochastic intrusion detection, we ignore the communication
delay in this paper. For instance, the delay of aggregating
the readings of a group of nodes is within 5 milliseconds
[2] while the detection period can be several seconds.
We address the following problems in this paper:

1) Are the analytical results on detection delay [4]—[9]
derived under the classical disc model still applica-
ble under the definition of a-delay? We propose a
probabilistic disc model such that the existing results
can be naturally extended to the context of stochastic
detection (Section 1V).

2) How to quantify the a-delay when sensors can col-
laborate through data fusion? Answering this question
enables us to evaluate the timeliness of a fusion-based
network and to deploy or turn on the fewest sensors
for achieving a given a-delay (Section V).

3) What is the impact of data fusion on network density
when the a-delay is minimized? Many mission-critical
real-time applications require detection delay to be as
short as possible [12], [28]. We analytically compare
the network densities under the disc and fusion models
when the a-delay is minimized. The result provides
important insights into understanding the limitation of
the disc model and the impact of data fusion on the
design of real-time WSNs (Section VI).

IV. a-DELAY UNDER PROBABILISTIC DISC MODEL

In the classical disc model, each sensor has deterministic
sensing capability within its sensing range. If the target
is within at least one sensor’s sensing range, the target is
regarded to be detected by the network. Such a model is
not consistent with the stochastic nature of signal detection.
As a result, although a number of studies [4]-[9] have been
conducted on intrusion detection based on the disc model,
they cannot be readily used to analyze the performance or
guide the design of real-world intrusion detection systems.
In this section, we extend the classical disc model based on
the stochastic detection theory [1] to capture several realistic
sensing characteristics and study the a-delay under the ex-
tended model. The result lays a foundation for understanding
the limitation of disc model on quantifying the delay of
intrusion detection.

A. Probabilistic Disc Model

In the probabilistic disc model, we choose sensing range
r such that 1) the probability of detecting any target within r
meters from it is no lower than (3, and 2) the false alarm rate

is no greater than «, where « and /3 are parameters specified
by user. Note that o and 3 are both within (0,1). As we
ignore the detection probability outside the sensing range
of a sensor, the detection capability of sensor under this
model is lower than in reality. However, this model preserves
the boundary of sensing region defined in the classical disc
model. Accordingly, the existing analytical results based on
the classical model [4]-[9] can be naturally extended to the
context of stochastic detection. In Section IV-B, we will
discuss how to extend the coverage probability derived under
the classical model [8] to study the a-delay of stochastic
intrusion detection.

We now discuss how to choose the sensing range r under
the probabilistic disc model. The optimal Bayesian detection
rule for a single sensor 7 is to compare its measurement y;
against a detection threshold ¢ [1]. If y; exceeds ¢, sensor
i decides H7; otherwise, it decides Hy. As both y;|Hp and
y;|Hy follow the normal distributions, i.e., y;|Hy = n; ~
N(p,0?) and y;|Hy = s; +n; ~ N(p+ s;,0?), the false
alarm rate and detection probability of sensor ¢ are given by

Pp =P(y; > t|Hy) = Q <15—TH) ; (1)
Pp =P(y; > t|Hy) = Q (““%) . ©

where Q(-) is the complementary CDF of the standard
normal distribution, formally, Q(x) = \/Lz_w fxoo e t*/2dt. To
derive the sensing range, we let P = « and Pp = f.
The detection threshold ¢ can then be solved from (1) as
t=p+0Q (a), where Q1(-) is the inverse function of
Q(+). Moreover, by replacing s; = .S - w(r) in (2), we have

0
"= \/Q—1<a> SR @

For instance, the sensing range r is 3.8m if o = 0.05,
8 =0.95 and 6 = 50 (i.e., 17dB).! Moreover, we can see
from (3) that r increases with the SNR ¢. This conforms
to the intuition that a sensor can detect a farther target if
the noise level is lower (i.e., a greater 6). As Q1(:) is a
decreasing function, r will decrease if a lower false alarm
rate is required (i.e., a smaller o).

B. a-Delay under Probabilistic Disc Model

The intrusion detection under the probabilistic disc model
works as follows. The network periodically detects the target
as described in Section III-C. In each unit detection, if the
target is within at least one sensor’s sensing range, the target
is detected with a probability no lower than 3. We let 3 be
sufficiently close to 1 (e.g., 8 = 0.99) such that the target
is detected almost surely if it is within any sensor’s sensing
range. Such a setting enables the sensors to exhibit similar

IThe SNR is set to be 17 dB according to the measurements in the vehicle
detection experiments based on MICA2 [29] and ExScal [25] motes.



deterministic property as under the classical disc model. We
refer to the circular region with radius of r centered at the
target as the farget disc. Hence, the target is detected if
there is at least one sensor within the target disc. We have
the following lemma.

Lemma 1. If there is no overlap between any two target
discs, the a-dzelay under the probabilistic disc model is T =
1/(1—e=Pm).

Proof: As shown in [8], when the sensors are deployed
according to the Poisson process, the probability that there
is at least one sensor in a target disc is p = 1 — e —pmr?
Suppose the target is detected in the J" (J > 1) de-
tection period. As there is no overlap between any two
target discs, the unit detections are independent from each
other. Therefore, J follows the geometric distribution with
a success probability of p in each Bernoulli trial (i.e., each
unit detection). Moreover, according to the definition of 7 in
(3), the false alarm rate in each unit detection is no greater
than a. According to Definition 1, the a-delay is given by
T=ElJ] = = .

We can see from Lemma 1 that the a-delay decreases
with network density p and sensing range r. Note that r
is given by (3) under the probabilistic disc model. In this
paper, we focus on the case where there is no overlap among
target discs. This condition can easily hold in practice. For
instance, if the sensing range 7 is 3.8m as mentioned in
Section IV-A and the target moves at a constant speed of
5m/s (i.e., 18 km/h) [10], the target disc will not overlap as
long as the detection period 7' is greater than 2s.

V. a-DELAY UNDER DATA FUSION MODEL

Although the probabilistic disc model discussed in Sec-
tion IV captures the stochastic nature of sensing, it does
not exploit the possible collaboration among sensors. In this
section, we derive the detection performance and a-delay
under the data fusion model presented in Section III-B.

A. Performance Modeling of Fusion-based Detection

In this section, we derive the false alarm rate and detection
probability in a unit detection. The results will be used in
Section V-B to analyze the a-delay under the fusion model.

When no target is present, each sensor measures i.i.d.
noise as discussed in Section III-A. Denote F; as the
set of sensors within the fusion range in the ;M unit
detection. Suppose there are NN; sensors in F;. The sum
of energy measurements follows the normal distribution,
ie, Y|Hy = Y cp i ~ ./\/( N;u, Njo?). Therefore,
the false alarm rate of the j™ unit detection is given by
Ppj = P(Y > n|Ho) = Q(L=2£

V/Njo

detection threshold. As Pp is a non-decreasing function of
Pr [1], it is maximized when Pp is set to be the upper
bound «. Such a scheme is referred to as the constant false

, where 7 is the

alarm rate detector [1]. Let Pr; = «, the optimal detection
threshold can be derived as n* = N;u + \/]TjUQ_l(Of).
When the target is present, the sum of energy measure-
ments in the j® unit detection is Y|H; = >icF, Si +
>_icw, Mi- The attenuated signal energles {sili € F,} are
i.id. and we denote p1s and o2 as the mean and vari-
ance of s;, respectively. The proof for the independence
of {s;li € F;} and the derivation of s and o2 can
be found in Appendix A. Note that both ps and o? are
determined by the target energy S, the signal decay function
w(d) and fusion range R. If N; is large enough, ZieFj S
approaches the normal distribution according to the central
limit theorem, ie., 3 ;cp si ~ N(Njus, N; 02). As the
sum of two 1ndependent Gauss1ans is also Gaussian, Y'|Hy
follows the normal distribution, i.e., Y|H; ~ N(N;jpus +
Nju,Njo? + Njo?). Hence, the detection probability in
the j unit detection is given by Pp; = P(Y > n|H;) ~
Q n—Nijps—Njp

N

tion threshold n*,

>. By replacing n with the optimal detec-

PDJ':Q <\/ﬁ : Qil(a) \/m \/—>

B. a-Delay of Fusion-based Detection

As discussed in Section III-C, the process of detecting a
target consists of a series of unit detections. Based on the
performance modeling of each unit detection in Section V-A,
we now derive the a-delay under the data fusion model.

We assume that there is no common sensor between any
two fusion ranges (as shown in Fig. 6). As a result, the
sensor sets {F;|j > 1} are independent. If the target moves
along a straight line at a constant speed of v, the condition
for this case can be derived as vI' > 2R. We note that this
condition can easily hold in practice. For instance, if the
fusion range R is set to be 10m and the target moves at a
constant speed of 5m/s (i.e., 18km/h) [10], no two fusion
ranges will overlap as long as the detection period T is
greater than 4s.

From (4), Pp; is a function of IN;. When the sensor sets
{F;|j > 1} are independent, {Pp;|j > 1} are iid. as
the numbers of sensors involved in each unit detection (i.e.,
{N,|j > 1}) are i.i.d. due to the Poisson process. We denote
E[Pp] as the mean of Pp; for any j, i.e., E[Pp] = E[Pp;,],
V4. Intuitively, the intrusion detection can be viewed as a
series of infinite Bernoulli trials and the success probability
of each Bernoulli trial is E[Pp]. Accordingly, the number
of unit detections before (and including) the first successful
unit detection follows the geometric distribution with a mean
of 1/E[Pp]. Hence the «a-delay is given by the following
theorem (the formal proof is omitted due to space limitation
and can be found in [26]).

Theorem 1. The a-delay of fusion-based detection is T =
1/E[Pp], where E[Pp] is the average detection probability
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Figure 7. Mean detection probabil-
ity vs. network density (R = 25 m).

Figure 8. Mean detection proba-
bility vs. fusion range (p = 0.03).

in any unit detection.

We now discuss how to compute E[Pp] in Theorem 1.
As Pp; is a function of N; and N; follows the Poisson
distribution, i.e., N; ~ Poi(pmR?), E[Pp] is given by

E[Pp] = Y Pp;- feai(NjlprR?), )
N;=0

where fpoi(k|A\) is the probability density function (PDF)
of the Poisson distribution Poi()). Specifically, fpoi(k|\) =
Aee=A/k!. Note that Pp; in (5) is computed using (4).

Fig. 7 and Fig. 8 plot E[Pp] versus network density p and
fusion range R, respectively. From Fig. 7, we can see that
E[Pp] increases with p. Moreover, for a certain p, E[Pp]
increases with the SNR. From Fig. 8, we can see that E[Pp]
is a concave function of fusion range R and there exists an
optimal R that maximizes E[Pp]. Intuitively, as the fusion
range initially increases, more sensors contribute to the data
fusion resulting in better sensing quality. However, as the
fusion range becomes very large, the aggregate noise starts
to cancel out the benefit because the target signal decreases
rapidly with the distance from the target. In other words, the
measurements of sensors far away from the target contain
low-quality information and hence fusing them lowers de-
tection performance. In practice, we can choose the optimal
fusion range according to numerical results.

VI. IMPACT OF DATA FUSION ON REAL-TIME
DETECTION

Many mission-critical real-time applications require de-
tection delay to be as small as possible [12], [28]. As
an asymptotic case, the a-delay approaches one, i.e., any
intruder can be detected almost surely in the first detection
period after its appearance, which is referred to as the instant
detection. As a smaller detection delay always requires more
sensors, the network density for achieving instant detection
is an important cost metric for mission-critical real-time
sensor networks.

In this section, we investigate the required network density
for achieving instant detection under both the disc and fusion
models. According to Lemma 1 and Theorem 1, the network
density under both models approaches infinity when the a-
delay reduces to one. However, the speed that the network

density increases is different. In this section, we study the
ratio of network densities for instant detection under the
two models, which characterize the relative cost of the
two models when detection delay is minimized. The result
provides important insights into understanding the limitation
of the disc model and the impact of data fusion on the
performance of real-time WSNs for intrusion detection.

A. Network Density for Achieving Instant Detection

We abuse the symbols a bit to use IV instead of IV; and
Pp instead of Pp; as we are not interested in the index of
unit detection. As p — oo, N — oo almost surely. In (4),

the second item —% -v/N dominates when p — oo,
(o2 g

since the first item \/% -Q~ () is a constant. Therefore,
g;TO

it’s safe to use Pp = Q(kv/N) to approximate (4), where
k= —\/ﬁ. We have the following lemma.
Lemma 2. Let py and pg denote the network densities for
achieving a-delay of T under the fusion and disc models,
respectively. There exists & € (0,1) such that
2 2 . Pf 2 2
g TS TILI% e = TR re. (6)
The proof can be found in Appendix B. Note that £ is
a function of £k (given by (10)). According to Lemma 2,
lim, .1+ ps/pa is largely affected by the sensing range of
a single sensor. According to (3), the sensing range 7 is
determined by the requirements on false alarm rate and
detection probability (i.e., « and [3), as well as the SNR
0. As discussed in Section IV-B, 3 is a constant close to
one. Accordingly, we only analyze the impacts of « and §
on the network density for achieving instant detection. We
have the following theorem.

Theorem 2. The ratio of network densities for instant de-
tection under the fusion and disc models has an asymptotic
tight bound of

. ps 6 )
lim — =0 ——. 7
r—1+ pg (Ql(a) 7
Proof: In Lemma 2, k depends on the SNR 9, i.e.,
b Ms _ Spo _ o
Voit+ao®  /SPef+o? ez L

where /19 and o3 (both defined in Appendix A) are constants.
Moreover, ¢ is a function of k (given by (10)). Accordingly,
k and & are both constants when ¢ is fixed or approaches
infinity. Hence, according to Lemma 2, the tight bound of
the density ratio is lim, 1+ py/pa = ©(r?). From (3), for
fixed 8, r? = ©(6/Q (). Therefore, we have (7). ™

Theorem 2 suggests that the relative cost for instant
detection between the fusion and disc models depends on
the required false alarm rate o and SNR 4. Specifically,
for a fixed SNR, when @ — 0, @ *(a) — oo and hence



0 L O B S 111
12— — 1.4 — ~ =
-7 g2 g
~ i
4 <1 o
+038 —
’ I 0.6 —
0.4 —
E upper bound E 04 upper bound
02— lower bound — — — — 02 H lower bound — — ——
0 | | | | ol 11 | |
0 01 02 03 04 05 1920 21 22 23 24
Required false alarm rate o 10log,y 6 (dB)

Figure 9. Density ratio vs. required Figure 10.
false alarm rate (6 =50, R=37m). (a = 0.01).

Density ratio vs. SNR

lim, 1+ ps/pa — 0. This suggests that the data fusion
model can significantly reduce the network density when a
small false alarm rate is required. Moreover, for a fixed false
alarm rate, lim,_, 1+ py /pa increases with 6. That is, the
advantage of data fusion diminishes as the SNR increases.

B. Application of Results

In this section, we use two realistic examples to illustrate
the implications of Theorem 2. They also provide several
important insights into understanding the applicability of the
disc model and the data fusion model in various application
scenarios.

1) Data fusion reduces network density: As discussed
in Section VI-A, lim,_,;+ ps/pq decreases to zero when
a — 0. If a small « is required, py < pg for instant
detection, i.e., the fusion model requires lower network
density than the disc model. In other words, data fusion
is effective in reducing detection delay and false alarms.
Fig. 9 plots the lower and upper bounds of the density
ratio given by Lemma 2. We set the SNR § to be 50
(i.e., 17dB) according to the measurements in the vehicle
detection experiments based on MICA?2 [29] and ExScal [25]
motes. The fusion range R is optimized to be 37 m. From
the figure, we can see that if o < 0.2, the fusion model
will outperform the disc model. In practice, most mission-
critical surveillance systems require a small a.. For example,
in the vehicle detection system [12] and the acoustic shooter
localization system [28], the false alarm rates are tuned to
be near zero.

2) Disc model suffices for high-SNR detection: As dis-
cussed in Section VI-A, for a fixed «, lim,_,+ pf/pd
increases with §. If the SNR is high enough so that
lim, .1+ pf/pa > 1, the disc model is superior to the fusion
model in achieving instant detection. This implies that the
disc model suffices when the SNR is high. Fig. 10 plots the
bounds of density ratio given by Lemma 2. We set « to
be 0.01. The fusion range R is optimized for each §. From
the figure, we can see that if the SNR is higher than 21 dB,
the disc model outperforms the fusion model. Intuitively, by
taking advantage of collaborative sensing, the fusion model
is effective when the SNR is low to moderate. However,
when the SNR is high, the detection performance of a single

sensor is satisfactory and the collaboration among multiple
sensors may be unnecessary.

In real systems, the noise experienced by a sensor comes
from various sources, e.g., the random disturbances in the
environment and the electronic noise in the sensor’s circuit.
Thus the SNR depends on the characteristics of targets, the
environment, and the sensor device. In the vehicle detection
experiments based on low-power motes, e.g., MICA2 [29]
and ExScal [25], the SNRs are usually low to moderate (<
17dB). In such a case, data fusion can effectively reduce
the network density required to achieve short detection delay
and low false alarm rate.

VII. PERFORMANCE EVALUATION

In this section, we conduct simulations to evaluate the
theoretical results in previous sections. We first describe the
simulation settings and methodology in Section VII-A, then
present the simulation results in Section VII-B.

A. Simulation Settings and Methodology

Both the mean and variance of the noise (i.e., j and o?)
are set to be 1. The SNR ¢ is set to be 50 (i.e., 17dB)
according to the measurements in the vehicle detection
experiments based on motes [25], [29]. The fusion range
R is set to be 25 m.

The sensors are deployed uniformly into a large field and
periodically detect the target. The target initially appears at
the origin, and moves along the X-axis at a speed of 2R
per detection period. In the simulations, we consider the
target localization error as follows. Suppose the real target
position is at P(z,y) when sensors take measurements,
while the target position localized by the network is at
P’(x+ecosf,y+esinf), where ¢ is a specified constant and
0 is picked uniformly from [0, 27). Sensors within the fusion
range centered at P’ fuse their measurements and make
the detection decision. We conduct 500 runs with different
random sensor deployments. The a-delay is computed as the
average number of detection periods before the target is first
detected in each run.

For the disc model, the sensing range r is computed
according to (3). Once the target enters the sensing range of
a sensor, the sensor makes a detection decision by comparing
its measurement against the detection threshold ¢ derived in
Section IV-A.

B. Simulation Results

We first evaluate the analytical result on the a-delay of
fusion-based detection. Fig. 11 plots the «-delay versus
the network density. The curve labeled with ‘“analytical”
plots the a-delay computed according to Theorem 1 and
Eq. (5). The data points labeled with “SIM(e)” represent
the simulation results with a constant localization error e.
From the figure, we can see that the «-delay decreases
with the network density. The simulation result without
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localization error (i.e., € = 0) confirms the analytical result
when the network density is greater than 0.01. When p
is smaller than 0.01, the simulation result starts to deviate
from the analytical result. This is due to the approximation
made in the derivation of Pp in Section V-A. However,
we can see that the maximum error between the analytical
and simulation results falls within one detection period.
Fig. 11 also shows that the impact of localization error is
small. The simulation result has a considerable deviation
from the analytical result only when the localization error
is equal to the fusion range (25m). In such a case, the
target falls completely outside of the fusion range. Moreover,
the impact of localization error diminishes as the network
density increases. This result demonstrates the robustness of
our analysis with respect to localization error, especially in
achieving instant detection.

Fig. 12 plots the ratio of network densities required by
the fusion and disc models (i.e., py and pg) to achieve the
same «-delay, given different required false alarm rates. For
instance, if the required false alarm rate is 0.05, the density
ratio py/pq is about 0.42 when the a-delay approaches
one. This means that the disc model requires more than
twice sensors for instant detection, compared with the fusion
model. We can also see that lim, .1+ ps/pq decreases if a
lower false alarm rate is required. This is consistent with
our analysis in Section VI-A.

Fig. 13 plots the density ratio versus a-delay given
different SNRs. We can see from the figure that the density
ratio increases with the SNR. For instance, if the SNR § is
20, the density ratio py/pq is about 0.5 when the a-delay
reduces to one. However, if § increases to 100, pg /pa is
about 1.4, which means that the disc model requires less
sensors than the fusion model. This is consistent with our
analysis in Section VI-A.

VIII. CONCLUSION

In this paper, we study the impact of data fusion on
real-time detection in WSNs through the performance com-
parison between the disc model and data fusion model.
Our results show that data fusion is effective in achieving
stringent performance requirements such as short detection
delay and low false alarm rate, especially in the severe
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Density ratio vs. a-delay
given different required false alarm rate.

Figure 13.
given different SNRs (a = 0.05).

Density ratio vs. a-delay

scenarios with low SNRs. However, the disc model may
suffice only when the SNR is sufficiently high. Our results
help understand the applicability of the disc and data fusion
models, and hence provide important guidelines for the
design of real-time WSNs for intrusion detection.
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APPENDIX A.
DERIVING THE MEAN AND VARIANCE OF s;

We first prove that {s;|¢ € F;} are i.i.d. for any target position
P. As sensors are deployed uniformly and independently, {d;|i €
F,} are i.i.d. for any P, where d; is the distance between sensor
¢ and point P. Therefore, {s;|i € F;} are i.i.d. for any P, as s;
is a function of d;, i.e., s; = S - w(d;).

We then derive the mean and variance of s;, i.e., s and U?. Let
(zp,yp) and (x;,ys) denote the coordinates of point P and sensor

i, respectively. The posterior PDF of (x4, ;) is f(zi,4:) = —5=

where (x; — x,)% + (yi — yp)* < R Hence the posterlor CDF

of d; is given by F(d;) = fzr de fo — 2 cxdx = ;2, where
d; € [0, R]. Therefore,
s = / Sw(d;)dF(d 28/ d;)d;dd;,

2
:/ S*w?(d;)dF (d;) — 2 = 2}%/ w?(di)didd; — 2.

w(d:)dsdd; and a'o =2 [Fw?(di)diddi—

By letting 110 = 77 fo =

ud, we have ps =Spuo and 02 = S%0g.
APPENDIX B.
PROOF OF LEMMA 2

Proof: From Lemma 1 and Theorem 1, if the same «-delay
of 7 is achieved under the two models, we have

E[Pp]=1—e ™" ®)

We first prove the lower bound in (6). It is easy to verify that
Pp = Q(kV/N) is a concave function. According to Jensen’s in-
equality, we have E[Pp] < Q(k+/E[N]) = Q(k+/psmR?). From
(8), we have 1—e 74" = E[Pp] < Q(k+/psmR?). Accordingly,

pa < ——In®(ky/7R - /p5), where ®(z) = 1 — Q(x). Hence,
the density ratio satisfies

. Pf 2 2 2
lim — > — - lim = .
ot pa = e lnq)(k\/_R N
In the above derivation, we use the equality hm ™ q)( WV

—-Z, which can be verified via L’Hbpital’s Rule (the proof can be

found in [23]).
We now prove the upper bound in (6). As Pp > 0, according
to Markov’s inequality, for any given number ¢, we have

E[Pp] > c-P(Pp > o). ©)
We define ¢ and c as follows:

E? +2 — VEY + 4k2
e= T = QB ). (10)

It’s easy to verify that £ € (0, 1). Therefore,

(QUvN) = QU V/EpsnR?))

As N ~Poi(p f7rR2) and the Poisson distribution approaches the
normal distribution A'(psm R, pymR?) when py— oo, we have

EpsmR? — pymR?
P(Pp > ¢)=Q <W> =Q ((f -1y PfWR2) .

By replacing ¢ and P(Pp > ¢) in (9), we have

ElPp] > Q (kVEpsmR?) - Q (¢ = )V/prm?)

It is easy to verify that k\/_ & — 1. Thus the above inequality

reduces to E[Pp] > Q (h\/p7), where h = k+/€mR. From (8),

we have 1—ePamr” = = E[Pp] > Q*(h/py). Accordingly, pg >
—= - (In(1 + Q(h/py)) + In ®(h,/pys)). Hence, we have

lim pf< —7r? lim

P(Pp>c)=P =P(N>¢psmR?).

r—1t pd pf—ro0 ln(l —+ Q(hq/ )) +In q’(hq/ )
20 Pf o 2 L2
= —7nr pflinoo Mo p) | R re. (11)

Note that h = kv&rR < 0 and In(1 + Q(h,/py)) = In2
when pf — 00. We also use the aforementioned equality

zlirrgo W 19—22 to derive (11). [ |



