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Problem to be Addressed

Our research is within the subfield of modeling trust and
reputation in multi-agent systems for electronic commerce.
More specifically, we are interested in addressing two prob-
lems that may arise in trust and reputation models where
buying agents elicit opinions about selling agents from other
buyers (known as advisors) in the marketplace:

o Unfair ratings of sellers provided to buyers

e Developing incentives for buyers to report their ratings of
sellers

To explain, the ratings provided by advisors are possibly un-
fair. Buyers may provide unfairly high ratings to promote
the seller. This is referred to as “ballot stuffing” (Dellaro-
cas 2000). Buyers may also provide unfairly low ratings,
in order to cooperate with other sellers to drive a seller out
of the marketplace. This is referred to as “bad-mouthing”.
Besides the problem of unfair ratings, rating submission is
voluntary in most trust management systems. Buyers do
not have direct incentives to provide ratings because, for ex-
ample, providing reputation ratings of sellers requires some
effort (Jgsang, Ismail, & Boyd 2005). Providing fair rat-
ings for a trustworthy seller may also decrease the chance of
doing business with the seller because of competition from
other buyers.

Plan for Research

We first seek to develop a model that addresses unfair rat-
ings. Our proposal is to adopt a personalized approach that
allows a buyer to estimate the reputation (referred to as pri-
vate reputation) of an advisor based on their ratings for com-
monly rated sellers. When the buyer has limited private
knowledge of the advisor, the public reputation of the ad-
visor will also be considered, based on all the ratings for the
sellers ever rated by the advisor. Finally, the trustworthiness
of the advisor will be modeled by combining the weighted
private and public reputations, where the weights are deter-
mined based on the estimated reliability of the private repu-
tation, using probabilistic reasoning.

Equipped with the richer method for modeling trustwor-
thiness of advisors in terms of private and public reputation,
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we are then interested in embedding this reasoning into a
framework where there is as well incentive for being honest.
Other researchers have also been working on developing in-
centive mechanisms to encourage honesty in the reporting
from buyers, in order to diminish concerns about unfair rat-
ings. Two types of mechanisms have been developed, side
payment mechanisms (Jurca & Faltings 2003) and credi-
bility mechanisms (Jurca & Faltings 2004). Side payment
mechanisms offer payment to buyers that fairly rate results
of business with sellers. In these mechanisms, providing fair
ratings for business results is a Nash equilibrium. Credibil-
ity mechanisms measure agents’ credibility. The credibility
of a buyer and a seller in a business will be decreased if their
ratings about the business result are different.

We, however, begin with a novel insight that advisors may
be motivated to provide honest ratings when asked by other
buyers if advisors that are honest are rewarded by sellers
through more profitable transactions. This idea is supported
by the work in the field of evolutionary game theory, such
as the work of Gintis et al. (Gintis, Smith, & Bowles 2001).
They argue that an agent’s altruism in one context signals
“quality” of the agent that will benefit from increased op-
portunities in other wider contexts. We use our personalized
approach to create a social network of buyers. Each buyer
in the society retains a neighborhood of the most trustwor-
thy buyers, as advisors. In our mechanism, we also allow
sellers to explicitly model the reputability of buyers, based
on the number of neighborhoods they belong to in the soci-
ety. Buyers that provide fair ratings of sellers are likely to
be neighbors of many other buyers and can be considered
reputable. This is also supported by Gintis et al. (Gintis,
Smith, & Bowles 2001) through the model of a multi-player
game. They argue that agents reporting honestly provide
benefit to others and will further be preferred by others as
allies. These agents will be able to attract a larger audience
to witness their feedback (also known as increasing “broad-
cast efficiency”). Sellers in our system will increase quality
and decrease prices of products for more reputable buyers,
in order to build their own reputation. This therefore creates
an incentive for buyers to provide fair ratings of sellers.

Progress to Date and Future Research

To date, we have developed a specific personalized model
for representing the trustworthiness of advisors and sellers.



One main idea that we use is to model the ratings that arrive
according to their time windows. This helps to avoid the sit-
uation where advisors may untruthfully rate selling agents
a large number of times and deal with changes of agents’
behavior. We have also begun the specification of the in-
centive mechanism. Consider the scenario in an electronic
marketplace where a buyer B wants to buy a product p. We
assume that the buying and selling process is operated as
a procurement auction. The buyer B sends the request to
a central server. The request contains information about a
set of non-price features { f1, fo, ..., fm } of the product, as
well as a set of weights {w1, wa, ..., w,, } that correspond to
how important each non-price feature is. The central server
forwards the request to sellers in the marketplace. A seller
S € S sets the price and values for the non-price features of
p. To gain profit from each possible transaction, the seller
may not include in its bid the true cost of producing p with
certain non-price features. The best potential gain the seller
can offer the buyer from the transaction is as follows:

V'(p) => wiD(f;) - C(p) (1)
1=1

where D() is a function to convert descriptive non-price fea-
ture values to numeric values and C(p) is the cost for S to
produce p. We define the distribution function for V' (p) as

F(V'). A symmetric Bayes-Nash equilibrium can be de-
rived. The equilibrium bidding function is as follows:
P = o+ Tt POy
p)=0C\p FOVT D

where Vp(R) is the valuation of discount for the buyer B
with reputation R(B), V7, is the lower bound of the value
for the non-price features of p, and Cy (V;, > Cp) is the
higher bound of the cost for the seller to produce p.

Our mechanism allows the central server to maintain a
fixed number of neighbors for each buyer from which the
buyer can trust and ask advice about sellers. The central
server models the trust value a buyer has of another buyer
(an advisor) through the personalized approach. The seller
S periodically acquires neighbor list information of buyers
from the central server. It then counts for each buyer the
number of neighborhoods. Suppose that there are N other
buyers considering the buyer B as one of their neighbors.
The reputation of B can be calculated as follows:

{ if Ng < 6;

otherwise.
The value of 6 depends on the total number of buyers in the
marketplace. As can be seen from Equations 2 and 3, buyers
that are neighbors of many other buyers will be offered more
discount by sellers. Our mechanism also allows sellers to
see how they have been rated by buyers, allowing sellers to
reward those buyers deemed to be honest.

Our research has two contributions, a personalized ap-
proach for buying agents to effectively model trustworthi-
ness of other buyers and a novel incentive mechanism to
elicit fair ratings of sellers in electronic marketplaces. We

Np

0
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are aware that many current social reputation models do not
effectively allow for both public and private reputation mod-
eling. We have carried out some experiments based on sim-
ulations to illustrate the effectiveness of our approach. Ex-
perimental results indicate that our approach can effectively
model the trustworthiness of advisors even when buyers do
not have much experience with sellers. Also, our approach
is still effective when the majority of advisors provide large
numbers of unfair ratings. For the future, we want to de-
velop strategies for effectively comparing our model to other
competing approaches. We may also learn more about how
best to perform this modeling as we continue to make use
of it for the problem of developing incentives for honesty in
e-marketplaces.

For the incentive mechanism, we have begun to outline a
formalism for buyers and sellers to model each other in the
marketplace. We have also carried out preliminary exper-
iments based on simulations to prove that both buyers and
sellers are able to gain better profit in marketplaces oper-
ating with our mechanism. One main direction for the fu-
ture is to develop our mechanism in more detail. We will
seek a more comprehensive approach for modeling buyers’
reputation based on the social network topology. We are
particularly interested in exploring how to demonstrate that
our approach copes with collusion, whereas other incentive
mechanisms do not (as noted, by other researchers). Our
mechanism allows sellers to view the ratings provided by
buyers and can in this way detect dishonesty. It also al-
lows buyers to maintain a list of trustworthy other buyers as
their neighbors. If a buyer colludes, it can be excluded from
neighborhoods and will not be rewarded by sellers. Sellers
that collude will also not profit because buyers can make in-
formed decisions about which sellers to do business with,
based on advice from their neighbors. To prove the above
expectations, we will develop experiments using agents that
strategically collude. We seek to develop as well definitive
comparisons with competing models. It may also be useful
to determine how robust our model is to buyers and sellers
leaving the marketplace.
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