48 International Journal of Distributed Systems and Technologies, 3(1), 48-62, January-March 2012
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Challenges, Desired Properties
and Future Directions
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ABSTRACT

An increasingly large number of cars are being equipped with GPS and Wi-Fi devices, forming vehicular ad-
hoc networks (VANETS) and enabling vehicle to vehicle communication with the goal of providing increased
passenger and road safety. However, dishonest peers (vehicles) in a VANET may send out false information
to maximize their own utility. Given the dire consequences of acting on false information in this context, there
is a serious need to establish trust among peers. This article first discusses the challenges for trust manage-
ment caused by the important characteristics of VANET environments, and identifies desired properties that
effective trust management should incorporate in order to address the challenges. The author then surveys
and evaluates existing trust models in VANETS, and points out that none of the trust models has achieved all
the properties. Finally, the author proposes some important future directions for research towards effective

trust management for VANETS.
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INTRODUCTION (V2V)communication, forming a vehicular ad-

Various studies have established the fact that the
number of lives lost in motor vehicle crashes
world-wide every year is by far the highest
among all the categories of accidental deaths
(Wikipedia, n.d.). With the expected increase
in the vehicle and human populations as well as
economic activities, roads will likely getbusier.
Thus, there is an urgent need to enhance road
safety and reduce traffic congestion. Recently,
with the advancement in technology more and
more vehicles are being equipped with GPS
and Wi-Fidevices thatenable vehicle to vehicle
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hocnetwork (VANET). Peer vehiclesin VANET
can communicate with each other regarding
up to date information about road and traffic
conditions, so as to avoid car accidents and
effectively route traffic through dense urban
areas. VANET is thus envisioned to be one of
the most important applications of mobile ad-
hoc networks in the future.
Network-On-Wheels (NOW) project
(http://www.network-on-wheels.de/), GST, Pre-
Vent and Car-to-Car Consortium (http://www.
car-to-car.org/) among others, represent some
of the ongoing efforts in the general domain of
vehicular networks. Some car manufacturers
have already started to fit devices that will help
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achieve the goals mentioned above. For ex-
ample, GM has rolled out V2V communication
in its Cadillac STS Sedans. GM’s proprietary
algorithm called “threat assessment algorithm”
keeps track of the relative position, speed and
course of other cars (also equipped with V2V
technology) in aquarter-mileradius and issues a
warning to the driver when a crash is imminent.
Similar prototypes by other car manufacturers
are currently in the testing phase, scheduled to
hit the markets over the coming years (Nadeem
etal., 2004; Xu et al., 2004; Elbatt et al., 2006;
Rahman & Hengartner, 2007). These systems
focus mainly on ensuring a reliable delivery of
messages among peers. As a result, less focus
has been placed on evaluating the quality of
information that is sent by peers, in order to
cope with reports from malicious peers which
may compromise the network. For example,
consider a peer that reports the roads on his
path as congested with the hope that other peers
would avoid using these roads, thus clearing
the path. Therefore one important issue among
others that may arise in"VANETSs.is the notion
of trust among different peers.

The goal of incorporating trust is to al-
low each peer in a VANET to detect dishonest
peers as well as malicious data sent by these
dishonest peers, and to give incentives for these
peers to behave honestly and discourage self-
interested behavior. Given the critical nature
of the applications in the context of VANETs,
it is crucial to associate trust with peers and
the data that they spread. However, due to the
important and possibly unique characteristics
of VANET environments, effectively modeling
trust of peers becomes very challenging.

In this article, which is an extended ver-
sion of Zhang (2011), we first discuss the
challenges for trust management caused by the
large, decentralized, open, sparse and highly
dynamic nature of VANET environments, and
identify some key desired properties that trust
management should incorporate, including
decentralized trust establishment, being capable
of coping with sparsity, being event/task and
location/time specific, scalable, robust and
sensitive to privacy concerns, and integrated

confidence measure. For each property, we also
extensively discuss some trust models proposed
in other domains (such as multi-agent systems,
peer-to-peer systems, collaborative intrusion
detection networks, etc.) that may provide use-
ful solutions. We then survey and evaluate the
existing trust models in VANETSs based on the
desired properties. None of them has achieved
all the propertiecs. We finally suggest some
important future research directions towards
effective trust management in VANETs.

CHALLENGES IN VANET
ENVIRONMENTS

Modeling trustworthiness of peers in VANETs
presents some unique challenges. First of all,
the vehicles in a VANET are constantly roam-
ing around and are highly dynamic. On a typi-
cal highway the average speed of a vehicle is
about 100 km/hour. At high speeds the time to
react to an imminent situation is very critical,
therefore, it is very important for the peers to
be able to-verify/trust incoming information
in real-time. Second, the number of peers in
VANET can become very large. For example,
in dense urban areas the average amount of
vehicles that pass through the network may be
on the order of millions and several thousand
vehicles will be expected to be present in the
network at any given time. Also this situation
is exacerbated during the rush hours when, for
example, majority of the people commute to
and back from work inametropolitan area. This
may introduce several issues such as network
congestion - since vehicles are communicating
on a shared channel, and information overload
- resulting from vehicles receiving a lot of data
from the near-by vehicles in a congested area
(Leckie & Kotagiri, 2003).

Another key challenge in modeling trustin
VANET isthata VANET isadecentralized, open
systemi.e., thereis no centralized infrastructure
and peers may join and leave the network any
time respectively. If a peer is interacting with a
vehicle now, itis not guaranteed to interact with
the same vehicle in the future (Eichler et al.,
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20006). Also, information about road condition
is rapidly changing in VANET environments,
e.g., a road might be busy 5 minutes ago but
now itis free, making it hard to detect if the peer
spreading such information is malicious or not.
This also brings out an important challenge that
the information received from VANETS needs
to be evaluated in a particular context. The two
key context elements in VANETSs are location
and time. Information which is closer in time
and location of an event is of more relevance.

DESIRED TRUST
MANAGEMENT FOR VANET

Based on the challenges in VANET environ-
ments, we identify here a list of desired prop-
erties that effective trust management should
incorporate for VANETs.

Decentralized Trust Establishment

Trust establishment should be fully decentral-
ized to be applicable to the highly dynamic and
distributed environment of VANETs (Dotzer et
al., 2005; Mass & Shehory, 2001; Yu & Singh,
2002a). Many trust models (Wu & Sun, 2001;
Regan et al., 2006; Tran, 2005; Minhas et al.,
2010a, 2010b), make use of only peers’ direct
interactions to update one peer’s belief in the
trustworthiness of another. This kind of one-to-
one interaction can easily be implemented in a
distributed manner. Some trust models (Yu &
Singh, 2000, 2002a, 2002b) also allow a peer
A to model the reputation of another peer B by
seeking many other peers’ opinions about B and
combining these opinions together. However,
peer A may not know which other peers have
had direct interactions with B because there
is no a central authority as in the centralized
reputation systems (Josang & Ismail, 2002)
to collect such information. The models of Yu
and Singh (2000, 2002a, 2002b) in distributed
peer-to-peer environments thus also allow peer
Atoseekadvice from other peers called referrals
about which peers may have knowledge about
peer B. Once the peers who have the required

information are identified, reputation of peer B
can be built in a distributed manner.

And, the trust models (Raya et al., 2007;
Sabater & Sierra, 2001; Huynh et al., 2006;
Minhas et al., 2010a, 2010b) that rely on the
real-worldrole of vehicle drivers should also be
done in a totally decentralized manner among
the vehicles themselves. For this to work, car
manufacturers or transportation authorities may
need to be involved to issue certificates at the
manufacture or registration time respectively.
A public-private key infrastructure for verify-
ing each other’s roles can be implemented in a
distributed manner. Mass and Shehory (2001)
provide a model that on seeing a certificate
enables a third party (or peer) to assign specific
roles to the peers in the system. Based on their
roles the peers are then supposed to carry our
certain duties and are expected to abide by cer-
tain policies. In this scenario, any peer can act
as a certificate issuer and thus role assignment
is achieved in a distributed fashion.

Coping-with-Sparsity

Effective trust establishment should not be
contingent upon a minimum threshold for
direct interactions. As described in the section
on Challenges in VANET Environments, it
should not be expected that a peer in VANET
would possibly interact with the same peer more
than once. However, it is important to clarify
here that the trust models should still be able
to effectively take into consideration any data
available from direct interaction (even though
it might happen just once). Thus, in a scenario
where the number of peers that are able to spread
information has gone down to the extent that
the condition of information scarcity or a total
lack of information is prevalent, any data might
be termed valuable. In the trust calculation, the
weight for the data can be raised in this scenario
while it may have a lower default value, to cope
with the data sparsity problem in VANET.
The role-based trust approaches of Raya
etal. (2007), Sabater and Sierra (2001), Huynh
et al. (2006), and Minhas et al. (2010b, 2010a)
can distinguish trustworthy peers from un-
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trustworthy ones to some extent despite the
sparsity of the environment, as real-world roles
of vehicle drivers and the trust associated with
these roles are assumed to be pre-defined in
these trust models.

The idea of allowing peers to send testing
requests in Staab et al. (2008) and Fung et al.
(2011) can also deal with sparsity. The senders
of these testing requests basically know the
solution to these requests in advance. Imaging
a group of vehicle drivers driving in a city from
one location to another, they remain in contact
range for a certain period of time. These driv-
ers can send testing requests to each other and
evaluate their feedback. Trust between them
can then be established.

Event/Task and Location/
Time Specific

Since the environment of the peers in VANET
is changing constantly and rapidly, a good trust
model should introduce certain dynamic trust
metrics, capturing this dynamism by allowing a
peer to control trust management-depending on
the situation at hand (Raya et al., 2007; Dotzer
et al., 2005). Here, we separately discuss two
particularly important dynamic factors in the
context of VANETS, event/task and location/
time.

Peers in general can report data regard-
ing different events e.g., car crashes, collision
warnings, weather conditions and information
regarding constructions etc. Trust manage-
ment should therefore be event/task specific.
For example, some of these tasks may be time
sensitive and require quick reaction from the
peer that receives them. In this case, this peer
can only consult a very limited number of other
peersto verify whether the reported information
is true. In another case, reporting peers having
different roles in VANET may have more or
less knowledge in different types of tasks. For
example, a police may know more about car
crash information while city authorities may
know more aboutroad construction information.
In addition, a peer should update the reporting
peer’s trust by taking into account the type of

the reported event. For example, life-critical
events will certainly have more impact on the
reporting peer’s trust.

We also note that location and time are
another two particularly important dynamic
metrics. For example, if the origin of a certain
message is closer to the location of where the
reported event has taken place, it mightbe given
a higher weight, relying on the underlying as-
sumption thata peer closer to the event is likely
to report more realistic data about the event
(given that they are not malicious themselves).
Similarly, we can apply this concept to time. If
the message reporting a certain eventisreceived
closer to the time when the reported event
has taken place, it might be allowed a higher
weight in trust calculation. Another suggestion
that naturally follows from time based trust is
that, since the relevance of data in VANET is
highly dependent on when it was received, it
would make sense to assign a decay factor to
the message. The message further away from
the time of evaluating trust would be assigned a
lower weight. In other words; we should decay
the impact of the message relative to the time of
the trust evaluation. The decay factor is some-
what analogous to the time-to-live (TTL) relay
decision used in traditional routing algorithms
(Li & Wang, 2007).

The first issue that may arise with calcu-
lating time or location specific trust is how
to get location and time of the actual event.
It can be expected that whenever a report
regarding an event is generated to be shared
among other peers it will hint to the time at
which this event has taken place, giving the
required time information. Also it can be as-
sumed that every peer while transmitting the
report appends its location with the report. The
next issue is to verify whether the time and
location information contained within a report
is real or spoofed. With this regard, Golle et al.
(2004) have proposed a method to accurately
estimate the location of nearby peers. Now the
next task would be to actually use the location/
time information in trust management. In the
calculation of subjective reputation as proposed
by Sabaterand Sierra (2001) they use a weighted
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sum of trust values suggesting that the weights
should be adjusted such that higher weights are
assigned to the peers closer to the peer who is
calculating trust. In a similar fashion, one can
extend their model by instead of defining the
closeness between peers; she can define the
location closeness between the actual event
and the peer reporting this event. For the time
based trust a similar calculation can be done
by modifying the notion of time closeness as
that between the time when the event has taken
place and that of receiving the report.

Scalable

Scalability is an important aspect in trust man-
agement in VANET environments. More spe-
cifically, in a dense environment, the number of
peers reporting information or passing through
the network can be potentially very large. On
another hand, for critical situations, a peer has
to make decisions very quickly. Having this
requirement, each peer should consult oraccept
information from only a number of other trusted
peers, as suggested in Minhas et al. (2010b).
This number can be fixed or slightly updated
with the changes in, for example, VANET size
or the task at hand. However, it is always set to
a value small enough to account for scalability.

Establishing trust in VANETSs should also
be scalable. For example, modeling trust based
on experience requires each peer to store the
history of past interactions with other peers and
to compute their trust based on that informa-
tion. For the purpose of being scalable, trust
models should update peers’ trustworthiness by
accumulatively aggregating peers’ past interac-
tions in a recursive manner, similar to Josang
and Ismail (2002) and Fung et al. (2011). The
computation of the peer trust is thus linear with
respect to the number of interactions. And only
the most recent trust values are needed to be
stored and used for computation. This design
can make trust management scalable.

In a global sense, false information from
a sender peer should be controlled to a local
minimum in the scenario where other peers may
relay the sender’s message. This is to reduce

network traffic and increase network scalability.
Trust management can be helpful in this case
(Chen et al., 2010b) by having peers to decide
about whether to relay the sender’s message
based on the trust value derived for the message.
However, there is tradeoff between the global
network scalability and trust establishment
among peers. On one hand, it is important to
have network scalability where a peer should
consult only a minimum necessary number of
other peers. On another hand, in order to gain
more experience with other peers for more
accurate trust modeling, this peer has to try
out the information from more peers. Fung et
al. (2011) propose to adjust the frequency of
consulting one peer based on the uncertainty of
the modeled trust value of the peer. This peer
will be consulted more often if the trust value
is above a certain threshold but the uncertainty
is high, to increase the confidence on this po-
tentially trustworthy peer. This naturally leads
to another feature desired by trust management
in VANETSs, an integrated confidence measure.

Integrated Confidence Measure

Incomplete information about the other peers
induces much uncertainty in modelled trust-
worthiness values of these peers. It is thus
important to include in trust management a
confidence measure to capture the uncertainty.
Confidence is the accuracy of modelled trust
value and usually lies in the interval [0,1]. The
value of confidence would depend on the num-
ber of different metrics that were available (and
their reliability on a per metric basis in a given
context) in the calculation of the associated
trust value. In general, higher value of confi-
dencei.e., a value closer to 1 would result from
considering more evidence or metrics having
high reliability. Confidence can be viewed as
a parameter that adds another dimensionality
to the output generated by the model allowing
the peer applications to have a richer notion
of trust and finally decide how to react on the
reported event.

A number of researchers have proposed
trust and reputation models with the notion of
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confidence (Huynh et al., 2006; Teacy et al.,
2006; Mui et al., 2002). In particular, Huynh et
al., (2006) introduced FIRE, a framework that
integrates direct trust and role-based trust, in
which the direct trustmodel of Sabater and Sierra
(2001) is proposed as the method for capturing
this element ofthe overall calculation, with some
adjustment to consider more carefully the decay
of trust values over time. FIRE also calculates
a confidence value for each dimension of the
integrated trust and reputation model based on
the reliability of the evidence for modelling
the dimensional trust. The TRAVOS model
in Teacy et al. (2006) is a trust and reputation
model for agent-based virtual organizations.
This approach is based on the beta probability
density function. It calculates the confidence
of a modelled trust value given an acceptable
level of error. If the confidence level of a trust
valueisbelow a predetermined minimum level,
TRAVOS will seek information about the agent
being modelled from other agents. A confidence
valueis calculated by Muietal. (2002) using the
Chernoff Bound theorem based on the amount
of evidence and the acceptable level of error.

Wang and Singh (2007) have further ex-
tended the notion of confidence to a certainty
measure that takes into account not only the
number of interactions but also the conflict
among the reports of multiple reporting agents.
Certainty decreases when conflict among
reports increases. Considering the uncertainty
property of trust establishment, Balakrishnan
et al. (2008) express the notion of ignorance
during the establishment of trust relationships
between mobile nodes. Subjective logic based
model is employed to denote the trust as a three
dimensional metric: belief, disbelief, and uncer-
tainty. The uncertainty represents the ignorance
between two nodes. Such representation is use-
ful since an existing peer may not have a record
of past evidence towards a newcomer/stranger
peer, in which case assigning an arbitrary trust
value could bring about problems.

In addition, peers may also not be very
confident about their reported event because
of the incomplete observation of the event. For
example, if the distance from the location where

the event happens is far and/or the weather
condition of the environment is not ideal, the
peer may be uncertain about the report event. It
is thus valuable to attach a confidence measure
to each reported event, as suggested by Chen
et al. (2010b).

System Level Security

Security mechanisms at the system level deal
with protocols that, among other things, allow
peers to authenticate themselvesi.e., prove their
identity. This is important because most of the
trustbuilding models assume thatan agent can be
uniquely identified. To this end, certain security
requirements identified to be essential for trust
in multi-agents systems have been identified
in Poslad et al. (2002). These requirements
include a) Identity - the ability to determine the
identity of an agent b) Access permissions - the
ability to determine the access rights that are to
be assigned to the agents based on its identity
c¢) Content integrity - the ability to be able to
tell if a piece of data has been modified since
its dispatch from the source agent d) Content
privacy - the ability to ensure that only the agents
for whom some information is intended are able
to examine it. The basic security requirements
described above can be implemented through
the public-private key infrastructure (PKI) that
makes use of public key encryption and cer-
tificates. A trusted certification authority (CA)
issues a public key certificate verifying that a
certain public key is owned by a particular peer,
which can simply be a document containing the
peer’s name or drive license and his public key.
The public key then can be used to encrypt and
sign a message that allows only the owner to
examine the contents and validate its integrity.
More specifically, that document is signed by
the CA (with the certificate authority’s private
key) to become the peer’s public key certificate.
Everyone can verify the authority’s signature
by using the authority’s public key. Now, when
peer 4 sends a message to peer B, A must sign
the message with his private key. B then can
verify (using 4’s public key) that the message
was truly sent by A.
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Chen etal. (2010a) propose a trust opinion
aggregation scheme in vehicular ad-hoc net-
works, to support trust models used to evaluate
the quality of information shared among peers
in the environment. Their scheme extends an
existing identity-based aggregate signature
algorithm to correctly combine signatures for
multiple messages into one aggregate signature
and eliminate signature redundancy. As aresult,
the proposed scheme is secure and archives both
space efficiency and time efficiency.

Sensitive to Privacy Concerns

Privacy is an important concern in a VANET
environment. In this environment, the revealing
of'a vehicle owner’s identity (e.g., the owner’s
home address) may allow a possibly malicious
party to cause damage to the owner. Trust
management that makes use of a public key
infrastructure (PKI) allows peers to authenti-
cate each other. When a peer sends a report to
another peer, the sender needs to authenticate
itselfto the receiver. Although these keys do not
contain any sensitive identities of the sender, the
receiver may be able to track them by logging
the messages containing the key of the sender.
For example, the receiver can track the likely
home address of the sender by finding out the
route of the sender if the receiver has sufficient
information about different locations that the
sender has been to, and therefore other identi-
ties. This issue can be addressed by changing
keys, as suggested in Raya and Hubaux (2007).
Each peer in VANET will store a large set of
pre-generated keys and certificates. It will
changekeys while sending information to others
regarding some privacy sensitive locations of
the sender (i.e., places nearby home), so that
others do not recognize this sender as one of
the previous senders that they have interacted
with. In this way, others will not be able to
discover the sender’s privacy sensitive identi-
ties, while they will still be able to keep track
of experience with this sender regarding some
insensitive locations of the sender.

Robustness

Trustmanagement can effectively improve peer
collaboration in VANETS to share information
and detect malicious peers. However, the trust
management itself may become the target of
attacks and be compromised. We discuss some
common attacks and defense mechanisms
against them. For example, newcomer attacks
occur when a malicious peer can easily register
as a new user (Resnick et al., 2000). Such a
malicious peer creates a new ID for the purpose
of erasing its bad history with other peers in the
network. Trust models can handle this type of
attacks by assigning low trust values to new-
comers, so that the information provided by
these peers is simply not considered by other
peers for making decisions about whether to
follow the information. Only when their trust
exceeds a certain threshold, they can then affect
others’ decisions.

Betrayal attacks occur when a trusted peer
suddenly turns into a malicious one and starts
sending false information:A trust management
system can be degraded dramatically because of
this type of attacks. One can employ a mecha-
nism like (Tran, 2005), which is inspired by the
social norm: “It takes a long-time interaction
and consistent good behavior to build up a high
trust, while only a few bad actions to ruin it.”
Trust of a peer is thus hard to build but easy to
lose. Some models, such as Dellarocas (2000),
Zhang and Cohen (2008), and Jesang and Ismail
(2002), employ a forgetting factor to assign less
weight to older experiences with a peer, or keep
only the recent experience with the peer. When
the trustworthy peer acts dishonestly, its trust
value will drop down quickly, hence making it
difficult for this peer to deceive others or gain
back its previous trust within a short time period.

Inconsistency attacks are also called on-
off attacks and happen when a malicious peer
repeatedly changes its behavior from honest to
dishonest in order to degrade the efficiency of
the network. This kind of attacks is also similar
to betrayal attacks but may be less harmful ac-
cording to the empirical study by Zhang et al.
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(2008). It can also be coped with by setting time
windows and employing a forgetting factor to
assign less weight to older experiences.

Sybil attack occurs when a malicious
peer in the system creates a large amount of
pseudonyms (fake identities) (Douceur, 2002).
This malicious peer uses fake identities to gain
larger influence over the false information on
others in the network. One possible defense
against sybil attacks can rely on the design of
the authentication mechanism to make register-
ing fake identities difficult. In the system, the
certificate issuing authority only allows one
identity per peer using the unique identity, such
as driver license. To make such attacks harder
to achieve, trust management can also require
peers to first build up their trust before they can
affect the decision of others, which is costly to
do with many fake identities.

However, more than one peer in VANET
may form a coalition with others to achieve
a common goal. For instance, one such goal
could be to cause mayhem in the network which
can be attributed to-vandalism-or terrorism:
Unfortunately, even some of the most promi-
nent models (e.g., Sabater & Sierra, 2001) are
vulnerable to strategic lying and collusion. Here
we would like to point out that this weakness
does not specifically come out in the domain
of VANETSs, however, its consequences can be
more critical and might end up claiming many
lives. Collusion attack is still an open problem
in the area of trust and reputation systems in
every domain. Information about how often
some peers have supported each other may
reveal colluding relationships among them.

EFFECTIVENESS OF EXISTING
TRUST MODELS IN VANETS

Only a few trust models have recently been
proposed for enforcing honest information
sharing in vehicular networks. In this section,
we summarize them and evaluate their effective-
ness based on the desired properties identified
in the previous section. Note that great efforts
have been spent by researchers in security and

privacy on trust establishment in VANETS that
relies on a security infrastructure and most often
makes use of certificates (Wex et al., 2008). We
focus on trust models thatdonot fully rely on the
static infrastructure and thus can be more easily
deployed. These models can be grouped into
three categories, entity-oriented trust models,
data-oriented trust models, and combined trust
models. Entity-oriented trust models focus on
the modeling of the trustworthiness of peers.
Data-oriented trust models mainly focus on
evaluating the trustworthiness of data. In these
models, normally, no trustrelationships between
peers will be formed. Combined trust models
make extensive use of peer trust to evaluate the
trustworthiness of data, but also maintain peer
trust over time.

Two typical entity-oriented trust models
are the sociological trust model proposed by
Gerlach (2007) and the multi-faceted trust
model proposed by Minhasetal. (2010a,2010b,
2011). Thesociological trustmodel is proposed
based on the principle of trust and confidence
tagging. Gerlach has-identified various forms
oftrust including situational trust, dispositional
trust, and system trust. The multi-faceted trust
model features in the role-based trust and
experience-based trust as the evaluation metric
for the integrated trustworthiness of vehicular
entities. The two models have some components
in common, for example, situational trust can
be compared with event/task specific trust of
the multi-faceted trust model, and similarly
dispositional trust can be compared to experi-
ence or role-based trust.

In contrast to the traditional view of entity-
oriented trust, Raya et al. (2007) propose that
data-oriented trust may be more appropriate
in the domain of VANETSs. Data-centric trust
establishment deals with evaluating the trust-
worthiness of the data reported by other entities
rather than trust of the entities themselves. They
evaluate various evidences regarding a par-
ticular event taking into account different trust
metrics applicable in the context of a particular
vehicular application. Finally their decision
logic outputs the level of trust that can be placed
in the evaluated evidences indicating whether
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Table 1. Properties of the existing trust models for VANET

Approaches Raya et Dotzer et Golleet | Minhas et Chen et Gerlach, | Patwardhan et
al., 2008 | al., 2005 al., 2004 | al.,2010b | al.,, 2010b 2007 al., 2006
Decentralized V4 v v N \ N
Sparsity \ \ \ \ N
Dynamics y y V V \/
Scalability x/ J
Confidence \ y J
Security v N \ \ N
Privacy v \ v \
Robustness

the event related with the data has taken place
or not. Golle et al. (2004) present an approach
to maintain a model of VANET at every node.
This model contains all the knowledge that a
particularnode has aboutthe VANET. Incoming
information can then be evaluated against the
peer’s model of VANET. Ifall the datareceived
agrees with the model with a high probability
then the peer accepts the validity of the data.
Three combined trust models have been
proposed to model the trustworthiness of peers
and use the modeling results to evaluate the
reliability of data. Dotzer et al. (2005) suggest
building a distributed reputation model that
exploits a notion called opinion piggybacking
where each forwarding peer (of the message
regarding an event) appends its own opinion
about the trustworthiness of the data. They pro-
vide an algorithm that allows a peer to generate
an opinion about the data based on aggregated
opinions appended to the message and various
other trust metrics including direct trust, indirect
trust, and sender based reputation level and Geo-
Situation oriented reputation level. Patwardhan
et al. (2006) propose an approach in which
the reputation of a node is determined by data
validation. In this approach, a few nodes, which
are named as anchor nodes here, are assumed
to be pre-authenticated, and thus the data they
provide are regarded as trustworthy. Data can
be validated by either agreement among peers
or direct communication with an anchor node.

Chen et al. (2010b) propose a trust-based mes-
sage propagation and evaluation framework in
vehicular ad-hoc networks where peers share
information regarding road condition or safety
and others provide opinions about whether the
information can be trusted. More specifically,
the trust-based message propagation model
collects and propagates peers’ opinions in an
efficient, secure and scalable way by dynami-
cally controlling information dissemination.
The trust-based message evaluation model
allows peers to evaluate the information in a
distributed and collaborative fashion by taking
into account others’ opinions. Compared to the
model of Dotzer et al. (2005), the framework
of Chen et al. (2010b) also controls the spread
of malicious messages, in order to increase
network scalability

Table 1 summarizes and compares the
properties that the above mentioned trust
models for VANETs can achieve. From this
table, we can conclude that none of the trust
models has achieved all the desired properties
proposed earlier.

FUTURE RESEARCH
DIRECTIONS

In this section, we suggest a few important
future research directions towards effective
trust management for VANETs.
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Improving Robustness
of Trust Models

Table 1 indicates that robustness has not been
paid much attention by researchers in the field
of trust management for VANETs. However,
for life-critical applications of VANET, it is
important for trust models to be robust against
various attacks. Some researchers in the gen-
eral area of trust and reputation systems have
recently studied different types of attacks and
the robustness of the existing trust and reputa-
tion systems (Josang, 2009; Hoffman et al.,
2009). The work of Fung et al. (2011) on trust
management for collaborative intrusion detec-
tion networks has started addressing some of
the attacks. Researchers in the field of trust
management for VANETS can start from those
studies but also consider the unique properties
of VANET environments.

Integrating Vehicle to
Infrastructure Communication

Existing trust management methods make
use of only V2V communications, which are
fully distributed. Available infrastructures of
VANETs may also be helpful as they provide
functionalities of centric collecting, computa-
tion and distribution of trust related evidence
and results. For example, roadside units may
be used to collect local information, filter out
false information and share truthful information
with vehicles passing by.

For cities with an advanced public trans-
portation system, buses and subways cover
almost everywhere. They are running in fixed
routes and can serve as a moving infrastructure
for VANETs by equipping them with commu-
nication and computation devices. Vehicles can
communicate with them to provide and acquire
up to date local information. Incorporating this
type of communication may increase system
scalability and cope with the sparsity problem.
One way to integrate them may be to rely on
the super-agent based reputation management
method as proposed in the work of Wang et al.

(2010a, 2010Db) by treating buses and subways
as super-peers in the network.

Interacting with the
Networking Layer

Built for the application layer, most of the ex-
isting trust management methods for VANETSs
do not concern much about the networking
layer. However, the design of trust management
methods is limited by the networking layer
design, such as communication range, routing
protocols, and existence of infrastructure. It is
thus worthwhile to investigate effective trust
management in the application layer by inter-
acting with the networking layer.

Effective trust management method cannot
be designed without the consideration of exist-
ing routing protocols. As messages are dissemi-
nated according to routing protocols, messages
aboutevents happening, trust opinions about the
messages and reputation information of other
peers have to be distributed in a certain designed
manner. Understanding the advances of rout-
ing protocols will help the design of effective
trust management. For example, the trust-based
message propagation and evaluation framework
proposed in the work of Chen et al. (2010a,
2010b) makes use of a cluster-based routing
scheme for the evaluation of messages sent by
peers and the update of peers’ trustworthiness.
More specifically, peer vehicles in a VANET
are grouped into multiple clusters. Messages
shared by peers regarding road condition or
safety are sent to cluster leaders and distributed
to their cluster members. Upon receiving the
messages, the leaders send the messages to their
clustermembers, collect evaluation of messages
from the members, and compute the trust of
the messages based on aggregated evaluation.
This information will be useful for vehicles to
decide whether to follow the messages. The
trustmodel designed based on the cluster-based
routing scheme has been evaluated to be quite
effective under the pervasive presence of false
information. At the same time, the computed
trust of messages can be used to enhance the
routing protocol. More specifically, the cluster
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leaders in the system also make decisions on
whether to further relay the messages based on
the computed trust of the messages. In this way,
malicious messages or spam get controlled,
and network scalability is much improved.
For future directions, it is worthwhile to look
into other advanced routing protocols that may
give valuable hints in the design of the effective
trust management, and how the results of trust
management can be useful for improving and
securing those routing protocols.

Reputation Scheme

Incorporating reputation information in trust
management can effectively cope with the spar-
sity problem where no reliable trust information
exists for vehicles in a certain small area within
communication ranges. However, deploying a
reputation management model in VANETS is
a challenging task given the highly distributed
nature of VANET environments. And, the ve-
hicles are constantly roaming around. There is
no enough time for a vehicle to communicate
with the central server to -acquire reputation
information of another vehicle.

One possible direction to look into is
the Pretty Good Privacy (PGP) Web of Trust
widely accepted as the first successful attempt
to make cryptography freely available to the
public (Abdul-Rahman, 1997). The idea is that
PGP Web of Trust does not rely on a trusted
authority to cryptographically create a trusted
digital certificate to specify the real owner of a
public key. Instead, it allows the user who has
a private key to create a digital certificate for
the corresponding public key. To address the
issue where the user may specify an arbitrary
(unreal) owner for the public key in the cer-
tificate, PGP Web of Trust allows other users
to digitally sign certificates that they believe
to be authentic, i.e., the specified owner in the
certificate is indeed the real owner of the public
key. A user can verify a public key by checking
whether there are digital signatures signed by
other users whom she trusts. A similar idea of
PGP Web of Trust may be adopted to allow
each peer vehicle to specify whether other peer

vehicles can be trusted based on the peer’s own
experience. This information can then be used
by others to decide whetherto trust the vehicles.

One limitation about PGP Web of Trust is
thatitmakesuse of only direct trust relationships
between users. To be more specific, only whena
digital signature is signed by other users whom
the user directly trusts, the user will believe the
certificate to be authentic. In other words, PGP
does not consider the transitivity property of
trust. To overcome the shortcoming, a trusted
neighborhood expansion approach has been
proposedin Guoetal. (2011). This approach first
merges the feedbacks on certificates provided
by trusted neighbors of an active user, which
may include both directly trusted neighbors
specified by the user (including herselfbecause
the user should trust herself) and indirectly
trusted ones identified by trust propagation
used in the extended PGP Web of Trust. By
relying on the majority opinion and ensuring
the high consistency among the feedbacks, the
merged feedback set can then well represent
the opinions of this-active user. Based on the
merged feedback set, the method then finds other
similar users of the active user who are not in
the original trusted neighborhood. In this way,
the trusted neighborhood is further expanded.
The similar problem may also existin VANETs
because of the potentially large population of
vehicles in the environment. Itis often that peers
do not directly trust the others that specified
their trust on some particular vehicles. Thus,
the trusted neighborhood expansion approach
may also be applied in VANETS to find more
trustworthy vehicles thatare not directly trusted
by peer vehicles.

Leveraging Social Network
of Passengers

To improve the capability of coping with
sparsity, trust models may take into account
social network information of passengers
retrieved from social networking sites such
as Facebook, Twitter and etc. Passengers in
the system can also directly specify their trust
on and relationship with others. Based on the
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obtained social network information, a unified
social network of passengers can be built and
maintained. Each passenger is a node in the
social network and connected by directed links.
A directed link from one passenger to another
means that the former passenger trusts the lat-
ter one with a certain level because the latter
has a particular relationship with the former
in the social network. The weight of the link
represents how much the trust is. Carefully
applying the transitivity property of trust (Mui
etal., 2002), a passenger’s trust on others who
are not directly connected can be computed. In
this way, the rich information about passengers’
social networks can be utilized.

Development of a Comprehensive
Simulation Framework

Real-life experiments can be difficult and
expensive to implement because of the dire
consequences of mistakes/inaccuracy (i.e.,
involved human subjects being injured or even
killed), the high number of vehicles and real-
life scenarios involved.Itis difficult to perform
actual empirical performance measurement
also because of the inherently distributed and
complex VANET environments. To overcome
these limitations, VANET simulation frame-
works should be used extensively.

Existing VANET simulators are either traf-
fic simulators (Choffnes & Bustamante, 2005)
or network simulators (Zeadally et al., 2010).
Traffic simulators are used for transportation
and traffic engineering to simulate traffic and
road conditions. Network simulators are used for
evaluating network protocols and applications.
A comprehensive VANET simulator needs to
integrate these two types of simulators together
in an interactive manner. Moreover, there does
notexista VANET simulator that is specifically
designed for evaluating and comparing trust
management methods.

Most of the evaluation frameworks for
trust management in VANETSs are built based
on the ns2 simulator that is a network simula-
tor or the SWANS (Scalable Wireless Ad-hoc
Network Simulator) that is a traffic simulator.

These evaluation frameworks lack flexibility
in integrating various real-life scenarios, and
thus are difficult to verify the properties of
trust management (Zeadally et al., 2010). For
example, the traffic and network simulators do
not concern about the types and actual content
of the messages distributed across the network
and among all peer vehicles. The actual content
of messages is however very important for trust
management as trust evaluation of a peer is de-
pendent on the truthfulness or quality of message
content passed by the peer. More sophisticated
cheating behaviors of peers should also be
simulated by these evaluation frameworks so
that the robustness of trust management can be
extensively tested.

CONCLUSION

In conclusion, in this article, we clearly point
out the challenges in VANET environments,
and identify a list of important properties that
should be achieved by trust management for
VANET, setting a clear goal for researchers in
this area. We also show the lack of effective-
ness of the existing trust models for VANET,
draw particular attention to the robustness of
trustmodels, and suggest some important future
directions. Our research thus serves as one step
closer towards the design and development of
effective trust management for the deployment
of'safety, life-critical and road condition related
systems by governments and business organi-
zations to enhance road safety and reduce the
number of car accidents and traffic congestion.
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