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ABSTRACT

In this paper, we present a trust-modeling framework for message propagation and evaluation in vehicular ad hoc networks.
In the framework, peers share information regarding road condition or safety, and others provide opinions about whether the
information can be trusted. More specifically, our trust-based message propagation model collects and propagates peers’
opinions in an efficient, secure, and scalable way by dynamically controlling information dissemination. The trust-based
message evaluation model allows peers to derive a local action decision about whether to follow the information by
evaluating the information in a distributed and collaborative fashion while taking into account others’ opinions. Experimental
results demonstrate that our proposed trust-modeling framework promotes network scalability and system effectiveness, which
are the two essentially important factors for the popularization of vehicular ad hoc networks, in information propagation and
evaluation under the pervasive presence of false information. In particular, we clarify how our relay control serves to decrease
the number of inappropriate actions taken on the basis of malicious information and enables honest peers to produce a greater

number of deliveries within the network. Copyright © 2012 John Wiley & Sons, Ltd.

KEYWORDS

trust management; vehicular ad hoc networks; road safety and congestion; message relay control; local action decision making

*Correspondence

Jie Zhang, School of Computer Engineering, Nanyang Technological University, Singapore, Singapore.

E-mail: zhangj@ntu.edu.sg

1. INTRODUCTION

With the advance and wide deployment of wireless
communication technologies, vehicle manufactures and
research academia have been heavily engaged in the blue-
print of future vehicular ad hoc networks (VANETS). Peers
(vehicles) in a VANET communicate with each other by
sharing road condition and safety information to enhance
passenger and road safety and to effectively route traffic
through dense urban areas. Tremendous effort has been spent
on the development of life-critical or road condition-related
systems, such as traffic view systems [1], safety message
sharing [2], cooperative collision avoidance [3], and secure
crash reporting [4]. These systems focus mainly on ensuring
areliable delivery of messages among peers. As a result, less
focus has been placed on evaluating the quality of informa-
tion that is sent by peers, to cope with reports from malicious
peers that may compromise the network, without the
assumption of a pervasively available infrastructure such as
an online central authority or road-side units. In addition,
little concern has been focused on the design of a control
mechanism where upon detection of false information, it
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should be immediately controlled to minimize its further
negative effect on other peers in the network.

In this paper, we propose a trust-based message propaga-
tion and evaluation framework to support the effective eval-
uation of information sent by peers and the immediate
control of false information in a VANET. More specifically,
our trust-based message propagation collects peers’ trust
opinions about a message sent by a peer (message sender)
during the propagation of the message. We improve on an
existing cluster-based data-routing mechanism by employing
a secure and efficient identity-based aggregation scheme for
the aggregation and propagation of the sender’s message
and the trust opinions. These trust opinions weighted by the
trustworthiness of the peers modeled using a combination
of role-based and experience-based trust metrics are used
by cluster leaders to compute a majority opinion about the
sender’s message to proactively detect false information.
Malicious messages are dropped and controlled to a local
minimum without further affecting other peers. Our trust-
based message evaluation allows each peer to evaluate the
trustworthiness of the message by also taking into account
other peers’ trust opinions about the message and the peer-
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to-peer trust of these peers. The result of the evaluation
derives an effective local action decision for the peer.

We evaluate our trust-modeling framework in simula-
tions of real-life traffic scenarios by employing real maps.
Vehicle entities involved in the simulations follow traffic
rules and road limits. Some entities are possibly malicious
and may send false information to mislead others or spread
spam messages to jam the network. Experimental results
demonstrate that our framework significantly improves
network scalability by reducing the utilization of wireless
bandwidth caused by a large number of malicious
messages. Our system is also demonstrated to be effective
in mitigating against malicious messages and protecting
peers from being affected. Thus, our framework is particu-
larly valuable in the deployment of VANETS by archiving
a high level of scalability and effectiveness.

The rest of this paper is organized as follows. First, we
give an overview of the data design and major components
of our framework in Section 2. We then describe the
scalable and secure trust opinion aggregation and propaga-
tion in Section 3. We also present peer-to-peer trust model-
ing in Section 4. We conduct experimental simulations and
analysis to evaluate our framework in Section 5. After that,
we survey and compare it with some related works in
Section 6. Finally, we highlight conclusions and point out
future research directions in Section 7.

2. OVERVIEW

The basic idea of our framework is to evaluate and dissem-
inate a message on the basis of its quality. We design our
framework in such a way that messages can be evaluated
in a distributed and collaborative fashion. At the same time,
the dissemination distance of a particular message is largely
dependent on its quality so that our framework ensures
messages of good quality to be propagated to the farthest
distance while malicious data, such as spams, to be con-
trolled to a local minimum. We model the message quality
by using a trust-based approach. In other words, the quality
of a message is mapped to a trustworthiness value, which
can be computed from a collection of distributed feedbacks
from other peers in the network. Specifically, during the
message propagation, the peer who receives the message
can instantly provide feedback, namely, a trust opinion
generated from an equipped analysis module. A set of trust
opinions is appended to the message during message prop-
agation. For those who receive the message, their action
module may decide to trust or distrust it by computing its
trustworthiness from an aggregated list of trust opinions.
Apart from the trust modeling on data quality, we further
model the behavior of vehicle entities by using a peer-to-
peer trust approach. In this section, we describe the data
design and main components of our system.

2.1. Data design

Three types of messages are generated in our system:
sender message, trust opinion, and aggregate message. A
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sender peer prepares a sender message: M =[event,
confidence, time, location]. confidence € [0, 1] provides
flexibility in reporting an event—higher confidence indi-
cates that the sender itself is more confident in the reported
event. time € N is a positive integer, and location €N x N
is a geographical coordinate, both being available from an
equipped global positioning system device. Trust opinion:
O =[reaction, confidence], where reaction € {trust,
—trust} and confidence € [0, 1], is a message provided by
a peer that serves as evaluation of the sender message.
Evaluation is conducted by comparing the reported event
with the peer’s current knowledge, which may come from
a number of equipped car sensors, the local database, or
even human interactions. An analysis module in our sys-
tem provides such an opinion. Aggregate message:
A=[M, Oy,..., O,] is the combination of a sender message
and a list of trust opinions from distinct peers.

Let us consider a simple example. A vehicle V;, discov-
ered a car accident and broadcasted a sender message M
containing the event description “car accident,” sender con-
fidence, and time and location where V| spotted the
accident. There are another two vehicles near V|,, namely
V| and V,. V| receives the message M and provides a trust
opinion with a trust reaction and 0.8 confidence, whereas
V, distrusts the message M and provides a distrust reaction
and 0.5 confidence. The trust opinion from V, is then
O, =[trust, 0.8], and similarly, the trust opinion from V,
is O =[~trust, 0.5]. Aggregation on M, Oy, and O, can
be performed by any third party, and these messages are
aggregated into the aggregate message A = [M, Oy, O,]. Note
that sender and peer IDs are not included in the messages;
instead, they are included in the signed messages. To ensure
a secure data dissemination environment, we require all
messages to be signed. More details about an identity-based
signature scheme will be given in Section 3.1.

2.2. System components

Figure 1 illustrates the modular design of our trust-based
framework composed of several major components.
Message evaluation contains two modules: analysis
module and action module. The analysis module generates
trust opinions. It analyzes a sender message’s validity,

Trust Opinion Aggregation ‘
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’ Relay Control Model ‘

i
i
’ Analysis Module ‘ E
i
i
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’ Central Authority

Figure 1. Design of framework.
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correctness, and accuracy on the basis of a peer’s local
knowledge and attempts to provide a trust opinion of either
“trust” or “-trust.” One important design principle is that
the trust opinion should always be generated before any
disclosure of the existing trust opinions in the aggregated
message. The design of this would involve much consider-
ation from the perspective of hardware design, such as the
design of tamper-proof devices, car sensors, and human—
computer interactive interfaces. In other words, the gener-
ation of the trust opinion is purely based on the peer’s local
knowledge, such as direct observations. By doing so, we
are capable of coping with gambling peers who give trust
opinions by strategically guessing the message trustworthi-
ness from others’ trust opinions so as to quickly and
maliciously increase their trust. If a trust opinion can be
provided, it is broadcasted and appended to the sender
message. The action module is where a local decision is
made. It derives a local action by using a trust-based
computation model that will be described in Section 3.3.

Message propagation consists of two components:
cluster cooperation and the relay control model. On the
basis of a cluster-based routing mechanism, the cluster
cooperation serves as the foundation for message propaga-
tion and trust opinion aggregation. The relay control model
works as a filter that controls the relay of messages. The
trust opinion aggregation scheme ensures that message
evaluation and propagation can be performed with little
interference on each other. It provides high flexibility that
during message propagation, trust opinions can be aggre-
gated in a secure, scalable, and efficient fashion.

A peer-to-peer trust module manages the trustworthiness
of peers. Motivated by the approach of [5], we employ both
role-based and experience-based trusts. A minority of
vehicles, such as police cars, are assigned by a specific role
and a specific role trust value. For other vehicles, they are
associated with experience-based trust. Each peer maintains
experience-based trust for other peers. The offline central
authority assigns roles and updates role-based trust, collects
distributed experience-based trust from peers, and praises
or punishes peers accordingly. We provide detailed descrip-
tions of these major components in the following sections.

3. TRUST OPINION AGGREGATION
AND PROPAGATION

In this section, we describe how trust opinions from peers
about a sender message can be effectively aggregated and
propagated in the VANET and also demonstrate how the
trust opinions help a single peer to derive a local action
decision about whether to follow the sender message.

3.1. Cluster-based aggregation

Message relay between each pair of neighboring peers in
VANETSs often results in wireless channel congestion.
To achieve scalable trust opinion aggregation, we rely on
a cluster-based data-routing mechanism. A number of
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cluster-based routing protocols have been proposed
to achieve scalability for vehicle-to-vehicle messaging
[6-8]. By grouping peers into multiple clusters, the system
becomes scalable by having message relay performed
between cluster leaders instead of between two neighbor-
ing peers. We extend the existing cluster-based routing
protocols in two aspects. First, trust opinions from
members in the cluster are aggregated and relayed along
with the message itself so that the number of messages
passed between peers is significantly decreased. Second,
we employ the majority opinion computed from trust
opinions as the decision of the relay control model, which
further increases the scalability of the network by reducing
the network bandwidth utilized by malicious messages.

As demonstrated by an example shown in Figure 2,
vehicles (peers) are geographically grouped into 10
clusters, that is, from C; to C;o. For each cluster C;, a
vehicle is randomly chosen from all cluster members (the
white nodes) as the cluster leader L; (the black nodes).
Our scheme requires that the cooperation among neighbor-
ing cluster leaders is preestablished to help build an intra-
cluster link topology (the graph with dashed arrows
connecting neighboring black peers) so that messages can
be relayed from one cluster to another. Sender s in cluster
C, broadcasts a message M to its members who will provide
their trust opinions O; immediately afterwards. After that,
the cluster leader L, collects O; and aggregates them into
the aggregated message A. L; sends A to the next hop
clusters C,, C3, and C4. Upon reception of A, the cluster
leader (e.g., Ly here) broadcasts A to its cluster members,
collects their trust opinions (if any), aggregates them
together with the existing A into a new aggregated message
A’, and computes a relay decision about whether to relay A’
to the next hop clusters Cs, Cg, and C5.

To implement our message aggregation protocol, a
secure and efficient aggregation scheme is required. The
secure aggregation would require a signature along with
each message being sent, which brings two advantages.
First, messages cannot be maliciously modified without
being detected. Second, once messages are signed, peers
cannot deny that the messages are sent by them. Aggrega-
tion should also be efficient; otherwise, it would render the
system unscalable. We propose an aggregation scheme [9]

Figure 2. Cluster-based message propagation.



Trust based decision making on message relay and local actions in VANET

that extends the identity-based aggregate signature
algorithm [10]. Our aggregation scheme introduces two
important improvements. It can combine signatures for
multiple messages (not just a single message), and it copes
with signature redundancy by merging these into the exist-
ing signature that remains valid and verifiable. Thus, our
proposed scheme is not only secure but also improves both
space and time efficiency, with the one merged signature
remaining of constant size and messages being aggregated
without relying on an aggregation chain. For example, the
sender s sends a message M, = [M, IDy, Go] where 1Dy is the
sender’s identity and Gy, is the signature of M. Each peer i
provides a trust opinion M;=[M, O;, ID,;, G;] for i € [1, n].
An aggregator computes G = 1 oG; and generates the
aggregated message A=[M, Oy,..., O,, IDy, IDy, ..., ID,, G'].
The summation of G; is implemented over bilinear groups
constructed by the modified Weil pairing on elliptic curves
[11]. A detailed description and the verification of our
identity-based aggregation scheme can be found in [9].

3.2. Message relay control

Whereas traditional routing algorithms [12] in vehicular net-
works use “time-to-live” or “hop-to-live” as a relay decision,
our decision is determined by the majority opinion: a mes-
sage trusted by the majority should be relayed; otherwise, it
is to be dropped. Formally, let P be a set of peers whose trust
opinions are “trust,” P={illD, €A and O;=[trust, c¢;] €A},
and P’ be a set of peers whose trust opinions are “-trust,”
P'={illD;€ A and O;=[-trust, ¢;] €A}. A relayer (cluster
leader) L computes the weight of “trust” and “—trust”
opinions, respectively, as

Wiust = ZciTh Wotust = ECiTi (1)

ieP ieP

and 7; > 7, where 7 is a trust threshold set by L, ¢; € [0, 1] is
the confidence given by peer i, and 7; is the peer-to-peer trust
of peer i. We will introduce the peer-to-peer trust in Section
4. Messages can be relayed only if

W«mﬁ

L T )
vv&uﬂ 4_ VVﬂUUm

where ¢ € [0, 1] is a threshold set by the system to denote the
maximum error rate allowed. ¢ is embedded in the protocol
and can be adaptive to the current environment, situations,
and data types. For example, for more critical messages, such
as car accidents, a lower error rate is appreciated; for weather
information, a higher error rate can be allowed.

Algorithm 1. Message relay control

1: VA< a cluster leader verifies A upon reception of message A;
2: if V,=false, then

3: returndrop;

4: else
5: Dbroadcasts A to cluster members;

6: collects trust opinions Oi from cluster members;
7 computes routing decision r using Equation 2;

8 if r=relay, then
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9: if Ad>my or At >m., then

10: //out of the maximum propagation distance or the longest
time to live

11: return drop;

12: else

13: generates A'CA+0;+...;

14: return relay A';

15: end if

16: else

17: return drop;

18: end if

19: end if

Trustworthiness of messages ages with the time and dis-
tance. The longer time elapses and the farther the event
incurs, the less accurate and reliable the data become. We
use a mapping function fi.x : A X @ — M, x My that maps
the sender role A and the event ® to the maximum time-to-
live M, and the largest propagation distance My. We define
such a mapping function because it is reasonable to set dif-
ferent thresholds for multiple types of messages and for
different types of senders. Take the distance M, for an ex-
ample. A piece of weather information can have a propaga-
tion area of 10 miz, whereas a life-critical message, for
example “sudden brake,” may only be useful within a dis-
tance of 200 m. Similarly, the message from an authority
role should propagate as far as possible. In short, the relay
decision is also based on the following parameters: My, the
maximum propagation distance; M,, the longest time to
live; Ad, the distance between current location and event
location; and Az, the time that has elapsed since the event
occurs. The relayer’s relay control decisions take four
steps: (i) verify the aggregated message A; in case verifica-
tion fails, drop A; (ii) compute Ad, My, At, and M,; if Ad >
M, or At > M,, drop A; (iii) compute the weight of opinion;
drop A if the majority distrusts A (see Equation 2); and (iv)
generate a new aggregated message A’ by attaching new
trust opinions of cluster members and relay A’ to the next
hop clusters. A pseudocode summary about how the relay
control model works is shown in Algorithm 1.

Grouping peers into clusters and relaying messages be-
tween cluster leaders increase the scalability of the system
considerably. Our relay control model further proactively
detects malicious messages during information dissemina-
tion. Malicious data is therefore dropped and controlled to
a local minimum without further affecting other peers. We
will demonstrate this important feature of our framework
for vehicular networks in Section 5. An aggregated mes-
sage propagated through our message propagation scheme
is then used by the action module to derive an action deci-
sion for a peer.

3.3. Local action decision making

The action module derives a local decision for a peer to
take an action towards a sender message from trust opi-
nions for the message. Specifically, the aggregated trust-
worthiness of the message is computed and mapped to an
action set {follow, —follow}. Let A denote the aggregated
message, s denote the original sender, P denote the peers
who contribute trust opinions of “trust,” and P’ denote
the peers with opinions of “-trust.” Let 7, denote the

Security Comm. Networks 2013; 6:1-14 © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



J. P. Zhang, C. Chen and R. Cohen

aggregated trustworthiness of the message A. The action
module of peer p computes the following:

ZieP'ci
1+ |P|+ |P|

T, = Cs + ZiePci -

3)

where ¢, € [0, 1] is the sender’s confidence in the sender
message, ¢; € [0, 1] is the confidence in the trust opinion
given by peer i, and T4 € (— 1, 1]. T, approaches —1 when
P=g; c;=1 for i€ P’, and |P’l is large, meaning that the
message is fully distrusted. 7, =1 when we have ¢,=c¢;=1
for i€ P and P’ =@, which indicates that the message is
fully trusted by the peer.

Considering the sender having a different role from
those who provide trust opinions, we employ a sender
weight factor y >0 that determines how much weight is
placed on the sender. The computation of 7,, becomes the
following:

ZieP'Cf
Y+ [P+ [P

VG + ZiePci -
W=

“4)

The value of y can be customized by each peer in the
network. Setting 7 to a larger value indicates that the peer
places more trust on the sender. The case y=1 amounts
to Equation 3.

Considering that the peer’s honesty varies, we also em-
ploy the peer-to-peer trust module. Each peer i is associ-
ated with a trust metric 7;€[0, 1]. We add the
trustworthiness of each peer into the computation for the
aggregated trustworthiness of the message A as follows:

_ yesTs + ZiePCiTi - ZieP’CiTi

Ty
W+ D iepTi + 2 icp T

®)

and 7;>t, where 7 € [0, 1] is the trust threshold custom-
ized by each peer p. The trust threshold helps filter trust
opinions from those peers that are not highly trusted. t
can be set to a higher value close to 1 so that only trust opi-
nions from highly trusted peers will be used. In practice,
the value of 7 should be determined by the availability of
trust opinions. For example, 7 can be set higher when a
larger number of trust opinions are available.

The action module implements a mapping ficion: 74
{follow, =follow} that maps the trustworthiness of the
message to an action:

if TA > @,
otherwise

- _ | follow
f(‘lCllOn - { —\f()llOW (6)

where ¢ € [— 1, 1] is the action threshold. The value of ¢
can be personalized by each peer: a higher action threshold
indicates the peer is more “cautious” of following other
peers’ advice and vice versa. Under the special situation
where the traffic is extremely sparse, both P and P’ may
be @, and the message only contains the sender’s identity.
If we simply compute the aggregated trustworthiness by
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using Equation 5, which becomes T, = % =c,

the trust of the sender is eliminated and thus not con-
sidered. Therefore, along with the previous requirement
in Equation 6 that 7, =c,=> ¢, we further require that a
peer follow the message only if 7y>1t. A pseudocode
summary about how our action module works is shown
in Algorithm 2.

Algorithm 2. Local action decision making
1: V,« a peer verifies A;

2: if v,=false, then

3 return “follow;

4: else

5: computes the value of T, by using Equation 5;
6 if T,<¢, then

7 return ~follow;

8

else
9: if P=Q and P'=J, then
10://no trust opinion was provided;
11: if T, <7, then
12: return - follow;
13: end if
14: end if
15: return follow;
16: endif
17: end if

4. PEER-TO-PEER TRUST MODULE

In our system, each peer’s trust is evaluated by a trust met-
ric: either role-based trust or experience-based trust. Let T;
[0, 1] denote the peer-to-peer trust of peer i, and we have

B 17 if peer i has a role,
Ti= { f(Tf,)  otherwise @

where 7} € [0, 1] is the role-based trust of peer i and 7} , €
[— 1, 1] is the experience-based trust of peer i from peer
p’s perspective. We map the value of 7° to the same range
of T" by employing a mapping function, for example, f
xX)=(x+1)/2.

4.1. Role-based trust

It is known that although most vehicles are for personal
purposes, a small number of entities have their specific re-
sponsibilities in the traffic system, for example, police cars.
Roles are assigned to them, and it is reasonable to assign
multiple levels of trust to different roles. The underlying
assumption is that vehicles of the same role would behave
in a similar way so that any third party can estimate their
trust levels before any interaction happens. The roles and
role-based trust values in our system are fixed by the off-
line central authority. To demonstrate the utilization of
role-based peer trust, we define three different roles, from
the highest to the lowest trust: (i) authority, such as police
cars, traffic controllers, and road-side units that serve as
part of road infrastructure; (ii) public services, which could
be ambulance, fire truck, school bus, public transits, road
maintenance cars, and so on; (iii) professional cars, for ex-
ample, driver-training vehicles, cars whose drivers have
more than 10 years of safe driving experience.
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We denote the role-based trust of peer i as T, where T":
ID — [0, 1]; 1 means absolute trust, and O represents abso-
lute distrust. The vehicle identity can be mapped to its role
and then the role-based trust value. In practice, vehicles pe-
riodically download from the offline central authority an
up-to-date list of roles, each with a list of vehicle identities.

4.2. Experience-based trust

For most of the peers who do not have a role, we use the
experience-based peer trust to dynamically reflect a peer’s
trustworthiness in the system. The behavior of a peer is
evaluated by other peers, each of whom maintains trust-
worthiness for a list of peers in the system. The list of trust
is preserved in peer’s local repository.

We denote the peer i’s experience-based trust from p’s
perspective as 77 ,, whose value is in the range of [—1,

1]. We simplify the notation of 77 , as T in the following
formalization. Adapted from [13], if i’s trust opinion leads
to a correct decision of p, peer p increases the trust of i by

I —co) THco if T>0
T(_{/"fr(lJrca)TJrcoc if T<0 ®
otherwise, decreases T by
T(_{i’(1+cﬁ)T7cﬁif T>0 ©
A1 = )T —cBfif T<O

where o, € (0, 1) are increment and decrement factors, ¢
[0, 1] is the confidence value placed by i in the message,
4€(0, 1) is a forgetting factor, and 7€ [0, 1] is the time
closeness between the current interaction and the previous
one. Our calculation of experience-based trust is scalable.
It updates a peer’s trustworthiness in a recursive manner.
The computation of our experience-based trust is thus lin-
ear with respect to the number of times receiving trust opi-
nions from a peer. And only the most recent trust value is
needed to be stored and used for computation.

The values of « and f§ should be subjective to road situa-
tions and message types. For example, when traffic is
sparse, these values should be set larger, considering the
number of trust opinions is small. For emergency related
events, the values should be larger so as to increase or de-
crease peer trust more rapidly. Besides, it is appreciated
that # > o on the basis of the common assumption that peer
trust is difficult to build up but easy to tear down.

We add the confidence c¢ as a factor because peers, in-
cluding the sender, play different roles in the message’s
trustworthiness by placing different confidence values.
This can be explained by the design of Equation 5, which
computes the message’s aggregated trustworthiness from
a peer’s trust and confidence. For example, between two
peers with the same peer-to-peer trust, the one who has
placed a confidence c=1 is making greater impact than
the other with a confidence ¢=0.1. Consequently, those
with higher confidence would increase or decrease their
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trust faster than those with lower confidence. In other
words, if a peer provides a correct trust opinion, it should
be praised by how much confidence it has placed in the
message. The higher confidence value the peer gives, the
more she should be praised. This also applies to the other
direction, that is, the punishment towards a peer who gives
a wrong trust opinion.
We also model the time closeness ¢ as

1 otherwise (10)

= { (tc - te)/tmax lf tc - te < tma)h
where . is the current time, 7, is the event time in the mes-
sage, and #,,,,, is the maximum time for a peer to totally for-
get the experience that happened before time #. — #,,,,x. The
value of 7, is dependent on the frequency of the interac-
tions between two peers in the network, and thus it should
be set large under sparse traffic scenarios or small under
dense traffic situations.

5. EVALUATION

In this section, we present evaluation results of our trust-
based framework through simulations. Implemented in C
++, our simulation tool allows us to simulate real-life traf-
fic scenarios by employing real maps with vehicle entities
following traffic rules, road limits, and a full list of custo-
mizable parameters defined in our trust model. We also
simulate a clustering-based routing protocol in our simula-
tion. Compared with other existing vehicular network sim-
ulation tools [14-17], our tool is specially designed for
trust modeling and cluster-based messaging among poten-
tially thousands of nodes and thus achieves more flexibility
and consumes a low amount of computational resources.
We use a map of the East York area of Toronto where a
snapshot of its small subarea is shown in Figure 3. Roads
are partitioned into multiple road segments, and vehicles
are clustered geographically by road segments. We set
the length of road segment to 0.5 kilometer, because peers
within such a distance can reliably communicate with each
other, according to [18]. Vehicles are moving in the map in
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Figure 3. Map for simulating VANET.
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any possible directions and in different speeds. Entering a
new road segment indicates that the peer is switching from
one cluster to another. A leader of a cluster is selected
when the leader moves out of the cluster.

We list parameters for our trust modeling in Table I.
The purposes and details of these parameters have been in-
troduced in Sections 3 and 4. In our experiments, the
sender weight factor y is set to 2 to double the weight of
a sender in message evaluation. Assuming that peer dis-
honesty is well tolerated by the system, we set the peer’s
trust threshold 7 to 0.1 and the maximum error rate ¢ in
the relay control model to 0.8. We also set ff/o=10.

Additional parameters for simulating the vehicular
network are listed in Table II. We simulate a total number
of 1125 vehicle entities. We also set 2% of them as author-
ity roles, such as police cars, road-side units, and traffic
controllers. The authority entities are fully reliable and
trustworthy and capable of providing other peers with
valid observations and trust opinions. We also simulate
malicious vehicle entities that always send spam messages.
Vehicles in our simulation also have different capability in
detecting spam messages. In consequence, they may
sometimes provide wrong trust opinions.

The average number of vehicles per cluster is set to 5 to
reflect the road situation during normal hours. The evalua-
tion of the effect of traffic density is left for future work.
Vehicle speed is dependent on weather conditions, traffic
density, and the speed limit of the road. To simplify our
experiment, we assign a unique average speed to each
road, where the vehicle’s speed randomly varies £10%
from the average speed. As mentioned in Section 2, the

Table I. Parameters for trust modeling.

Parameter Description Value
y Sender weight factor 2
T Trust threshold 0.10
© Action threshold 0.20
o Experience-trust increment factor 0.01
B Experience-trust decrement factor 0.10
A Experience forgetting factor 0.95
trax Maximum time for experience (s) 100
& Error rate allowed for message relay 0.80
My Maximum propagation distance (km) 5.50
my Message's longest time to live (s) 150
To Initial trust value of a vehicle 0

Table Il. Parameters for vehicular network simulation.

Parameter description Value
Percentage of authority roles 2%
Average number of vehicles per cluster 5
Probability of turning left/right at cross 0.2
Road segment length for one cluster 0.5km
Maximum distance for trust opinion 1km
Vehicle speed [15, 30] m/s

Trust based decision making on message relay and local actions in VANET

trust opinion is purely based on the peer’s local knowl-
edge. In our experiment, we assume that all messages are
observational. From this assumption, we further assume
that the analysis module can provide trust opinions only
when 4d, the geographical distance between the event
and the peer, is smaller than d,,,,, the maximum distance
for trust opinions. As a result, we can have the confidence
value in the trust opinion determined by the geographical
closeness: the closer the event is, the higher confidence
value should be provided. In our experiment, confidence
c is calculated as follows:
. { (drmax — Ad)/ dinax 1 Ad < dax (11
0 otherwise

5.1. Scalability

Our trust model can improve network scalability by the
relay control model, which detects and filters malicious
messages during propagation. We evaluate the scalability
by introducing the following attack model. Attackers abuse
their local vehicular network by frequently sending spam
messages, which could be out-of-date information or
repeated messages. Spam messages might not be mislead-
ing, but they take up a certain portion of wireless resources
and lower the utilization rate of available bandwidth. Extra
parameters for the evaluation of scalability are listed in
Table III. Assuming that spam is easier to detect than mis-
leading messages as the pattern of spams has less variety,
we increase the detection rate of analysis module globally
by setting it to the uniform distribution from 0.4 to 1.0. We
also include fewer attackers by setting the percentage of
spammers to 1%, each of whom sends one spam every 5,
which is much more frequent than misleading messages.

Our evaluation of scalability features four metrics:
average propagation distance of spam, average number of
received messages per peer, cumulative number of spams
received per peer, and global relay effectiveness. Each
evaluation metric compares the performance among six
predefined scenarios as follows:

e Original: without regard to the trustworthiness of
messages, they are simply relayed to the next hop,
until the farthest allowed distance is reached.

* Relay control (RC): a relay decision is made on the
basis of Equations 1 and 2 but without considering
the role-based and experience-based trusts.

e RC+Role: only role-based trust is involved for relay
control.

Table lll. Extra parameters for evaluation of scalability.

Parameter description Value

Percentage of spammers 1%
Spam sending frequency 1 message/5s
Detection rate of analysis module Uniform, [0.4, 1.0]
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* RC+Exp: only experience-based trust is used for
relay control.

* RC+Role+Exp: both role-based trust and experi-
ence-based trust are used.

* 100% detection: the ideal case where each peer
detects all spam messages.

On the basis of the fact that the number of messages that
can be relayed in a fixed time has an upper bound because
of limited wireless channel resources, our system becomes
more scalable as more normal messages can be relayed,
which is achieved by detecting and controlling spam
within a shorter distance. The maximum propagation
distance without relay control is 5.5 km as defined in our
experiment. The relay control reduces the distance of spam
by nearly half, as observed in Figure 4. Authority roles
further restrict the spam within approximately 2km away
from origin because authority roles have assisted its cluster
relayer (leader) to drop the spam at an earlier phase of prop-
agation. From the curves of RC + Exp and RC + Role + Exp,
we can conclude that the experience-based trust plays a
greater part in spam control as our experiment simulates for
a longer time. This also explains why RC+Role achieves
better performance at the beginning but is sooner over-
whelmed by RC+ Exp after 30 min of system time. The
curves of RC+Exp and RC +Role+Exp demonstrate the
trend of converging to the performance of 100% detection,
under which scenario spam is always dropped and never
relayed to neighbor clusters, in other words, restricted within
0.5 km (the length of cluster defined in our experiment). As
the experience-based trust of spammers is gradually
decreased, their messages will not be trusted and not
be relayed.

We also measure the number of received messages by
adjusting the ratio of spam from 0% to 100%. We track a
total number of 14,400 messages during a simulation for
2h. Experimental results are displayed in Figure 5. The
average number of received messages decreases as the
percentage of spam increases because of the relay control
model. We notice that the RC+Exp curve outperforms
the RC+Role curve when the percentage of spam is
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Figure 5. Number of messages received.

greater than 23%. This is because peers learn better about
spammers during a fixed time as more spam messages
are available when the spam ratio is raised.

We then evaluate the cumulative number of spams
received per peer as the system evolves. Simulation is
conducted for a short duration of 50 min, as well as for a
long duration of 230 min. From the simulation of a short
time (see Figure 6), we can see that the RC +Exp curve
is higher than the RC+Role curve until approximately
33 min later. The explanation for this is that the experi-
ence-based trust plays a greater part than role-based trust
when enough experience is obtained. After simulating for
a longer time (see Figure 7), the RC + Exp and RC +Role +
Exp curves grow almost as slowly as the 100% detection
curve, which indicates that attackers are well identified
with their spam detected and controlled.

We further evaluate system scalability by using the
global relay effectiveness, which measures how effectively
messages are relayed in the presence of a considerable
amount of spam messages. Specifically, we define the global
relay effectiveness R = ﬁ Zf\; \Ri, where N is the total num-
ber of clusters and R; is the relay effectiveness for a single
cluster C;, which is computed as R;=(1 — S;/M;) x 100%,
where S; is the number of relayed spam messages and M; is
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Figure 6. Average number of spams received per peer (short
time).
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the number of all relayed messages by cluster C;. We
illustrate the global relay effectiveness in Figure 8. Attack
is suspended until 5 min later. From then on, as shown in
the original case, the effectiveness drops to around 42% after
120 min. Spams are restricted from dissemination after we
apply the relay control model. Role-based trust always
improves the effectiveness in that spam messages are
further restricted. The global relay effectiveness stops
ceasing and begins to recover after 35 min if the experi-
ence-based trust is applied, as can be observed from curves
RC+Role+Exp and RC+Exp. As peers become more
experienced, the capability of the system to cope with
spammers is strengthened.

5.2. Effectiveness

We evaluate the effectiveness of our system in terms of its
capability of mitigating against malicious messages and
protecting peers from being affected. We define the attack
model where attackers jeopardize the network by
broadcasting misleading messages on fake events, such
as “traffic congestion here”, so as to cheat peers and max-
imize their own interest. We measure the average number
of wrong actions per peer. An instance of “wrong action”

Trust based decision making on message relay and local actions in VANET

indicates that one malicious message is trusted by a certain
peer whose action module computes an action decision of
“follow” instead of “—follow”.

Extra parameters for evaluating system effectiveness
are listed in Table IV. Ten percent of the peers in the
system are attackers, each of whom sends a malicious
message after every 30's, which is approximately the time
of driving from one cluster to another. Considering that
the analysis module generates trust opinions, we define
the detection rate d, as follows:

d, = Pr {D|M} (12)

where D is a successful detection given a malicious mes-
sage M. The analysis module generates a trust opinion of
“distrust” upon a successful detection and an opinion
of “trust” otherwise. To better reflect real situations, we
assume that the capability to detect malicious messages
varies among peers. In our experiment, the peer’s detection
rate follows the uniform distribution of [0.05, 0.95], except
for those in authority roles, whose detection rate is the
highest and fixed to 1.

We measure the effect of trust opinions under three trust
opinion modes:

* No trust opinions: The action module ignores all trust
opinions. Specifically, when the peer is within the
maximum distance where a trust opinion is available,
the action module follows the reaction of the analysis
module; otherwise, it simply follows the message.

e Trust opinions + majority voting: The action module
computes a local action by using Equation 3 without
considering the trustworthiness of peers.

* Trust opinions + experience-based trust: A local action
is computed from trust opinions by considering each
peer’s trustworthiness by using Equation 5.

We run the simulation for 60 min and sample the data
after every 5min. As shown in Figure 9, each peer makes
an average number of approximately 46 wrong actions if
trust opinions are excluded. However, this number
drastically drops to 19 (i.e., by 65%) if trust opinions are
considered. The employment of experience-based trust

100 % further decreases the number of wrong actions globally as
0 . . .
100% detection —+— the system evolves. This is because once a peer obtains
90 % |- retrole b exp A its own experience after being cheated by a malicious mes-
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= mE--E
o
2 60%¢
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Figure 8. Global relay effectiveness.
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the action module improves its accuracy by mitigating
against malicious peers.

We also evaluate the effect of our peer-to-peer trust
model. In our system, the peer-to-peer trust is used in both
the action module and relay control model. To demonstrate
the effect of peer-to-peer trust on the action module, we
evaluate the system effectiveness under two scenarios,
namely without and with the relay control model, as shown
in Figures 10 and 11. In the absence of the relay control
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Figure 10. Effect of P2P trust when relay control model is off.
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model, both good and bad messages are relayed to the
farthest distance without being dropped.

Two conclusions can be drawn from the two figures.
Role-based trust improves the system effectiveness in both
scenarios because authority roles are helpful in two ways.
First, the trust opinions from authorities are always
followed by the action module of peers. Because authority
is always trustworthy, the number of wrong actions is
decreased. Second, the trust opinions from authorities
determine whether a message is to be relayed or dropped.
When the relay control model is turned on, the propagation
of malicious messages is limited, and thus the negative
effect is restricted. This explains why role-based trust
decreases the number of wrong actions more in the
scenario with relay control than the one without relay
control. Experience-based trust improves the system
effectiveness as well. As explained earlier, peers accumu-
late experience and lower the experience-based trust for
malicious peers. As a result, the average number of wrong
actions is gradually decreased as system evolves. The
performance of the both curves (Exp and Role +Exp) is
about the same after 60 min, which indicates that the
experience-based trust plays a greater part in lowering the
wrong decision rate than the role-based trust as system
evolves for a longer time. These results suggest that the
role-based trust is especially useful when peers do not have
much experience with other peers because of the data
sparsity in the VANET environment or because they are
new to the system. Experience-based trust is also important
because it improves system performance when peers gain
more experience in the environment.

Instead of using the average number of wrong actions
per peer, we use another evaluation metric “number of
deliveries” to demonstrate the system effectiveness from
the perspective of social impact. One delivery of the sender
is defined as one message reception by some receiver. We
study the social impact of peers with different honesty
levels. The honesty % of a peer can be defined in possibly
many ways, such as the following:

he number of malicious messages sent

13
number of messages sent (13)

We set three honesty levels in our experiment, namely
100%, 50%, and 0% honesty. Figure 12 shows the cumula-
tive number of deliveries as the system evolves. Three
peers are randomly chosen from the system, each assigned
to a different honesty level. After a simulation for 20h, it
becomes obvious that the peer of 100% honesty has the
largest number of deliveries because its messages are
trusted and relayed to the longest distance. The cumulative
curve for 0% honesty ranks the lowest because most
messages from fully dishonest peers are restricted from
propagation. It grows even more slowly as the system
evolves because peers become more experienced so that
the relay control model becomes more accurate in filtering
malicious messages. Figure 13 is an alternative graph
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showing the social impact versus peer honesty. We sample
the number of deliveries for each hour and show the trend
of each curve as the system evolves for 20 h. Similar to the
observations in Figure 12, dishonest peers would have less
social impact than honest peers.

5.3. Discussions on results

We demonstrate the system effectiveness and scalability
through an experimental simulation. Throughout the
experiment, we emphasize that the system effectiveness
and scalability are dependent on two important factors:
(i) a peer’s experience with other peers; and (ii) control
of malicious messages. With a better understanding and
stronger control of malicious messages, system effective-
ness is improved as fewer peers are affected. At the same
time, the system becomes more scalable as malicious
messages are more likely to be detected and dropped.

As the peer accumulates more experience and derives
local decisions from a more reliable set of trust opinions,
a better local decision can be made. Although the accumu-
lation of experience can be time consuming, the experi-
ence-based trust demonstrates a strong effect on system
effectiveness and scalability. The existence of authority
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and role-based trust improves the quality of trust opinions
so that fewer wrong action decisions will be derived. The
control of malicious messages is implemented by our relay
control model. Although it only improves system effective-
ness slightly because of the dominating effect of trust
opinions, the relay control model greatly improves system
scalability as it detects and filters malicious messages.

6. RELATED WORK

Vehicular ad hoc network is one of the most important
applications of mobile ad hoc networks (MANETS) [19].
In this section, we first survey some trust models proposed
for MANETSs and point out their problems when being
directly applied to the VANET domain. We then introduce
a few existing trust models for VANETSs and discuss the
advantages of our work compared with them.

Many trust models have been proposed for MANETS
[19]. For example, [20] identified several important
properties of trust establishment, such as the specification
of admissible types of evidences and the generation, distri-
bution, and evaluation of trust evidences in MANETS.

A trust establishment scheme called Hermes is
introduced in [21] with the objective of reliable delivery
and routing in MANETS. The trust between two neighbor-
ing peers is modeled by taking into account confidence
information and using a Bayesian approach based on
an empirical set of first-hand observations of packet-
forwarding behavior of neighboring peers. Choosing the
best route between the source and destination amounts to
determining the shortest path, where the weight of the path
is computed from a set of peer-to-peer trust between the
peers within the path. The work in [22] extends [21] in that
recommendation trust is introduced to model the trust
between two nonneighboring peers. The trust to a remote
peer is established by collecting recommendations from a
set of other peers.

Similar to [21,22], the work in [23] models the trust
evaluation as a path optimization problem on a direct graph
where each peer is a vertex and trust between two
neighboring peer is an edge. The authors introduced the
semiring-based evaluation metric that features two binary
operators, + and *. The former operator is used for trust com-
putation over a path of peers, whereas the latter is to compute
the optimal aggregated trust among a set of available paths.
The two operators can be reloaded via different semiring
algorithms so as to adapt to various conditions.

Sun et al. [24,25] presented an information theoretic
framework to quantitatively measure and model the trust
in ad hoc networks. It first defines three trust axioms:
(i) concatenation propagation of trust does not increase
trust; (ii) multipath propagation of trust does not reduce
trust; (iii) trust based on multiple observations from a
single source should not be higher than the multiple
observations from multiple independent sources. An
entropy-based trust model and a probability-based model
are introduced in which the author showed how to compute
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trust along a path as well as the overall trust among a set of
paths. The trust value between two neighboring nodes is
based on observations. Third, the paper discusses how to
obtain, evaluate, and update trust when it comes to ad
hoc routing. Briefly speaking, each node maintains its trust
record about other nodes. The source node finds multiple
routes to the destination node when the source node wants
to establish a route to the destination node. The source
node evaluates the packet-forwarding trustworthiness of
each node on a route, either by its own trust record or by
requesting recommendations from other nodes. After the
best trustworthy route is chosen, data is transmitted. After
the transmission, the source node updates the trust records
on the basis of its observation of route quality. Compared
with their work, our system requires that each peer
maintains a list of other peers and derives their trust from
messaging and posterior experience.

The methodologies mentioned earlier may not work
effectively in vehicular networks because, in practice, the
trust cannot be established, maintained, or retrieved unless
areliable route is available, which is difficult to establish in
a highly dynamic environment such as vehicular networks.
Previous trust-modeling endeavors in MANETS, such as
improving routing quality and deriving reliability between
arbitrary peers, may become effortless when it comes to
vehicular networks because of their two basic inherent
properties. First, peer connection is ephemeral as vehicle
entities are moving fast with little time for interaction.
Second, interaction between two entities is highly
infrequent because of a peer’s mobile nature and the broad
real world environment. As a result, trust establishment is
difficult, and even if trust can be established between two
vehicle entities, it may be out of date and uncertain.
Considering the uncertainty property of trust establishment
in MANETS, Balakrishnan et al. [26] expressed the notion
of ignorance during the establishment of trust relationships
between mobile nodes. A subjective logic-based model is
employed to denote the trust as a three-dimensional
metric: belief, disbelief, and uncertainty. The uncertainty
represents the ignorance between two nodes. Such a
representation is useful because an existing peer may not
have a record of past evidence towards a newcomer/
stranger peer, in which case assigning an arbitrary trust
value could bring about problems. Compared with their
work, our trust model proposes a different methodology
that takes two factors into consideration, namely, a set of
fixed roles and the aging factor in experience-based trust.
Roles decrease the uncertainty in that their trust is fixed.
The aging factor reduces the trust between two entities
until new interactions are available.

Only a few trust models have recently been proposed
for detecting malicious peers and data in VANETS. For ex-
ample, the work in [27,28] has been focused on the
eviction of malicious peers in VANETS via certification
revocation where malicious peers will be identified and
restricted from further hampering the network by the
central authority. The mitigation against maliciousness is
entity oriented. In their models, the authors assume that
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the quality of data depends only on the honesty of the
sender without considering opinions of other peers about
the data. The methodology taken towards the malicious
data control is reactive. Specifically, it takes a considerable
time for the central authority to distribute an up-to-date
revocation list before malicious peers can be timely
identified. Our approach proactively detects malicious data
so that the data can be immediately controlled to minimize
its further negative effect on other peers.

Golle et al. [29] proposed an approach to detect and
correct malicious data in vehicular networks. They assume
that each vehicular peer is maintaining a model that
consists of all the knowledge that the peer has about the
network. Data is trusted if it agrees with the model with a
high probability. Otherwise, a heuristic is invoked to
restore data consistency by finding the simplest explanation
possible. Multiple explanations are ranked, and the peers
accept the data if it is consistent with the most highly ranked
one(s). However, they assume that each vehicle has the
global knowledge of the network and solely evaluates the
validity of data, which may not be feasible in practice. Our
work also provides high resistance and security against
malicious entities by using a fundamentally different way
of message evaluation. Instead of relying on an assumed
model and seeking explanations, messages in our model
are evaluated in a distributed and collaborative fashion by
collecting multiple opinions during their propagation.

Raya et al. [30], in their work, employed trust into data
evaluation in vehicular networks. In contrast to traditional
views of entity-oriented trust, they proposed data-centric
trust establishment that deals with the evaluation of
trustworthiness of messages from other peers instead of
vehicle entities themselves. A set of trust metrics are
defined to represent the data trust from multiple dimen-
sions, such as a vehicle’s security status, peer type, and
event type. On the basis of Bayesian interference and
Dempster—Shafer theory, they evaluated the decision logic
that outputs the trust values of various data regarding a
particular event. Their work shares some commonalities
with ours, such as the employment of data trust. One of
the shortcomings of their work is that trust relationship in
entities can never be reliably established. The data-centric
trust has to be established again and again for each event,
which may not be applicable to situations under the
sparse environment where only limited evidence about
the event is available. Our framework employs role-based
trust to cope with the data sparsity problem. We also
incorporate both data trust and peer trust together in our
framework to detect malicious data as well as possibly
malicious peers.

Possibly the closest to our model, Dotzer [31] suggested
building a distributed reputation model that exploits a no-
tion called opinion piggybacking where each forwarding
peer (of the message regarding an event) appends its own
opinion about the trustworthiness of the data. He provided
an algorithm that allows a peer to generate an opinion
about the data on that basis of aggregated opinions
appended to the message and various other trust metrics
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including direct trust, indirect trust, sender-based reputa-
tion level, and Geo-Situation-oriented reputation level. In
our framework, we also introduce the trust-based message
propagation to control the spread of malicious messages to
increase network scalability.

7. CONCLUSION AND
FUTURE WORK

We presented a novel message evaluation and propagation
framework based on trust modeling for message relay control
and local action decision making in VANETS, where a set of
trust metrics, including trust opinions, experience-based
trust, and role-based trust, are used to model the quality of
information shared by peers as well as the trust relationships
between peers. Our proposed message evaluation approach
is conducted in a distributed and collaborative fashion during
message propagation and effectively increases the overall
data reliability and system effectiveness by proactively
detecting malicious data. We also proposed that message
relay control should be trust based, filtering malicious data
to promote network scalability. Experimental results demon-
strate that our trust-modeling approach works effectively for
the domain of vehicular networks.

Our trust aggregation and message propagation model
is built on a cluster-based routing scheme where cluster
leaders are responsible for judging whether to relay data
on the basis of the relay control model. For future work,
we will consider the presence of malicious leaders who in-
tentionally drop messages. We will investigate a set of de-
tection and revocation mechanisms to cope with this issue
by dynamically selecting trustworthy leaders or introduc-
ing backup leaders.

For future work, we will vary different parameters in
our simulations to more comprehensively evaluate the per-
formance of our system. For example, in real-life scenar-
ios, it is very likely that only a subset of trust opinions is
available for aggregation because of complex road settings.
We will evaluate the effectiveness of our system in these
cases. More complex scenarios may also be employed.
For example, we will simulate the scenario where vehicle
density varies to examine the capability of our system in
coping with data sparsity. We will also simulate the situa-
tion where the aggregation of messages may take a long
time and examine the robustness of our system in dealing
with this situation. More sophisticated attack models may
also be simulated to evaluate the resistance of our system
to, for example, peer collusion attacks.

A final direction for future research would be to
employ richer models of trust as part of our framework.
Minhas et al. have recently introduced two new elements
to their trust model: (i) distinguishing direct and indirect
reports that are shared; and (ii) employing a penalty for
misleading reports to promote honesty [32]. It would be
interesting to investigate how these aspects of trust model-
ing would influence the message propagation within the
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network. It would also be useful to compare the extended
trust model of Minhas et al. with other trust models sur-
veyed in Section 6 to choose the most effective one for
our message propagation and evaluation framework.
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